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EXECUTIVE SUMMARY
This deliverable focuses on the deployment handbook of CROSSBOW’s solutions. In particular, it can be
utilized as a guideline for an external interested party/stakeholder, which wants to employ any of the
products developed under the CROSSBOW umbrella. In that context, this document describes each product’s
functionalities, its requirements, its integration and interoperability with other applications, deployment
strategy and the benefits obtained for the potential user. Thus, the deliverable is product-oriented in order
to facilitate the interested users. We begin the document with a short introduction covering the goal and
scope of the deliverable while giving the structure of it. Then, in Chapter 2 we provide a description of the
available financial tools, either on the public domain or on EU funding possibilities that may support the
market uptake for the products. Chapter 3 is the core of the deliverable. In this chapter, the description of
each product is given, and also the requirements of each deployment. Regarding the requirements, the
emphasis is on both the hardware and the software tools that are necessary. Moreover, technical
specification of integration with other systems, are included. In this frame, how the product inter-operates
with other tools (internal tools of CROSSBOW or external ones) is analysed, the deployment strategy is
presented and finally the benefits that a user attains by employing the specific product, are described. The
aforementioned analysis is presented per product, and it is conducted for all CROSSBOW’s tools.
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1. INTRODUCTION
1.1. Scope of the document
Deliverable 16.4 refers to the last task of WP16. This task describes how an external interested party can
employ a solution designed during CROSSBOW and what the requirements in order to apply it are. The core
objective of the deliverable is to provide a handbook to any user that wants to use any of the CROSSBOW’s
products. In that context, this document provides a concrete and detailed description of what is needed, how
to apply and what are the benefits of employing each product.

1.2. Structure of the document
The structure of the deliverable 16.4 is product oriented. The reason is that a potential user may be interested
in the product itself rather than a specific Use Case (UC) where the product was tested. With that in mind,
the deliverable begins with providing insights on the financial tools that facilitate the market uptake of a
product. So, firstly the pre-commercial procurement and public procurement of novel products are
presented, and any financial aid that can be delivered by European Union (EU) is described. In chapter 3, the
detailed description of each product is provided. In particular, the chapter is divided into nine sub-chapters,
one for each product. In these subchapters the reader can find information regarding the scope of the
product, the description of the requirements, both hardware and software ones, the deployment strategy,
the technical specification regarding the interoperability of the product with other product/systems and the
expected benefits that the user will attain by adopting each solution. Finally, the deliverable closes with the
conclusions derived by the rest of the chapters.

2. FINANCIAL INSTRUMENTS TO FACILITATE MARKET UPTAKE
2.1. Pre-Commercial Procurement and Public Procurement of Innovative Solutions
Pre-commercial procurement (PCP) is a recommended approach for buying Research and Development
(R&D) services in a way that shares both the risk (cost) and the benefit (results). It enables public authorities
to pay less for R&D services while leaving the industry with sufficient rights to reuse the successful results in
other projects. PCP challenges the demand-driven industry to develop innovative solutions for the public
sector and provides a first customer reference that enables companies to create a competitive advantage in
the market. PCP enables public procurers to compare alternative potential solution approaches and filter out
the best possible solutions that the market can deliver to address the public need.
Public procurers can drive innovation from the demand side by acting as technologically demanding
customers that buy the development and testing of new solutions. This enables European public authorities
to modernize public services faster and to create opportunities for companies in Europe to take international
leadership in new markets. Creating a strong European market for innovative products and services is an
important step towards creating growth and jobs in quickly evolving markets such as Information
Communication Technology (ICT).
The European Commission is encouraging the use of pre-commercial procurement through different
directives, namely, directive 2004/18/EC and directives 2014/23 to 25/EU. PCP must respect some conditions
such as:
i.

The scope must be limited to R&D services: R&D can cover activities such as solution exploration and
design, prototyping, up to the original development of a limited volume of first products or services
in the form of a test series.

CROSSBOW Replication, Market Uptake and Deployment Handbook

8

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

ii.

The risk-benefit must be shared with industry: the public purchaser does not reserve the R&D results
exclusively for its own use. Public authorities and industry must share risks and benefits of the R&D
services needed to develop new innovative solutions that outperform those available on the market.

iii.

The PCP excludes State aid: the PCP process must be designed to ensure competition, transparency,
openness, fairness, and pricing at market conditions to identify the best possible solutions the market
can offer [1].

Figure 1: R&D versus commercialisation phase [1].

For public authorities, pre-commercial procurement has two main purposes. First, it aims to support their
procurement needs in new services or products that do not exist in their territories. The objective is thus to
conduct path-breaking research to develop a prototype of a product or service. Second, PCP aims to support
the development of a product or service that will be used by public-private partnerships for public purposes.
Overall, PCP offers public authorities the opportunity to experiment with innovative procedures to find
innovative solutions [2].
Public authorities that aim to design and implement PCP, however, face two main challenges. First, the rules
are complex and there are burdensome administrative processes to design pre-commercial procurement.
Second, they have risk-averse attitudes and lack of experience in developing demand-side innovation
approaches [2,3].
Indeed, risk-aversion in the private and public sectors towards new policy tools can hinder the adoption of
those new policy tools.
In PCP, public procurers buy R&D from several competing suppliers in parallel to compare alternative solution
approaches and identify the best value for money solutions that the market can deliver to address their
needs. R&D is split into phases (solution design, prototyping, original development and validation/testing of
a limited set of first products) with the number of competing R&D providers being reduced after each R&D
phase. PCP can go up to the development and the purchase of a limited volume of first products or services
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developed in the PCP ('limited' because in a services contract like PCP the total value of supplies purchased
needs to remain below 50% of the total PCP contract value). As R&D cannot include quantity production
(large scale production to produce commercial volumes of end-products), PCP does not cover large scale
commercialisation. The deployment of commercial volumes of end-products is the remit of Public
Procurement of Innovative Solutions (PPI). PPIs facilitate the widespread dissemination of innovative
solutions in the market. They provide a great enough demand to motivate industry to invest in large-scale
commercialisation to bring innovative solutions to market with the quality and price required for mass
market growth. This enables the public sector to modernise public services with better value for money
solutions, while also providing development opportunities for companies. PCP is thus complementary to PPI
[3,4].

2.2. Leverage EU Funding
Under a number of financial instruments, the EU increases support for groups of procurers who work
together on innovation procurement. Some of the facilitators for the CROSSBOW solutions/products towards
leveraging EU funding, are presented below:
Connecting Europe Facility
Since January 2014, Infrastructure and Environment Executive Agency (INEA) is the gateway to funding under
the Connecting Europe Facility (CEF). INEA implements most of the CEF programme budget, in total €28.7
billion out of €30.4 billion (€23.7 billion for Transport, €4.6 billion for Energy, and €0.5 billion for Telecom).
INEA ceased operations on 31 March 2021. The European Climate, Infrastructure and Environment Executive
Agency (CINEA) was established on 1 April 2021 to take over its legacy portfolio as well as additional EU
funding programmes.
The CEF is a key EU funding instrument to promote growth, jobs and competitiveness through targeted
infrastructure investment at European level. It supports the development of high performing, sustainable
and efficiently interconnected trans-European networks in the fields of transport, energy and digital services.
CEF investments fill the missing links in Europe's energy, transport and digital backbone.
The CEF benefits people across all Member States, as it makes travel easier and more sustainable, it enhances
Europe’s energy security while enabling wider use of renewables, and it facilitates cross-border interaction
between public administrations, businesses and citizens.
In addition to grants, the CEF offers financial support to projects through innovative financial instruments
such as guarantees and project bonds. These instruments create significant leverage in their use of EU budget
and act as a catalyst to attract further funding from the private sector and other public sector actors [5].


CEF Energy
The EU’s energy infrastructure is aging and, in its current state, not suited to match future demand
for energy, to ensure security of supply or to support large-scale deployment of energy from
renewable sources. The upgrading of existing, and development of new energy transmission
infrastructures of European importance will require investments of about €140 billion in electricity
and at least €70 billion in gas.
Despite the regulatory measures and policies that are currently put in place to facilitate such
investments, under current market and regulatory conditions some energy projects are not
commercially viable and would normally not make it into investment programmes of infrastructure
developers.
CEF is engineered to address both groups of factors behind the investment gap in the energy sector.
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Financial instruments, by bringing in new classes of investors and mitigating certain risks, will help
project promoters to access the necessary financing for their projects. Grants to contribute to the
construction costs will be applied to fill in the gaps in commercial viability of the projects that are
particularly relevant for Europe.
A total budget of €5.35 billion is made available for energy infrastructure projects for the 2014-2020
period, of which €4.6 in the form of grants managed by INEA.
As the basic fields among others, it includes [5]:
a. Energy Infrastructure (Connecting Europe Facility - CEF).
Supporting the construction and upgrade of sustainable energy infrastructure projects.
b. Cross-border renewable projects (Connecting Europe Facility - CEF).
Supporting cross-border projects in the field of renewable energy.
c. Energy Use (Horizon Europe).
Support to efficient, sustainable and inclusive energy use.
d. Energy Supply (Horizon Europe).
Supporting the transition to a reliable, sustainable and competitive energy system.
e. EU Renewable Energy Financing Mechanism (REFM).
Facilitating investment in renewable energy projects.
f. Clean Energy Transition (LIFE).
Facilitating the transition toward an energy-efficient, renewable energy-based
economy.


Projects of Common Interest

Projects of Common Interest (PCIs) link the energy systems of EU countries and can benefit from
accelerating permitting procedures and funding. Moreover, PCIs are eligible for founding from the
Connecting Europe Facility (CEF). PCIs are key cross-border infrastructure projects that link the
energy systems of EU countries. Their purpose is to help the EU achieve its energy policy and climate
objectives: affordable, secure and sustainable energy for all citizens, and the long-term
decarbonisation of the economy.
How can a project become PCI is defined by the Trans-European Networks for Energy (TEN-E). The
policy in which nine priority corridors and 3 thematic areas have been identified. Also, the project
must have significant impact on energy markets and market integration in at least two EU countries,
boost competition on energy markets and help the EU's energy security by diversifying sources as
well as contribute to the EU's climate and energy goals by integrating renewables.
CROSSBOW products and solutions are in the basic scope of CEF for the period 2021-2027, which
focus on cross-border renewable energy projects, interoperability of networks and better integration
of the internal energy market [6].
The Next Generation EU
The Next Generation EU (NGEU) fund is a European Union economic recovery package to support member
states adversely impacted by the COVID-19 pandemic. Agreed to by the European Council on 21 July 2020,
the fund is worth €750 billion. The NGEU fund will operate from 2021–2023 and will be tied to the regular
2021–2027 budget of the EU's Multiannual Financial Framework (MFF). The comprehensive NGEU and MFF
packages are projected to reach €1824.3 billion.
The Next Generation EU (NGEU) – €360 billion in loans and €390 billion in grants – is a break from the
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austerity policy adopted after the financial crisis of 2007–2008 as the EU's main response to economic crises.
The NGEU, adopted in conjunction with the 2021–2027 Multiannual Financial Framework (MFF),
demonstrates that the EU member states can collectively agree on policy, along with funding, to tackle largescale crises.
The EU launched the COVID-19 recovery plan with several objectives. The primary objective is to help its
member states repair the immediate economic and social damages caused by the coronavirus pandemic,
and, additionally, to prepare a better future for the next European generation.
Secondly, alongside tackling the economic and social impacts of the COVID-19 pandemic, the plan has other
objectives. It also aims to assist the green transition; digital transformation; smart, sustainable, and inclusive
growth and jobs; social and territorial cohesion; health and resilience; and policies for the next generation,
including enhancing education and skills.
The third objective is modernising the European economy. Therefore, more than 50 percent of the funds will
be spent on modernization: such as research and innovation via Horizon Europe; fair climate and digital
transitions via the Just Transition Fund; the Digital Europe Programme; preparedness, recovery, and
resilience via the Recovery and Resilience Facility, rescEU; and a new health program, EU4Health.
In addition to the aforementioned objectives, the package also focuses on modernizing traditional policies,
such as cohesion and the common agricultural policy, on maximizing their contribution to the Union's
priorities, fighting climate change—with 30% of the EU funds, the highest share ever of the European
budge—biodiversity protection, and gender equality. Thus, it plans to strengthen the EU's Single Market and
invest in shared European priorities [7].


Recovery and Resilience Facility: this largest component has €672.5 billion of funding in the form of
loans and grants. The objective is to mitigate the economic and social consequences of the pandemic,
allowing European economies to be more resilient and better prepared for the challenges of
ecological and digital transitions. Member States will use the funds provided by the RRF to implement
ambitious reforms and investments to make their economies and societies more sustainable,
resilient and prepared for the green and digital transitions [7].

European Innovation Council Transition
The European Innovation Council (EIC) Transition funding scheme builds on promising research results to
demonstrate and mature the technology and develop business plans. EIC Transition funds innovation
activities that go beyond the experimental proof of laboratory testing and it supports both: (i) The maturation
and validation of your novel technology in the lab and in relevant application environments; (ii) The
development of a business case and business model towards the innovation’s future commercialization.
Grants up to €2.5 million and more are available to validate and demonstrate technology in an applicationrelevant environment and develop market readiness. EIC Transition has open funding projects in any field of
science or technology as well as challenge driven funding on specific strategic fields [8].
EIC Accelerator
The EIC Accelerator supports small and medium-sized enterprises (SMEs), in particular start-ups and spinout
companies to develop and scale up game-changing innovations. In some cases, small mid-caps (up to 500
employees) are supported. The EIC Accelerator provides substantial financial support with: (i) Grant funding
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(non-dilutive) of up to €2.5 million for innovation development costs; (ii) Investments (direct equity
investments) of up to €15 million managed by the EIC Fund for scale up and other relevant costs. In addition,
EIC selected companies receive coaching, mentoring, access to investors and corporates, and many other
opportunities as part of the EIC community. Applications can be submitted at any time through the EIC
platform. Applications that meet all the criteria at the remote evaluation stage and are assessed positively
by the EIC jury but not recommended for funding, will be awarded a Seal of Excellence to help them secure
funding from other sources. Companies with a Seal of Excellence can also get support from EIC Business
Accelerator [9].


Fast Track scheme to apply for the EIC Accelerator

The ‘Fast Track’ scheme is a novelty under Horizon Europe and a specific process applicable to the EIC
Accelerator. It provides for a specific treatment of applications that result from existing Horizon Europe or
H2020 projects. Applicants do not apply to the EIC Accelerator call. Instead, a project review is carried out by
the responsible funding body to assess the innovation or market deployment potential of an existing project,
to decide whether the project is suitable for support under the EIC Accelerator. The responsible funding body
can submit the outcome of the projects review to the EIC Accelerator, if the project review conducts that the
following conditions are met: (i) The proposal meets the two first criteria of the EIC Accelerator (excellence
and impact); (ii) There is no duplication of funding of activities to be supported under the EIC Accelerator
with the existing grant, and (iii) The applicant meets the eligibility criteria for the EIC Accelerator [9].
The InvestEU Programme
The InvestEU Programme builds on the successful model of the Investment Plan for Europe, the Juncker Plan.
It will bring together, under one roof, the European Fund for Strategic Investments and 13 other financial
instruments. Triggering more than €372 billion in additional investment over the period 2021-27, the
InvestEU Programme aims to give an additional boost to sustainable investment, innovation and job creation
in Europe. The programme consists of: (i) The InvestEU Fund which aims to mobilise more than €372 billion
of public and private investment through an EU budget guarantee of €26.2 billion that backs the investment
of implementing partners such as the European Investment Bank (EIB) Group and other financial institutions.
(ii) The InvestEU Advisory Hub which provides technical support and assistance to help with the preparation,
development, structuring and implementation of investment projects, including capacity building; (iii) The
InvestEU Portal which brings together investors and project promo [10].
European Assistance for Innovation Procurement – EAFIP
The European Assistance for Innovation Procurement (EAFIP) is an initiative financed by the European
Commission Directorate General for Communications Networks, Content & Technology (DG CONNECT) for
providing local assistance to public procurers on innovation procurement. The initiative started in 2015.
EAFIP is coordinated and led by Corvers Procurement Services. The aim of the EAFIP-initiative is to promote
good practices and reinforce the evidence base on completed innovation procurements across Europe. To
encourage other public procurers to start new PCP and PPI procurements and to boost the digital-green
economy recovery through Innovation Procurement (PCP & PPI). In this framework, free of charge technical
and legal assistance is provided to public procurers across all EU Member States in the preparation and
implementation of innovation procurements of ICT based solutions. This includes local assistance for PCPs
and PPIs supported by local lawyers that speak the local official EU language [11].



EAFIP Toolkit

The EAFIP Toolkit aims to provide support to policy makers in designing PCP and PPI strategies, and to
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procurers and their legal departments in implementing such procurement and it is updated with new
evidence and good practices. The toolkit includes three modules [11]:
o Module 1 is a strategic module addressed to policy makers.
o Module 2 is an operational module addressed to public procurers.
o Module 3 is a legal / operational module addressed to legal services.

Venture Debt
The European Investment Bank (EIB) offers a long-term venture debt product to address the unique funding
needs of fast-growing innovative companies. The finance structure includes bullet repayment and
remuneration linked to the equity risk of the investees and complements existing venture capital financing.
Benefits: (i) Non-dilutive funding: the financing does not dilute the founders’ ownership stake, keeping
motivation high, while complementing the equity capital. (ii) Bespoke financing: loans can be secured or
unsecured and provide different levels of subordination (including contingent/participating loans); (iii)
Hands-off approach: the EIB assumes no direct involvement in daily management. (iv) Signalling effect: the
EIB’s financing is often seen as a quality stamp, helping the project attract additional investors [12].
European Investment Project Portal
Opposite to previous initiatives, the European Investment Project Portal (EIPP) offers no financial support.
The EIPP is the EU matchmaking portal, enabling EU-based project promoters- public or private- to reach
potential investors worldwide. The portal is a free service offered by the European Commission and is part
of the Investment Plan for Europe, which aims to mobilise investment, boost economic growth and create
jobs across the EU [13].

3. DEPLOYMENT HANDBOOK OF CROSSBOW’S SOLUTIONS
3.1. CROSSBOW Regional Operation Centre Balancing Cockpit (ROC-BC)
Leading Party: ICCS
Contact: adimeas@power.ece.ntua.gr
Main Contributors: SCC, ICCS, CGES, IPTO, EMS, ELPROS
Target End-Users: RSCs, TSOs
More information at: D4.1

3.1.1. PRODUCT SHORT DESCRIPTION/SCOPE
A Regional Operation Center (ROC) is a fundamental element of a fully implemented smart grid when
realizing ambitious targets of Renewable Energy Recourses (RES) integration within a modern and unified
European market framework (as set out by the target model). Its scope lies in the strong collaboration among
the Transmission System Operators (TSOs) of a region, in order to gain benefits from the combined and thus
more effective management of the various challenges emerging for system operators. Facing challenges from
a regional perspective facilitates the cost-efficient and reliable operation of the power grid, taking advantage
of the principles of economy of scale for generation assets, while facing more effectively the various
uncertainties (RES stochasticity, load fluctuations, unpredictable incidents, etc.).
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From the beginning of the CROSSBOW project, ROC was designed as a very heterogeneous HLU that
incorporates several diverse UCs that are all relevant to Regional Security Centers’ (RSCs) business processes.
ROC-BC product improves certain RSC functions, but also defines and incorporates new services associated
with short-term operation tasks that are currently not supported by RSCs. Since the interested stakeholders
of this product are the RSCs and the TSOs of the European region, special care at the developing stage of this
product has been given to enable the scalability and replicability of these functionalities to other RSCs in the
European region.
The Regional Operation Centre - Balancing Cockpit (ROC-BC) is responsible for coordinating the cost-efficient
and secure operation of the whole South Eastern European (SEE) transmission network and enabling the
shared use and cross-border management of various resources, including renewable generators,
centralised/distributed storage and demand response resources. The services of the ROC-BC involve the ones
already provided by established Regional Security Coordinators (RSCs), such as Security Coordination Centre
(SCC) and the newly established Southeast Electricity Network Coordination Centre (SELENE) in the SEE
region, including improved Individual Grid Model (IGM)/Common Grid Model (CGM) delivery, Short Term
Regional Adequacy Assessment (RAA) Forecasts, Coordinated Security Analysis, Coordinated Capacity
Calculation and Outage Planning Coordination, yet with improved supporting calculation and optimization
methodologies. Furthermore, it also involves new services associated with short-term operation tasks, such
as imbalance management, congestion management, and probabilistic sizing of reserves, through the
enhanced exchange of data and information between the national control centres close to real-time.
ROC-BC product is formed of 11 use cases grouped in 4 semantic functionality clusters as listed below:
Functionality cluster 1: Advanced approaches to check the quality of individual and common grid models
(IGM/CGM) closer to real-time.
 Real-time quality check of CGMs (UC2).
 Enhanced method for Preliminary Net Position (PNP) Estimation (UC3).
 IGM quality assessment (UC9).
Functionality cluster 2: Regional coordination for improving security of supply and cost efficiency.
 Probabilistic approach for regional adequacy assessment in SEE region (UC1).
 TSO frequency restoration reserves probabilistic sizing using reserves from other TSOs via
interconnections (UC8).
 Resilience enhancement during emergency conditions using cross-border corridors (UC10).
Functionality cluster 3: Cross-border congestion evaluation and management.
 Determination of capacity calculation input data (UC5).
 Cross-border congestion identification through the Flow-Based (FB) algorithm / the Net Transfer
Capacity (NTC) algorithm (UCs 6&7).
 Forecasted Dynamic Line Rating (FDLR) for overhead lines (UC4).
Functionality cluster 4: Over-frequency real-time control scheme.
 Over- and under-frequency real-time control scheme using Phasor Measurement Units (PMUs)
(UC11).

3.1.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
3.1.2.1. HW requirements
The full implementation of the ROC-BC product requires access to the hardware systems listed below:


3 servers with features of HPE ProLiant DL360 Gen10 server [14] or similar.
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Each server has at least 2 CPUs with the characteristics of Intel® Xeon® Gold 6154 Processor [15] or
similar – this Central Processing Unit (CPU) has 18 physical cores, processor base frequency of 3GHz
and 24.75 MB L3 Cache.



Necessary Random Access Memory (RAM) is at least 256 GB per server.



Solid-State Drive (SSD) with around 10 TB of storage space (e.g., NetApp® AFF A250 storage [16] or
similar).



Direct connection between RSCs and TSOs servers (e.g., ATOM network for Operational Planning and
Data Environment).



Direct connection to field equipment (e.g., PMUs and generation Remote Terminal Unit (RTUs)).

3.1.2.2. SW & systems requirements
The full implementation of the ROC-BC product, requires access to the software systems listed below:


A hypervisor (e.g., VMware vSphere Hypervisor 6.7 [17] or similar), also known as a Virtual Machine
Monitor (VMM), is software that creates and runs Virtual Machines (VMs). A hypervisor allows one
host computer to support multiple guest VMs by virtually sharing its resources, such as memory and
processing. Hypervisors make it possible to use more of a system’s available resources and provide
greater Information Technology (IT) mobility since the guest VMs are independent of the host
hardware. This means they can be easily moved between different servers. Because multiple virtual
machines can run off of one physical server with a hypervisor, a hypervisor reduces space, energy
and maintenance requirements [18].



Transmission Network Analyzer (TNA) is a software tool designed for the variety of steady state
electric calculations, such as:
o

calculation of load flow and contingency analyses.

o

cross-border capacity calculations (NTC, FB).

o

validating, building and editing of the transmission network models (in Union for the Coordination of Transmission of Electricity (UCTE), Common Grid Model Exchange Standard
(CGMES) or RAW data format).

o

Power Transfer Distribution Factors (PTDFs) and Outage Transfer Distribution Factors
(OTDFs) functionalities – modules which enable sensitivity analyses on the grid models, etc.



Connection to real time market data (e.g., SEE power exchange groups, market clearing houses).



Connection to regional load forecasting (European Network of Transmission System Operators for
Electricity, (ENTSO-e)).



Connection to weather data provider (e.g., SKIRON weather data provider).



Connection to other tools or data gathering systems (e.g., Wide Area Monitoring and Awareness
System (WAMAS)).



Communication channels and standard protocols for interacting with field devices and existing
systems (including File Transfer Protocol (FTP) servers, WAMAS, Supervisory Control and Data
Acquisition (SCADA), etc.).

3.1.3. INTEGRATION AND INTEROPERABILITY WITH OTHER APPLICATIONS AND SYSTEMS
The ROC-BC product actively interacts with WAMAS, which serves as the main broker of the ROC-BC product
with different products, external systems and services. Some functionalities such as the “Dynamic Line Rating
Forecast for Overhead Lines” (UC4) and “Generators Overfrequency Generators Dynamic Settings” (UC11)
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are part of the WAMAS microservices implemented inside ELPROS Wide-Area Protector (WAProtector)
system. The system also provides Graphical User Interface (GUI) of these functionalities in order to depict
the dynamic capacity of overhead lines and dynamic overfrequency settings for generators. Other
functionalities such as the “Enhance Transmission System Resilience during Emergencies” (UC10), make use
of the WAMAS GUI to depict already acknowledged contingencies due to a severe weather event that may
endanger the security of the power system, as well as counteractive actions to be performed after the
expected incident in order to minimize imminent blackouts in the region.
Furthermore, a developed external service supports the FDLR (UC4) functionality with the necessary weather
forecasts and measurements which are retrieved from the weather service provider (SKIRON) and published
through FTP to the respective server (WAMAS). A similar FTP service takes over to feed the results from UC10
to a dedicated broker (ETRA’s server), before depicting the necessary data in WAMAS.
For some ROC-BC modules, integration between them and ROC-BC product is established fair simple using
the exchange of appropriate csv files. For example, in HLU1 UC2 “Real Time Quality Check of Common Grid
Models”, interaction between TNA software (used to generate load flow values for day-ahead congestion
forecast process) and WAMAS (used to acquire real time measurements and to calculate quality indicators
regarding the forecast) is established by csv file exchange using dedicated file server location – using this
approach deployment of the different tools is done in the simplest way.
In Figure 2, the integration and interoperability of the ROC-BC product with other applications and systems
of the CROSSBOW ecosystem is depicted.
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Figure 2: Integration and interoperability with other applications and systems (ROC-BC product)

More information about the implementation of the respective associations can be found in Deliverable 8.3
[19].

3.1.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
To begin with, the deployment strategy lies in demonstrating the capabilities of the ROC-BC product in key
stakeholders (RSCs, TSOs) primary at the SEE region and secondly at the EU level. ICCS (CROSSBOW’s ROC-BC
product leader) is in contact with the RSCs in south-eastern Europe (SCC and SELENE) in order to explore
further exploitation of the ROC product or a subset of its functionalities; [20] the primary target lies in signing
a Memorandum of Understanding or a Letter of Intent with both SCC and SELENE, thus fostering the adoption
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of the already developed functionalities in the everyday standard procedures of the aforementioned RSCs in
the SEE region. As the product has been developed within the SEE framework, network codes and other
specific constraints from different countries have already been considered, although further developments
associated with the future market harmonization in the region and the respective integration to current
solutions, is essential in order to bring the product to Technology Readiness Level (TRL) 9. After this
achievement, it would be easier for ROC-BC to be fully commercialized to other RSCs in SEE as well as in other
European regions.
ELPROS will start to commercialise two functionalities of the ROC product that is “Real-time and forecasted
dynamic line rating for overhead lines” (UC4) and “Generators overfrequency dynamic settings” (UC11)
which are implemented inside the WAProtector system. These functionalities will be presented to ELPROS
customers in Europe and Latin America.

3.1.5. EXPECTED BENEFITS
The scope of the ROC-BC product lies in serving as an add-on to current RSC standard procedures, towards
the realisation of Regional Coordination Centres, by offering new and enhanced functionalities such as:
·

Enhancing efficiency in day-to-day grid operation.

·

Enhance monitoring and control of power flows and voltages.

·

Improve monitoring of network assets.

·

Ensuring network security, system control and quality of supply.

·

Improved system security assessment and management of remedies.

·

Improving market functioning and customer service.

·

Ensure participation of connected generators in the electricity market.

The operational outcomes of these functionalities when realising the full potential of the ROC-BC product
will lead to tangible benefits in all fronts; financial benefits for the shareholders of the RSC(s) and economic
benefits for the countries of the participating TSOs, from a societal point of view. The expected benefits are
listed below and classified against the product’s UCs, in order to permit the respective UC leaders to quantify
and subsequently monetise their impact.
Financial Benefits


Increase of incomes from transmission/ distribution services (UC4,6,7).



Increase sale of balancing electricity (UC8).



Increase of incomes from ancillary services (UC8).



Increase of incomes from cross-border allocation (UC4,6,7,8).



Savings associated with penalties for reliability (UC1,2,10,11).



Savings associated with penalties to congestions (UC4,6,7).

Economic Benefits


Increase of incomes from transmission/ distribution services (UC4,6,7).



Increase integration of RES (UC1,4,6,7,8,11).



Increase reliability of supply (UC1,2,10,11).



Savings associated to the balancing costs (UC8).

Non-monetizable Benefits
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Pollution reduction (UC1,4,6,7,8,11).

Finally, it must be acknowledged that the full realisation of this product entails technical or environmental
benefits which are extremely challenging to quantify, due to multifactorial parameters or ambiguous market
and system expansion trends. For example, UC3 (Enhanced method for Preliminary Net Position estimation)
& UC5 (Determination of Capacity Calculation Input Data) enable technical benefits, substantial for regional
coordination, that are not easy to quantify. In addition, “Pollution reduction” constitutes another indirect
benefit deriving from many functionalities of the ROC-BC product, however energy transition to a greener
power supply environment cannot be easily monetized. However, the estimated additional inclusion of RES
in the power grid after the adoption of the ROC-BC product is estimated to be 948 GWh which is
approximately 1.2% of the total yearly RES production (77059 GWh) in the SEE region1. More details on the
quantified benefits of the ROC-BC can be found at D14.2, [21].

3.2. CROSSBOW RES Regional Coordination Centre (RES-CC)
Leading Party: ETRA
Contact: mserrano.etraid@grupoetra.com
Main Contributors: all partners participating
Target End-Users: Renewable energy producers, storage assets
owners, TSOs
More information at: D4.3

3.2.1. PRODUCT SHORT DESCRIPTION/SCOPE
RES Regional Coordination Centre (RES-CC) is a holistic solution for the centralised management of renewable
energy generation plants. It offers new services to the market, providing: new automated RES control
capabilities (together with smart management procedures to TSOs, supporting them in the management of
large portfolios of RES while keeping the electrical system’s security); and new services to generators/RES
managers/RES producers to optimise the use of assets, and at the same time, automatically compute what
units among their pool of generation resources will be subject to run countermeasures for the generationrelated requests sent by the TSOs. It allows:




For RES operators:
o

Cost reduction in the joint management of several renewable energy generation facilities.

o

Reduction of the time and resources needed to manage the installations.

o

Improved productivity, thanks to continuous monitoring and early detection of incidents.

For system operators:
o



Support for decision-making, thanks to graphic tools for monitoring and analysing
information.

For both:
o

Integral management of production, including all technical data related to the activity.

3.2.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)

1

The numbers are based in the RES power production of the SEE region in 2019 which was 33%.
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The architecture of the RES-CC is based on micro-services, each one dedicated to a specific functionality. Each
micro-service is developed and isolated in docker containers that are deployed with their specific
configurations on a docker cluster. The benefits of dockerizing the individual components of the systems are
multiple, and this deployment mechanism is becoming the de-fact standard for systems deployment,
especially in cloud environments.
RES-CC product is prepared to be deployed in cloud environments (Amazon AWS, Google cloud, etc.) even
though it could also be deployed on-premises in the infrastructure in case it is necessary.
In order to use deploy RES-CC, the infrastructure shall host all the required components. Different instances
of the products can be installed in different RES manager infrastructure, or a centralized location can be
selected, providing services for multiple RES managers. In the project, ETRA’s proprietary cloud environment
has been used for hosting the modules. The components hosted in this infrastructure are:


RES-CC web.



RES-CC curtailment optimizers.



Required databased (real time and historical).



Data ingestion services.



Market participation optimization algorithms.

The whole RES-CC solution is provided by means of three docker compose files along with the default
configuration files of the different components and the deployment instructions.
The deployment mechanism is as easy as follow these steps:
1) Review the configuration files for each component and adapt the values appropriately. A big effort
has been done to minimise the manual configuration required, so that things like connectivity
parameters (Internet Protocol (IP) addresses or names of the related services to communicate with)
are internal to the cluster and there is no need to configure them.
2) Deploy the three stacks by running the command:
docker-compose up -d
in the appropriate folder.
3) Check that everything runs appropriately in the default ports.
4) Configure the users to manage the system by using the default administrative user provided.

3.2.2.1. HW requirements
The required resources for working appropriately are:


Cluster nodes: 3 cluster nodes at least.



Memory: at least an 8 GB machine is required in each node.



Disk space: 1 TB of space in total for the storage of long term detailed KPIs.

 CPU: 8x in each cluster node at least.
These are the requirements for the central RES-CC infrastructure dimensioned to host and manage the
number of plants in CROSSBOW. Docker cluster allow to easily re-dimension the cluster nodes and resources,
so this is just an estimation and other deployments may have other requirements, depending on the portfolio
handled.
Besides the core control centre of RES-CC, there are some complementary systems that provide services
required by the RES-CC. The HW requirements for these systems are describe below:

CROSSBOW Replication, Market Uptake and Deployment Handbook

21

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market





The required resources to provide Generation forecast services are:
o

Memory: at least a 16 GB machine is required in each node.

o

Disk space: 1 TB of space in total for the storage of long term detailed Key Performance
Indicators (KPIs).

o

CPU: 4

Plant and dispatching centre gateways. Depending on the assets connected to RES-CC, specific
gateways are needed to connect the physical assets and adapt the measurements to RES-CC data
model and periodically send these measurements. These gateways are normally RTUs or gateway
services with very low hardware requirements.

3.2.2.2. SW & systems requirements
General requirements:


A Docker Cluster. The deployment will be composed of micro-services downloaded and executed by
this cluster.



Docker-compose tool to deploy the whole set of components in the cluster.

Component requirements:
The following docker container micro-services will be deployed in the cluster. It has to be noted that the
micro-services are self-contained, so that no additional software is required to be installed besides the microservice itself. These micro services have been prepared to automatically download and configure all the
pieces of software required automatically during deployment, so nothing has to be deployed or configured
manually:






RES-CC: This web application has the following main INTERNAL requirements:
o

NodeJs.

o

MeteorJS.

o

Leaflet Js.

Market participation optimization algorithms: These services have the following INTERNAL
requirements
o

Python 3.

o

Numpy.

o

Pandas.

o

ENTSO-E API SDK.

o

Forex currency exchange Application Programming Interface (API).

Data ingestion service/ESB: This service has the following INTERNAL requirements
o

JAVA.

o

SCALA.

o

NodeJs.

o

MeteorJS.

Third-party Software requirements:
Other microservices are required to be deployed in the docker environment:
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A Web Frontal Proxy server that protects the access and distributes URLs to the dedicated cluster
NGINX server running in the Kubernetes server. The modules are accessible from the same host
server with different URLs addressing the frontal modules.



NATS, for communicating between internal modules.



RabbitMQ, for providing AMQP and MQTT messaging and facilitate external communication and data
ingestion.



MongoDB, as real time database.



InfluxDB, as historical database.



NODE-RED, as ETL (transformation processes for the messages exchanged).

Operating Systems supported:
Any operating system supporting Docker. Linux server is recommended.
Data requirements:
As part of the work to implement the tool, it is necessary to have geo-referenced information on the following
network assets.


Main Substations,



Supply point locations.



Grid injection points of renewable generation centres and bulk storage units.

This information was requested to the partners in the initial phase of the project, and the information was
provided by means of ad-hoc excel files created for this purpose.
Later on, a global renewable database was purchased with information about most of the RES plants in the
world [22].This data was incorporated to the CROSSBOW renewable database. This make the process of start
using RES-CC for a specific RES plant much easier, because most likely the details of the plant will be already
in the global RES database and thus there is no need for manual data introduction or configuration.

3.2.3. INTEGRATION AND INTEROPERABILITY WITH OTHER APPLICATIONS AND SYSTEMS
The next figure represents the different components RES-CC interacts with:
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Figure 3: RES-CC components interaction

Shadowed CROSSBOW components in the diagram are not directly interacted. In the next points, the
different interactions are described:

3.2.3.1. RES Plants
There are two mechanisms for the integration of existing RES plants in the RES-CC platform, the direct
integration or the indirect integration through a dispatching centre.


Direct integration: in the architectural description the modules required for the integration of RES
plants in the RES-CC system interact with the local SCADA systems in the RES premises. The following
SCADA protocols are supported: IEC60870-5-10., IEC60870-5-104, DNP3, OPC, OPC-UA and MODBUS
(Transmission Control Protocol (TCP) or serial).



Indirect integration: Opposite to the previously describe direct integration, some RES assets can be
integrated in the RES-CC through specific dispatching centres or centralized SCADA systems.

3.2.3.2. WAMAS
The most important thing to remark with regards to the RES-CC and WAMAS interaction is the fact that,
whilst most of the RES-CC components are designed to be deployed at the RES-CC premises, there is a part
of RES-CC that is meant to be deployed at the TSO or RSC premises, because it deals with grid security and
optimization services. This allows providing advanced services to system operators with regards to optimal
management of renewable energy sources from the point of view of grid management. The architecture of
such integration is depicted in the figure below:
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Figure 4: RES-CC and WAMAS interaction for grid operators' assistance

The RES-CC optimizer for TSOs basically assist the grid operators in selecting the most appropriate RES
curtailment options towards alleviate the eventual grid problems.
In the RES-CC part, there is a specific microservice application, written in node.js, which is connected to the
counterpart in the TSO side and receives the curtailment commands with all the details: amount of energy
of current, timing, geographic area of affected assets, etc. These curtailments are sent to the curtailment
distribution module for the actual decomposition of the curtailments and TSO limitations to real commands.

3.2.3.3. STO-CC
In the same fashion as with WAMAS, RES-CC has a microservice application that connects the system with
regional Storage Coordination Centre (STO-CC).

3.2.3.4. AM
The market participation algorithm is integrated into the RES-CC through the generation optimization module
that implements the different markets that Ancillary Market (AM) provides and that are used by RES-CC. For
the participation in the markets, the AM product defines a REpresentational State Transfer Application
Programming Interface (REST API) that could be used to submit the bids and query the list of accepted orders.
The details of the API are in the deliverable D10.3 CROSSBOW Wholesale and Ancillary Services Market (AM)
[23].

3.2.3.5. RES-DU
In the same fashion as with WAMAS and STO-CC, RES-CC has a microservice application that connects the
system with RES-Dispatchable Unit (RES-DU). From the point of view of RES-CC, the renewable plant
represented by the RES-DU is similar to other plants and can thus be integrated in the RES-CC portfolio.

3.2.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
ETRA (CROSSBOW’s RES-CC product leader) will start targeting end-users (TSOs and RES generation plant
operators) in south-eastern Europe. As the product has been developed within that framework, network
codes and other specific constraints of the different pilot countries are already being complied by the system.
At the same time, additional development effort will be done to bring the product to TRL9, by adapting the
different functionalities to all EU countries (and beyond) network codes and specific restrictions.
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Once that has already been done (which is not a negligible investment of resources), ETRA will start
commercialising RES-CC to current clients of the ETRA Holding Group, with presence in Spain, Germany,
Portugal, Bulgaria, Colombia, Mexico, Brazil and Peru among others.
With the commercial product demonstrated in different geographical locations with very diverse network
codes and condition, with the support of key clients of the Group, the product will be offered within the
general market through the commercial divisions of all ETRA Group companies.
The RES-CC product have been designed in a way that allows for an easy adoption in new scenarios or
locations. The following product features supports this:
-

The RES-CC already integrates a global renewable database with information about most of the
renewable plants in the world, so when there is a need of adding new assets to RES-CC, most likely
the static information of the assets to monitor and control will already be present in the database
and it’s just a matter of selecting which of these pre-loaded plants belongs to the portfolio to be
managed by RES-CC.

-

For the integration of real time data and measurements, an easy-to-use Internet Of Things (IOT)fashion mechanism is used to exchange information. This relieves RES-CC from the task of integrating
complex communicating mechanism which are normally plant-dependant and not easily
interchangeable.

-

System operator integration components are extracted to a specific module (the RES-CC optimizer
for TSO/RSC). This part is very dependant of the TSO/RSC system and normally would require a
specific development to be installed in other infrastructure. Nevertheless, this part is isolated from
the rest of the RES-CC components and thus this does not affect the replicability of RES-CC (that could
work without this part).

3.2.5. EXPECTED BENEFITS
RES-CC is a high-added value products that enhances the monitoring and control capabilities of TSOs and RES
producers over their energy assets. RES-CC offers several high-added value services in different areas of the
daily operation of its end-users.
RES-CC offers functionalities for the TSO to analyse the security of the grid in two dimensions:


At the operational stage, using the day-ahead congestion forecast information. This analysis may
trigger the modification of the RES production schedule (redispatch).



At the real-time stage, using the real-time power flows, frequency, energy mix and short-term state
estimation. This analysis may trigger the activation of ancillary services, especially RES unit’s
curtailment.

In the automatic security analysis performed by RES-CC based on Day Ahead Congestion File (DACF) power
flows, N-1 contingency analysis is also carried out. In case this analysis identifies potential problems, a
sensitivity analysis is performed considering the available RES units and with all this information, the most
appropriate set of remedial actions towards solving the potential problem is identified and configured. In
case the contingency is later happening, the system will be ready to react in time by applying the precalculated solution, thus enhancing the reaction time when facing issues.
Electricity market participation is an enabler of different use cases in RES-CC. It is a requirement for the later
participation in ancillary markets. RES-CC has developed strategies to participate in the electricity market,
and based on the results of this market, the RES units participate in the ancillary services market.
The frequent exchange of information about active/reactive and generation/consumption energy among RES
units and TSO is one of the functionalities of RES-CC. This information complements the energy mix
information hold by the TSO.
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For the case of virtual power plants (Virtual Storage Plant (VSP) in CROSSBOW), RES-CC provides the same
functionalities as for the conventional RES units, with the difference that distributed generation forecasting
algorithms are used.
Finally, the integration of generation at the distribution level fostered by RES-CC through new generation
forecast algorithms, helps TSO to better predict the behaviour of these assets and thus facilitating their
integration.
All these operational outcomes that RES-CC provides, offer a series of benefits, in essence:
Economic









Optimised Generator Operation.
Reduced Generation Capacity Investments.
Reduced Ancillary Service Cost.
Reduced Congestion Cost.
Deferred Distribution Capacity Investments.
Reduced Equipment Failures.
Reduced Electricity Cost.
Reduced operation and maintenance costs.

Financial










Increase of Incomes from Electricity Markets (Wholesale markets, bilateral contracts).
Increase of Incomes from Transmission/ Distribution Services.
Increase of Incomes from Balancing Electricity.
Increase of Incomes from Ancillary Services.
Increase οf Incomes from Cross-Border Allocation.
Savings Assoc. with Penalties for Reliability.
Savings Assoc. with Loss Reduction.
Savings Assoc. with Penalties to Congestions.
Savings Assoc. with Operation and Maintenance Costs.

Reliability





Reduced Sustained Outages.
Reduced Major Outages.
Reduced Restoration Cost.
Reduced Sags and Swells.

Environmental



Reduced CO2 Emissions.
Reduced SOx, NOx, and PM-10 Emissions.

Security


Reduced Wide-scale Blackouts.

Social





Increase customer retention.
Increase investment's attractiveness.
More direct involvement of consumers in their energy usage.
Job creation.
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3.3. CROSSBOW RES Regional Dispatchable Units (RES-DU)
Leading Party: COBRA
Contact: cobra@crossbowproject.eu
Main Contributors: UNIMAN, ETRA, ICCS, KONCAR, UNIZG, ETF.
Target End-Users: Generators, TSOs
More information at: D5.1, D5.2 and D5.3.

3.3.1. PRODUCT SHORT DESCRIPTION/SCOPE
RES-DU product offers new services to the market, providing new power plant management options to the
Generators, and new functionalities to the System Operators, among other power system actors.
These new services are based on the proper analysis of weather and market conditions, considering System
Operator requirements, and allowing to manage and design future Hybrid Power Plants ((HPP), RES + storage
units connected to a common coupling point) according to the optimal criteria showed by RES-DU product.
The main functionalities are described below:
-

To provide ancillary services when they are requested by the System Operator, through the proper
management of HPPs.

-

To increase generator revenues from HPPs, adapting the energy/power supply to the best market
prices of electricity sale when possible, and applying different sale energy strategies like energy time
shifting.

-

To provide quality services from storage technologies included in HPP to support black-start response
(after a black-out).

-

To supply the required power according to different demand power profiles established by the
Market, through HPPs, in a similar way compared to conventional power plants (thermal, nuclear,
etc.).

-

To design new HPPs, i.e., to retrofit existing RES or Storage Units integrating them into a Hybrid
Power Plant, according to the requirements of each System Operator and the corresponding national
regulatory framework.
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Figure 5: Manager Energy for Hybrid Plants (ME4HP) and Equivalent Dynamic RES. RES-DU product

3.3.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
3.3.2.1. HW requirements
For the implementation of the tool, RES-DU should have access to measures from:




Direct connection to field equipment from the HPP.
o

Laboratory SCADA: implemented using a PLC (Programmable Logic Controller) system with
LabVIEW/CoDeSys software.

o

Yokogawa WT3000 Power Analyzer: allows to measure the electrical quantities (voltage,
current, power, etc.) during the tests.

Direct connection to ENTSO-e Day-ahead prices and Weather forecast service provided by ICCS.
o



Conventional PC (Intel CORE i5).

Direct connection to KONCAR PROZA NET platform and RES-DU viewer.
o

Conventional PC (Intel CORE i5).

In addition, the two main software units of RES-DU (Manager of Energy for Hybrid Plants (ME4HP) and Hybrid
RES dispatchable unit) must have access to a common PC (Intel CORE i5) for running the required simulations.

3.3.2.2. SW & systems requirements
For the implementation of the tool, RES-DU needs information from the following network assets.


Weather forecast services.



Energy demand forecast from the region of study.



Energy price forecast.



SCADA system from the HPP.
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Communication channels and standard protocols available for interacting with field devices and
existing systems (including Geographic Information System (GIS), SCADA, Enterprise Resource
Planning (ERP), etc.).



Communication channels with RES-CC to share the System Operator restrictions.

3.3.3. INTEGRATION AND INTEROPERABILITY WITH OTHER APPLICATIONS AND SYSTEMS
3.3.3.1. RES-CC
The product will be in direct contact with the CROSSBOW ecosystem thanks to its direct connection with the
RES-CC product. This connection will allow the RES-DU to operate the HPP according to the grid requirements
and restrictions of the System Operator.

3.3.3.2. OTHER APPLICATIONS AND SYSTEMS
RES-DU product also supports its operation through the access to the weather forecast application, provided
by SKIRON, the regional forecasting model created by the National & Kapodistrian University of Athens School of Physics, Division of Physics of Environment. The numerical weather predictions are stored in GRIB
files (GRIdded Binary or General Regularly distributed Information in Binary form) which is a data format
commonly used in meteorology to store historical and forecasted weather data. These files are stored daily
in an FTP server; therefore, the first module of the service is responsible for the daily acquisition of these
files and their transfer to a local FTP server in the ICCS laboratory. The GRIB files are processed using the
open-source library Pygrib, which transforms the binary files in numerical values.
The product also connects to ENTSO-e day-ahead prices through a specific software developed by ETRA for
this purpose.

3.3.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
COBRA (CROSSBOW’s RES-DU product leader) will start targeting end-users (RES generation plant operators)
in Europe. Independently to COBRA, several Engineering, Procurement and Construction (EPC) utilities and
companies are showing different plans for deploying basic hybrid power plants with the support of the NGEU
Funds. In the framework of this opportunities, the RES-DU will be deployed in a commercial basic hybrid
power plant for carrying out a complete test/demonstration under operation environment, allowing to
advise to the hybrid power plant operation considering all the inputs available (grid scheme, weather
forecast, energy price forecast, SO restrictions, etc.).
At the same time, additional development effort will be done to bring the product to TRL9, by improving the
product functionalities through a continuous operation of the RES-DU in a commercial hybrid power plant
during a long period of time. It will be combined with a certification of the accuracy, quality and benefits of
the product by an independent body.
Once that has already been done, COBRA will start commercializing the product through a specialized team
composed by commercial and technical specialist, allowing to implement the RES-DU in several hybrid power
plants around the world.
Due to the high technology level of this product and the specific market oriented, it will be commercialized
and promoted through technical conferences, and presented directly to potential clients, with the support
of business development departments. In addition, a specific technical team for product installation and
support will be created.

3.3.5. EXPECTED BENEFITS
The main purpose of the RES-DU product is to manage the HPP aiming to ensure the stability and security of
the grid, while the RES penetration is maximized in the country/region energy mix. This concept is assumed
as the basic design for all the HLU7-UCs, however, each one of them has been customized to demonstrate
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different functionalities that are currently required by the power system or are expected to be required in
the coming years.
RES-DU has two main benefits:
1. The product can support the design stage of future HPPs, providing detailed information about the
optimal configuration (design power and capacity – if applied – for each one of the technologies –
RES and/or Storage).
2. The RES-DU product can act as an advisor for the HPP operator, allowing them to create Power
Production Profiles (PPPs) adapted to different priorities or interests. These PPPs can be oriented to
maximize the revenues associated to the energy sales, to maximize the power demand provided by
the HPP – allowing to adapt to different demand profiles –, and to provide ancillary services according
to the grid requirements.
In addition, and more related to the cost benefit analysis, it would be important to remark the direct impact
of this product in the following areas:
Economic




Reduced Congestion Cost (UC1, UC5).
Deferred Transmission Capacity Investments (UC1, UC4, UC5).
Reduced price difference between market areas due to common market (market couplings) (UC1).

Financial
 Increase of Incomes from Electricity Markets (Wholesale markets, bilateral contracts (UC2).
 Increase of incomes from Ancillary Services (UC1).
Environmental
 Reduced CO2 Emissions (UC4).
More details can be found in D14.2, [21].

3.4. CROSSBOW Regional Storage Coordination Centre (STO-CC)
Leading Party: UNIMAN
Contact: jovica.milanovic@manchester.ac.uk
Main Contributors: Jovica Milanovic, Mohammad Hashempour
Target End-Users: TSOs
More information at: D6.3

3.4.1. PRODUCT SHORT DESCRIPTION/SCOPE
The CROSSBOW STO-CC, as one of the key project products, aims to assess the coordination of centralised
storage units at a national and regional level for improvement of the stability of the system, enabling the
provision of multiples services, such:
1. improving penetration of renewable energy sources (RES), as the first functionality of the product
(UC1)
2. frequency restoration, the second functionality (UC2)
3. voltage regulation, as the third functionality of STO-CC (UC3)
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4. the cross-border power transfer to support congestion management, as the fourth functionality
(UC4).

3.4.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
3.4.2.1. HW requirements
STO-CC is a platform that utilizes existing RESs and storage units of transmission networks in order to increase
constructive collaboration between these assets and lead TSOs to increase the capacity of the network and
support power quality. To implement STO-CC, the network (system-wide transmission network such as panEuropean network) should contain the following hardware requirement:


real-time communication network to interface the assets (RESs and storage units including VSP) to
the TSOs involved in the platform as well as the platform (STO-CC). The communication network is
mainly used to exchange the following data:
o RES data including forecasted power (hourly basis, one day ahead).
o

Stage of charge (SOC) of storage units (hourly basis, one day ahead).

o

Power flow related measurements.

o

Cross-borders power flowing across transmission networks.

3.4.2.2. SW & systems requirements
STO-CC is developed upon well-known and widely available engineering software such as Mathwork MATLAB,
Power Factory – DIgSILENT (DIG), Python and Microsoft Office. In this regard, the software is linked together
like below:











The system-wide network model in DIgSILENT should be provided by respective partner (e.g., TSOs)
and fed to the platform.
The data (measurements) relating to all actors (including storage units, RESs and TSOs) gathered from
SCADA is usually in a format unmatched with the platform’s format which is csv. Even if they are
similar, the arrangement of the data is not matched with that of the platform. In addition, the
identifiers of the network models (the identifiers of the platform and the identifiers of SCADA) are
not equal. Therefore, they need to be rearranged/reformatted which is carried out by MATLAB and
Microsoft in the platform.
The measurements are used in the DIgSILENT model (developed by the platform) and MATLAB for
data analysis to be evaluated before feeding them to the core of the platform where STO-CC is
implemented. In the case of any serious drawback with the data (e.g., missing some important data
which might be happened due to miscommunication between SCADA and the assets), the list of
missing data (or mismatching data) is provided and sent back to SCADA for revision.
The reformatted/rearranged data (whole data) is used in MATLAB where the core of the platform is
developed. Afterward, a set of new set-points relating to the operating point of storage units and
RESs are calculated and stored in “notepad” format.
The notepad file is fed to DIgSILENT by using Python.
DIgSILENT is run based on the new set-points calculated by the platform. The result of DIgSILENT is
stored in csv.
The csv file provided in the previous section is fed to MATLAB to be used for further analysis and
calculation of the contribution of the platform: e.g., how much it can increase RES penetration in the
next hour. The result is stored in a cvs file.
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The cvs files (both set-points and the contribution) is transferred to the communication network to
be used (or analyzed) by different partners such as TSOs or RESs and storage units. In relation of the
product to all the actors, communication channels and standard protocols available for interacting
with field devices and existing systems (including GIS, SCADA, ERP, etc.) should be regarded.

Regarding the software use above, the following information is required to be exchanged between the
assets:
i. Information relating to high voltage lines, synchronous generators (control and power parameters),
power transformers among others
ii. Control and power parameters of RESs and bulk storage units connected to transmission network.
iii. Single-line diagrams of the network.
iv. Technical information of the network elements, including:
v. Voltage level of different parts of the network.
vi. Transformers: transformation ratio, type of connection, rated power.
vii. Lines: capacities, lengths, etc.

3.4.3. INTEGRATION AND INTEROPERABILITY WITH ITHER APPLICATIONS AND SYSTEMS
Figure 6 depicts the interconnection between STO-CC and other products and actors. In particular, STO-CC
results in higher integration of storage units (including VSPs) and RESs based on the needs of the network
which makes the functionalities of STO-CC (section 3.4.1).

Figure 6: Interconnection between STO-CC and other applications
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3.4.3.1. RES Plants
STO-CC integrates RES plants through WAMAS and SCADA systems. In the algorithm of STO-CC, the main
purpose is increasing the share of RESs. In this regard, the integration of existing RESs is improved such that
they can operate in their highest capacity based on the available renewable energy in the time.

3.4.3.2. Energy storage systems and VSPs
STO-CC integrates higher amount of storage systems and/or increases the contribution of existing storage
units in transmission network. In collaboration with RESs, STO-CC utilizes storage units through absorbing
excessive power generated by RESs then releasing the stored power to provide a range of services in the
time.

3.4.3.3. WAMAS
Due to the new collaboration between TSO, RES and storage systems provided by STO-CC, data exchange
between these assets are required to run STO-CC. This data exchange is carried out by WAMAS.

3.4.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
STO-CC is developed by UNIMAN, and it has been validated in laboratory scale (simulation) in two rounds as
preliminary and final demonstration. In this regard, STO-CC has been implemented in Serbia network through
simulation. The defined four functionalities of STO-CC were individually tested in both demonstration phases.
In addition, actual inputs and real time analysis were considered in both demonstrations, however, the
advantages of final demonstration over preliminary demonstration are:


Adding a pre-test stage in the final demo: before implementation of STO-CC in the considered network
(Serbia network), satisfactory accuracy of simulated network model was verified through comparing the
results of the model with actual measurements.



Further validation of the product by extending case studies to investigate the benefits of STO-CC for the
future of the network when there is higher amount of RESs and storages in the network.



Test Case (TC) 1 (test case of UC1) which deals with RES penetration. Actual forecasted data were used
in final demonstration while reasonable assumptions were considered in the preliminary demonstration.



TC2 which deals with frequency restoration. In the preliminary demonstration, the loss of the biggest
generator was assumed. However, in the final demonstration an actual event (using historical data) was
considered in the TC.



TC3 which deals with voltage regulation. Dynamic study which is not the main concern of Serbia TSO was
considered in the preliminary demonstration, however, the main concern of the TSO (global overvoltage)
was considered in the final demonstration.



TC4 which deals with congestion management. The loss of a line was assumed in the preliminary
demonstration; however, actual congested lines (using actual measurements) was considered in the final
demonstration.

Regarding the deployment of the product in a typical network, an adopter of the STO-CC product will be able
to use it for the coordination of available RESs (in regional and national levels), storage units (including VSPs)
and involved TSOs to increase the share of RESs and compensate for frequency deviations and to contribute
solving voltage drops or rises, and congestion management issues in transmission networks. STO-CC
continuously and automatically monitors voltages, state of charge of storage units and line power flows in
transmission networks where the storage units are utilised to prevent/solve frequency/voltage and
congestion issues.

3.4.5. EXPECTED BENEFITS
The contribution of the presented STO-CC model is about the current coordination of centralised storage
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units practices at a national and regional level. This allows consideration of the benefits of STO-CC
applications such that it permits quantifying the optimum operation of the transmission networks, by
coordinating the required actions to facilitate cross border storage of excess energy production that cannot
be stored locally.
The results produced for the functionality-1 of STO-CC (increase of RES penetration) clearly shows the
benefits of using national and regional storage units for reducing the amount of RES curtailment. The
outcomes indicate that the national storage unit is used first to store the surplus of RES. Then, regional
storage begins to store the excess of RES that cannot be stored locally. Indeed, the highest level of RES
penetration within the network occurs when the surplus of RES generated at the national level is stored in
national storages or neighbouring region (otherwise, the RES exceedances are curtailed). As a result, a
reduction in the operational costs of the system is achieved, making this scenario the most cost-effective
solution.
The results produced for the functionality-2 of STO-CC (frequency restoration) clearly shows the benefits of
using national and regional storage units as well as RESs for supporting the frequency of the network. STOCC can alleviate frequency deviations (especially during faults) through providing real power for the network.
The results produced for the functionality-3 of STO-CC (voltage regulation) clearly shows the benefits of using
national and regional storage units as well as RESs for regulating the voltage of the network. STO-CC can
reduce voltage deviation through providing reactive power for the network in time. Depending on the
amount and size of storage units and RESs, STO-CC is able to compensate voltage globally and locally.
The results produced for the functionality-4 of STO-CC (congestion management) clearly shows the benefits
of using national and regional storage units as well as RESs for improving congestion management of the
network. STO-CC can alleviate over-loaded transmission lines through appropriate modification in the power
flow of the lines in time.
Although the detail of benefits is available in D14.2, [21], Table 1 shows the most benefits of the product per
functionality.
Functionality

Related KPI

Most relevant beneficiary

Increase of RES penetration

RES curtailment (KPI_02)

Increase of the network’s
capacity and reduction of
operational costs

frequency restoration

Frequency deviation (KPI_13)

Reduction of frequency deviation
(especially transient frequency
deviation)

Voltage regulation

Voltage deviation (KPI_11)

Reduction of voltage deviation
(locally and globally depending on
the number and size of RESs and
storage units)

Congestion management

Congestion alleviation (KPI_20)

Alleviation
of
over-loaded
transmission lines (including
cross-borders)

Table 1: A summary of the benefits of STO-CC product
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3.5. CROSSBOW Virtual Storage Plants (VSP)
Leading Party: UNIMAN
Contact: alessandra.parisio@manchester.ac.uk
Main Contributors: Alessandra Parisio, Xiao Wang, Tongmao Zhang
Target End-Users: Aggregators
More information at: D7.1

3.5.1. PRODUCT SHORT DESCRIPTION/SCOPE
VSP provides a distributed solution for the utilization of the storage units of small capacity. It solves the
problem that such storage units are not permitted to participate in the ancillary service markets. It aggregates
the storage units of different capacities (which are not big enough) and different types, which can be
operated equivalently as a large, centralised storage plant. The considered services include:


Frequency regulation.



Voltage regulation.



Congestion management.

3.5.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
VSP is a platform capable of integrating the characteristics and limitations of the distributed individual
storage units - using the same or different storage technologies - and providing ancillary services to TSOs and
Distribution System Operators (DSOs). It can be regarded as an aggregator that enables the use of distributed
storage units for grid support provision. The grid will benefit from the services provided by the aggregator,
while the owners of the storage units will be rewarded. The VSP exploits advanced optimization-based
distributed control techniques to maximize the technical benefits provided by available distributed storage
units and reduce additional costs stemming from non-optimal usage. It ensures safe and steady operation
without violating individuals’ privacy. In addition, compared to traditional control method, VSP algorithms
are more scalable and thus can coordinate an arbitrarily large number of storage devices.

3.5.2.1. HW requirements
VSP is a platform integrating an arbitrary number of energy storage assets—number depends on the size of
each unit and the required size of the virtual storage plant. To be eligible for integration into the VSP, each
asset should meet the following hardware requirements:
For the implementation of the tool, VSP should have:


Communication system to interface the asset to the outside world and to interconnect the storage
units for exchanging signals—the storage units must be equipped with a network card with Ethernet
port or with a Wi-Fi network card enabling them to connect to a local network, internet or to some
wireless access point: communication hardware is defined by the manufacturer of the device.



Local sensors which measure state-of-energy and voltage, frequency, current, active and reactive
power at the terminals of each storage unit—these are either already integrated as the part of the
storage unit or it is an external device.



Real-time controllers for issuing commands to individual storage unit— real-time controllers are
either already integrated as part of the storage unit or they are an external device connected to the
storage unit via standard communication protocols or digital/analog inputs/outputs. The external
type of controller is a standard industrial programmable logic control or a dedicated computer
running required software and algorithms.
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3.5.2.2. SW & systems requirements
To be eligible for integration into the VSP, each asset should meet the following software requirements:


Referring to the communication infrastructure HW requirement, each storage unit is required to
support standard communication protocols: TCP/IP and/or UDP and/or MODBUS. The capabilities
and communication protocol support are decided by the manufacturer of the device.



Referring to the local sensor HW requirement, open access to the real-time measurement data is
needed. This is provided either by the storage unit owner or the manufacturer of the storage devices.
Normally, the local sensors are a standard part of each device required for normal functioning and
the measurements can be gathered through standard communication protocols defined in the bullet
above.



The required local real-time measurements (each unit):
o

AC voltage at the terminals of each storage unit (phase-to-ground or line-to-line, Root Mean
Square (RMS) value).

o

AC current at the terminals of each storage unit (line or phase current, RMS).

o

Grid frequency (Hz).

o

Active and reactive power at the terminals of each storage unit (Watts and Vars,
respectively).

o

Current state-of-energy or state-of-charge of the storage unit (Wh or percentage).



Referring to the real-time controller requirement, the controller must support standard industrial
communication protocols such as MODBUS or any other than enables the connection of the storage
unit control system to the outside world. The communication protocol is defined by the
manufacturer, and it must be configured to allow external control signals to be received by the
internal storage control system. This is provided either by the storage unit owner or the storage
device manufacturer. Internal controllers need not be programmable, but the ability to receive
external setpoint signals for active/reactive power and voltage is necessary.



IP addresses of each storage unit and addresses of holding registers for sending control signals
(provided by the owner of the storage device or the manufacturer of the storage device).



If the VSP is used for congestion management, the local power system topology is required: line
parameters, power flow through lines, bus voltage measurements. This can only be provided by the
system operator.

As part of the work to implement the tool, VSP aggregator needs to have the following software
requirements:


SCADA system which acquires all the measurements, operational states and geographical locations
of each asset of the portfolio, as well as being able to send commands to the assets.



Licensing to software for numerical computing and mathematical programming (e.g., MATLAB).

The aim of aggregation of distributed storage in VSP is to provide ancillary services to the power networks,
so it is reasonable that the network information is needed for the proper functionalities of the product. This
information includes the network models described by the typical power flow and frequency response model
of the power system, which can be obtained offline and implemented with the algorithm once the product
is deployed. The network information can be regarded as some input information related to the parameter
settings of the algorithms. Each storage device monitors the system frequency and voltage at its terminal, so
as to react to the system frequency and voltage variations under renewable integrations. Since the network
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topology is not frequently changed, the algorithms will be continuously functional to the changing frequency
and voltage of the network once deployed. Once the network topology is changed, individual storage units
should be aware of this.
As part of the implementation work of the tool, the formal definition of the network topology and the
different synoptic diagrams must be drawn up. For this purpose, the following information is required:


Single-line diagrams of the network.



Technical information of the network elements, including.



Nominal voltage of the network.



Lines: type of wiring (material, thickness, electrical characteristics), type of line (overhead,
underground), capacities, lengths, etc.

3.5.3. INTEGRATION AND INTEROPERABILITY WITH OTHER APPLICATIONS AND SYSTEMS
Figure 7 depicts the interconnection between VSP and other products and actors. In particular, STO-CC
regards the aggregation of storage units comprising the VSP as an additional large-scale virtual storage device
and it triggers its deployment when frequency issues occur.

Figure 7: Interconnection between VSP and other applications

3.5.3.1. Distributed Storage Assets
The VSP integrates a large number of distributed storage units, which are communicated through a cybernetwork. The required number of the storage devices depends on the grid codes, which defines the technical
criteria that the VSP can provide services through multiple electricity markets. For example, the fast
frequency regulation service defined by the UK TSO requires a minimum capacity of 2MW, so considering the
typical residential storage device with capacity below 5kW, more than 400 such storage units are needed,
but some commercial buildings with large storage devices (e.g., the battery used for Uninterruptible Power
Supply (UPS) system) can be also integrated into the VSP framework. Unfortunately, such regulatory
framework has not been established in SEE, but the grid codes are changing to accommodate more thirdparty energy providers, e.g., aggregated energy storage, in the power network.

3.5.3.2. STO-CC
The VSP is regarded as a large storage asset of STO-CC, who will initiate the control actions, e.g., frequency
and voltage regulation from VSP.
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3.5.3.3. AM
The market participation algorithm is integrated into the VSP for energy and balancing markets. For
participation in the markets, the AM product defines a REST API that could be used to submit the bids and
query the list of accepted orders. The details of the API are in the deliverable D10.3 CROSSBOW Wholesale
and Ancillary Services Market (AM) [23].

3.5.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
UNIMAN (CROSSBOW’s VSP product leader) will start targeting the end-users (TSOs, DSOs, Aggregators,
Storage Owners)) in the United Kingdom and in Europe. Several relevant stakeholders already expressed their
interest specifically in the VSP product, i.e., National Grid ESO (the UK Transmission System Operator),
Vattenfall Eldistribution AB (one of Europe’s largest producers and retailers of electricity and heat, operating
mainly in Sweden, Germany, the Netherlands, Denmark, and the UK), Landsnet (the Transmission System
Operator of Iceland) and Scottish Power Energy Networks (the Distribution and Transmission Network
Operator across Central and Southern Scotland, North Wales, Merseyside, Cheshire and North Shropshire).
We will liaise with them and explore possible routes for knowledge transfer and increase of the current
product TRL, exploitation and commercialization, as well as patenting. The VSP product has been developed
based on a highly flexible framework and with a parametric structure. This way the product can be applicable
to different networks and under different network conditions, loading and renewable generation scenarios.
Once the product has been commercialized and its performance demonstrated in different geographical
locations and under different grid conditions, other possible relevant stakeholders in the UK and in Europe
can be targeted.
An adopter of the VSP product will be able to use it for the coordination of available distributed storage
devices to compensate for frequency deviations and to contribute solving voltage drops or rises, and
congestion management issues in distribution networks. VSP continuously and automatically monitors
voltages and line power flows in distribution networks where the VSP storage units are embedded into and
prevents/solve voltage and congestion issues. If an active power signal is received from the STO-CC, the VSP
frequency algorithm is automatically activated and the VSP coordinates its distributed storage units so as to
provide frequency support to the network.

3.5.5. EXPECTED BENEFITS
The core functionality of VSP is to provide a framework that integrates a large number and different types of
storage units, which has small capacities and mainly located in the distribution networks. Such storage units
cannot participate in ancillary service markets as individuals, so aggregation through VSP is necessary to meet
the technical requirements of the provided services and get rewards, such that storage units at the
distribution levels can provide transmission-level services. The considered services are frequency and voltage
regulation and congestion management as defined in HLU5. The aggregator will provide the services to
DSOs/TSOs and get rewarded. The revenue will be distributed to the storage units that are in contractual
relationship with the aggregator.
The expected benefits are listed below and classified against the product’s UCs, in order to permit the
respective UC leaders to quantify and subsequently monetise their impact.
Financial Benefits


Increase of incomes from ancillary services (UC2,3,4).



Savings associated with penalties to congestions (UC4).

Economic Benefits


Increase of incomes from distribution operation costs (UC2,3,4).
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Increase of incomes from electricity cost (UC1,5).

Non-monetizable Benefits


CO2 emission reduction (UC2,3,4).

The detail of benefits is available in D14.2. In addition, VSP exploits fully distributed control framework, rather
than a centralised one, to obtain the optimal solution. It enables the system to run in parallel and get rid of
heavy computational burden, which fits to large-scale networks. In addition, the control framework deployed
in the product requires only limited and neighbouring information exchange among users (the storage units),
by which data privacy and security is guaranteed.

3.6. CROSSBOW Wide Area Monitoring and Awareness System (WAMAS)
Leading Party: ETRA
Contact: mserrano.etraid@grupoetra.com
Main Contributors: all partners participating
Target End-Users: System Operators (mainly TSOs)
More information at: D8.3

3.6.1. PRODUCT SHORT DESCRIPTION/SCOPE
WAMAS is the CROSSBOW product for real-time data exchange between TSOs, DSOs, RESs and storage
devices and provides information about storage availability, congestions, and warnings. It can also perform
control actions to maintain stable operation of the power system. The goal is to ensure the stable power
system operation with integration or RES and storages in dynamic electricity market conditions.
The purpose of WAMAS is to show the influence of the market actions and RES on the power system stability
and dynamics. With a higher real-time resolution metering it is possible to evaluate the direct impact on
electricity market and RES penetration limits, providing to the grid power system dynamics and awareness
capabilities in case of operation close to the stability limits. In this respect, the project takes advantage of
particular WAMAS applications, such as event recording, real-time monitoring, phasor-assisted state
estimating, real-time congestion management, and recognition of instabilities.

3.6.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
There are two different components in WAMAS:


WAProtector, responsible of receiving and handling a large amount or real time measurements from
the SCADAS in the region and make security calculations on top of them.



Monitoring and awareness system, responsible of analysing the grid security in the grid forecasts
generated periodically by the region TSOs (based on the market results and demand forecasts) few
hours before the delivery; and eventually notify the different CROSSBOW products on potential
problems based on this analysis.

The architecture of the Monitoring and awareness system is based on micro-services, each one dedicated to
a specific functionality. Each micro-service is developed and isolated in docker containers that are deployed
with their specific configurations on a docker cluster. The benefits of dockerizing the individual components
of the systems are multiple, and actually these deployment mechanisms are becoming the de-fact standard
for systems deployment, especially in cloud environments.
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Due to the nature of the data handled by the tool (SCADA measurements, Day ahead congestion forecasts
and grid models), it can only be deployed in a secure infrastructure of a stakeholder with access rights to this
data. The infrastructure of a TSO or the RSC of the region is the eligible options. In CROSSBOW, this tool has
been deployed in SCC infrastructure, the RSC of the region. In this infrastructure, the Monitoring and
awareness system has access to the Day ahead congestion forecasts periodically generated and to the SCADA
measurements through the Energy highway (a secure network established between TSOs).
The fact of using in DACF files for the security analysis allows for an easy adoption of the solution in other
scenarios or pilots, because these files are standardised files used by all countries in the Eurozone.
The components hosted in this infrastructure are:


Monitoring and awareness system web.



DACF importers.



Grid Security analysers.



Historical network model DACF database.



Control command optimizers: RES-CC & STO-CC.

The whole RES-CC solution is provided by means of two docker compose files along with the default
configuration files of the different components and the deployment instructions.
The deployment mechanism is as easy as follow these steps:
1) Review the configuration files for each component and adapt the values appropriately. A big effort
has been done to minimise the manual configuration required, so that things like connectivity
parameters (IP addresses or names of the related services to communicate with) are internal to the
cluster and there is no need to configure them.
2) Deploy the three stacks by running the command:
docker-compose up -d
in the appropriate folder
3) Check that everything runs appropriately in the default ports
4) Configure the users to manage the system by using the default administrative user provided

3.6.2.1. HW requirements
WAPROTECTOR
Server hardware requirements:


CPU: 1 CPU /12 core / 24 treads.



RAM memory: 32 GB.



Hard disk space: 3x 1.92 TB SSD (solid state disk) in RAID 1 mirroring.

Monitoring and awareness system:
The required resources for working appropriately are:


Cluster nodes: 3 cluster nodes at least.



Memory: at least an 8 GB machine is required in each node.



Disk space: 200 GB of space in total for the storage of long term detailed KPIs.



CPU: 8x in each cluster node at least.

For the implementation of the tool, WAMAS should have access to measures from:
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SCADA measurements. The WAProtector tool is responsible for accessing these SCADA
measurements, and it supports a wide range of SCADA protocols: IEC104, IEC102, OPC-UA, TASE2,
etc., so there is only a matter of configuring the tool in the appropriate way and grant access to the
SCADA servers appropriately.



Day ahead congestion forecasts. In the form of UCTE files containing the Common grid models
generated for each hour of the day. The files are placed periodically in a shared folder and
automatically imported by the tool.

3.6.2.2. SW & systems requirements
WAProtector
Operating system:


Windows Server 2019 or newer.

Database:


Microsoft SQL Server 2014 Express LocalDB (is free) for smaller systems.



Microsoft SQL Server 2016 Standard or newer for bigger systems.

Installed software:


.NET framework 3.5 and .NET framework 4.8.



Internet Information Server (IIS).



Microsoft Internet Explorer/Edge/Chrome/Firefox browser.

Additional requirement:
Server must be time synchronised by the Network Time Protocol (NTP) server.
Monitoring and awareness system:
General requirements:


A Docker Cluster. The deployment will be composed of micro-services downloaded and executed by
this cluster.



Docker-compose tool to deploy the whole set of components in the cluster.

Component requirements:
The following docker container micro-services will be deployed in the cluster. It has to be noted that the
micro-services are self-contained, so that no additional software is required to be installed besides the microservice itself. These micro services have been prepared to automatically download and configure all the
pieces of software required automatically during deployment, so nothing has to be deployed or configured
manually:




Web: This web application has the following main INTERNAL requirements:
o

NodeJs.

o

MeteorJS.

o

Leaflet Js.

DACF importers: This service has the following INTERNAL requirements
o

JAVA.

o

PowSyBL.
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Security analyser: This service has the following INTERNAL requirements
o

JAVA.

o

PowSyBL.

Control command optimizers: RES-CC & STO-CC
o

Python 3.

o

Numpy.

o

Pandas.

o

Pulp.

Third-party Software requirements:
Other microservices are required to be deployed in the docker environment:


A Web Frontal Proxy server that protects the access and distributes URLs to the dedicated cluster
NGINX server running in the Kubernetes server. The modules are accessible from the same host
server with different URLs addressing the frontal modules.



NATS, for communicating between internal modules.



RabbitMQ, for providing AMQP and MQTT messaging and facilitate external communication and data
ingestion.



MongoDB, as real time database.



InfluxDB, as historical database.



NODE-RED, as ETL (transformation processes for the messages exchanged).

Operating Systems supported:
Any operating system supporting Docker. Linux server is recommended.

3.6.3. INTEGRATION AND INTEROPERABILITY WITH OTHER APPLICATIONS AND SYSTEMS
Next picture illustrates the relation of WAMAS with other components:

Figure 8: WAMAS relations with other components

The integration details are provided in the following sections.

3.6.3.1. Transmission grids
The direct integration of WAMAS with SCADA systems is done through a series of protocols that are
supported, i.e.:
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IEC60870-5-101.



IEC60870-5-104.



ICCP/TASE.2.



DNP3.



OPC.



OPC-UA.



MODBUS (TCP or serial).

3.6.3.2. RES-CC
WAMAS interacts with RES-CC by means of the provision of optimization services towards enhancing the
usage of renewables for solving grid problems, basically by identifying optimal curtailment strategies for
renewable energy sources.
In RES-CC, there is a specific microservice application, written in node.js, which is connected to the
counterpart in the TSO side and receives the curtailment commands with all the details: amount of energy
of current, timing, geographic area of affected assets, etc. These curtailments are sent to the curtailment
distribution module for the actual decomposition of the curtailments and TSO limitations to real commands.
This mechanism structures the integration between the two applications.

3.6.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
ETRA (CROSSBOW’s WAMAS product leader) deployment strategy will start targeting a commercial pilot from
a key partner of ETRA. With the deployment and demonstration in a real, commercial environment, endusers (TSOs) in south-eastern Europe will follow as key adopters of the tool. As the product has been
developed within that framework, network codes and other specific constraints of the different pilot
countries are already being complied by the system.
The WAMAS product have been designed in a way that allows for an easy adoption in new scenarios or
locations. The following product features supports this:
-

The WAProtector products used internally in WAMAS features out-of-the-box capability to connect
to any SCADA protocol, so no new protocols must be developed when deploying in new scenarios.

-

WAMAS security analysis is based on DACF files, which are a standard at the EU level, and thus the
same algorithm applies for any European country.

Once that has already been done (which is not a negligible investment of resources), ETRA will start
commercialising WAMAS to current clients of the ETRA Holding Group, with presence in Spain, Germany,
Portugal, Bulgaria, Colombia, Mexico, Brazil and Peru among others.
With the commercial product demonstrated in different geographical locations with very diverse network
codes and condition, with the support of key clients of the Group, the product will be offered within the
general market through the commercial divisions of all ETRA Group companies.

3.6.5. EXPECTED BENEFITS
WAMAS helps ensuring network security, system control and quality of supply by putting in place over and
under frequency protection schemes consist of an automated monitoring and security tool which accelerates
the problem identification and resolution under real-time operation.
WAMAS optimises the operation of transmission assets and improves the efficiency of the network through
enhanced automation, monitoring, protection and real-time operation. Faster fault identification/resolution
will help improve continuity of supply levels. All these operational outcomes that WAMAS provides, offer a
series of benefits, in essence:
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Economic






Optimised Generator Operation.
Reduced Ancillary Service Cost.
Reduced Congestion Cost.
Deferred Distribution Capacity Investments.
Reduced Electricity Cost.

Financial






Increase of Incomes from Electricity Markets (Wholesale markets, bilateral contracts).
Increase of Incomes from Ancillary Services.
Increase of Incomes from Cross-Border Allocation.
Savings Assoc. With Penalties for Reliability.
Savings Assoc. with Penalties to Congestions.

Environmental



Reduced CO2 Emissions.
Reduced SOx, NOx, and PM-10 Emissions.

Social





Increase customer retention.
Increase investment's attractiveness.
More direct involvement of consumers in their energy usage.
Job creation.

3.7. CROSSBOW Regional DSM integration platform (DSM-IP)
Leading Party: UNIMAN
Contact: jelena.ponocko@manchester.ac.uk
Main Contributors: Jelena Ponocko, Juan D. Morales, Jovica Milanovic
Target End-Users: Aggregators
More information at: D9.1

3.7.1. PRODUCT SHORT DESCRIPTION/SCOPE
The Demand Side Management - Integration Platform (DSM-IP) product presents a solution for the
centralised and efficient transnational use of Demand Side Management (DSM). This is achieved by
communication interfaces for the monitoring and control of dispatchable (flexible) loads, advanced
algorithms for the integration of DSM in the improvement of cross border power flows and network
operability, interfaces with other Regional Control Centres (RES-CC, STO-CC and ROC), interfaces with the
TSO-DSO coordination platform, and applications for the business and market actors. The development of
these functionalities considers existing standards used in the SEE region as well as special requirements by
the local TSOs, DSOs and demand side participants. The product offers new services to the market enhancing
coordinated cross-border participation of DSM assets used to alleviate different operational issues at a single
or multiple TSO level. With its advanced algorithms, the platform informs the TSO about the most suitable
group of DSM assets whose demand should be reduced/increased to facilitate satisfactory operating
conditions in the network. It allows:


Cost-effective coordinated control of multiple DSM assets in the region.
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Improved productivity, thanks to continuous monitoring and management of load, voltage, and
frequency profiles, while at the same time facilitating the increase in RES penetration and congestion
control.



Support for decision-making, thanks to graphical tools for monitoring and analysis of information.

3.7.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
The DSM-IP product is relying on the existing hardware/software developed for the RES-CC product in
CROSSBOW. Therefore, HW and SW requirements of the DSM-IP are the same as the ones described in 3.2.2.1
and 3.2.2.2 for the RES-CC. Just a brief overview is provided in this section.

3.7.2.1. HW requirements
For the implementation of the tool, DSM-IP should have access to measures from:


Direct connection to field equipment (e.g.: RTUs).



Connection to other data gathering systems (e.g.: data concentrators).

Further details about RAM, processors, etc., can be found i
As part of the work to implement the tool, it is necessary to have geo-referenced information on the following
network assets.


Substations, transformation centres.



High and medium voltage lines.



Supply point locations.



Grid locations of DSM assets.



Communication channels and standard protocols available for interacting with field devices and
existing systems (including GIS, SCADA, ERP, etc.).



SCADA system.

As part of the implementation work of the tool, the formal definition of the network topology and the
different synoptic diagrams must be drawn up. For this purpose, the following information is required:


Single-line diagrams of the network.



Technical information of the network elements, including.
o

Nominal voltage of the network.

o

Transformers: transformation ratio, type of connection, rated power, etc.

Further details about components, operating systems, specific microservices, third party software
requirements, data requirements, etc., can be found in 3.2.2.2.

3.7.3. INTEGRATION AND INTEROPERABILITY WITH ITHER APPLICATIONS AND SYSTEMS
Figure 9 depicts the interconnection between the DSM-IP product and other products and actors. In
particular, to DSM facilities (assets) through WAMAS.
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Figure 9: Interconnection between DSM-IP and other applications

3.7.3.1. DSM Assets
The data is gathered from TSO SCADA system that monitors the substations and sent to the DSM-IP. The
WAMAS product is responsible for connecting the TSO SCADA and receiving the measurements associated
with the facility, mainly real and reactive power, voltage profile and frequency. In case a PMU is connected
to the facility feeder, a more detailed set of measurements will be available. In this option, a specific
controller would be deployed at the WAMAS premises to receive the measurements and forward those to
the DSM-IP, but a single controller would be enough to cover for multiple DSM facilities.

3.7.3.2. WAMAS, RES-CC and STO-CC
An important part of the processes of the DSM IP is performed with the support of tools developed within
the WAMAS solution provided in CROSSBOW. The whole system deals with the real time monitoring of the
network and the selection of the most appropriate set of remedial actions (redispatching) towards solving or
preventing unsafe network states and dealing with unplanned contingencies. The WAMAS system is flexible
in the sense that it can be adapted to work in cooperation with different CROSSBOW products. The
monitoring and security analysis part is always the same, but for the optimization of the network upon the
identification of a problem, different optimizers can be used, each of them linked to a specific product: RESCC, STO-CC and DSM-IP.

3.7.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
UNIMAN as DSM-IP product leader has targeted end users (TSOs, DSOs, Aggregators, Storage Owners) in the
United Kingdom and in Europe. Some of which already expressed their interest in the DSM-IP product, i.e.,
LANDSNET (Iceland TSO), VATTENFALL ELDISTRIBUTION AB (one of Europe’s largest producers and retailers
of electricity and heat, operating mainly in Sweden, Germany, the Netherlands, Denmark, and the UK), and
CRNOGORSKI ELEKTRODISTRIBUTIVNI SISTEM-CEDIS (Montenegro DSO).
Within the extents of the available resources and interests, UNIMAN will liaise with the mentioned (and other
relevant) end-users and stakeholders in order to explore ways to increase the current product TRL. The DSMIP has been developed in a modular way so that it can be applicable to different national networks under
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different network conditions and grid codes. An important and close liaison with ETRA (CROSSBOW WAMAS’s
product leader) is also expected regarding the product deployment strategy, as well as its commercialisation,
exploitation, and patenting. ETRA have had the responsibility of developing the platform for the Real-time
Network Monitoring Graphical User Interface for the product, including demand and RES forecast and
acquisition of DACFs.
UNIMAN on their side will disseminate CROSSBOW results related to the DSM-IP product through relevant
research publications in journals and in conferences, which are already obtained from the field tests realized
within the project and through the simulations studies also performed as part of WP9. This will help to
highlight the advantages of the product regarding its participation in the DAM/IDM, provision of frequency
ancillary services, congestion management, and facilitation of increased RES penetration. Once the product
features and benefits are demonstrated/highlighted in different geographical locations and under different
grid conditions, it can be commercialised with the support of key partners from CROSSBOW, and other
possible relevant stakeholders in the UK and in Europe can be targeted.

3.7.5. EXPECTED BENEFITS
DSM-IP enhances the monitoring and control capabilities of TSOs and demand aggregators over their energy
assets. DSM-IP offers several high-added value services in different areas of the daily operation of its endusers.
DSM-IP offers functionalities for the TSO in the following ways:


Market participation:
o

DSM-IP can coordinate, optimize and control a portfolio of DSM assets in order to provide
bids for selling electricity to the DAM/IDM in periods with high electricity prices, when the
load will be reduced, and shift the load to periods with lower prices, thus gaining income.

o

DSM-IP can act to modify the load in order to provide frequency support services (balancing
capacity and energy) and participate in the balancing markets as Balance Service Provider
(BSP). The platform will monitor, and control multiple DSM assets located in different
countries, that represent different price zones of the DAM/IDM and load frequency control
areas.

o

The market participation will provide steady revenue stream for the product that shall be
distributed to the owners of DSM assets for their services.



Network constraint management services: these services help grid operators (TSOs and DSOs) to
optimise the grid operation for physical and market constraints. Constraint management takes
various forms such as voltage control, grid capacity management, congestion management and
contribution to system stability.



Increasing RES penetration: DSM-IP can provide services to the owners of RES generation at regional
level. These services will contribute to increased RES penetration. With the coordinated DSM, the
system load can be increased in periods of high-RES generation to avoid or mitigate curtailments. In
periods of low-RES generation, the load can be decreased. The surplus of energy from RES generation
that can’t be sold on the markets will be sold to the DSM assets and the owners of RES generation
will gain extra income by avoiding curtailment or imbalance payment.
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3.8. CROSSBOW Wholesale and Ancillary Market toolset (AM)
Leading Party: UL
Contact: lest@fe.uni-lj.si
Main Contributors: all partners participating
Target End-Users: TSOs, BRPs, BSPs, all market participants
More information at: D10.1, D10.2

3.8.1. PRODUCT SHORT DESCRIPTION/SCOPE
AM product proposes and offers novel approaches for facilitating the participation of variable renewable
energy sources, storage, and new actors in electricity markets, in order to adequately remunerating new
services and reducing the overall operations cost. New services and approaches are based on the harmonized
set of rules that would enable market participants from countries in the region to participate in the common
wholesale and ancillary services cross-border market platforms. AM product offers new services to the
market, providing participation of Balance Service Providers (BSPs) and Transmission System Operators
(TSOs) on the regional balancing market. Cross-border trading could be conducted on two independent
markets:
-

System market platform for manual Frequency Restoration Reserves (mFRR).

-

Intraday Energy Market platform.

The developed regional cross-border intraday market is based on the closed contracts and pay-as-bid
algorithm for products at up to 15-minute intervals from 24 hours up to 30 minutes to delivery. It enables
market participants from countries in SEE to continuously trade and work towards keeping and optimizing
the balance of their portfolios.
The System market platform for manual Frequency Restoration Reserve enables cross-border procurement
and exchange of balancing energy between participating TSOs and BSPs. The auction trading is based on a
common merit order list, where the cheapest possible balancing energy bids are activated first.
The technological innovation of CROSSBOW Wholesale and Ancillary market toolset lies in its development.
The decentralized architecture approach, development of microservices and distributed ledger technologies
were enabled by the use of the latest ICT technology developments. The trading platforms’ resiliency,
security, and transparency were improved, and the implementation of APIs enabled automated trading.

3.8.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
3.8.2.1. HW requirements
The CROSSBOW platform is designed to be deployed on virtual machines or Docker containers. For testing,
it is deployed on a single virtual machine, in production it would be deployed in high availability configuration
on two or more virtual machines or Docker containers. It also supports Kubernetes as a runtime environment.
Minimal requirements for each virtual machine/Docker are four vCPU (virtual CPU) and 16 GB RAM.

3.8.2.2. SW & systems requirements
The web user interface of the CROSSBOW platform supports desktops, smartphones, and tablets. All the
most popular browsers are supported, such as Edge, Chrome, Firefox, and Safari. The browsers are available
in mobile versions for Android, iOS, and iPad OS. The browser must be the most recent version; the end-user
can access the CROSSBOW platform by entering the platform's URL in the web browser. Username and
password have to be provided to log in to the platform. Crossbow backend utilizes open-source technologies
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and is based on Linux, Jetty, Microprofile compliant microservice framework (KumuluzEE) and open
standards, such as REST, OAuth2, OpenID Connect and others.
Functionalities provided by the APIs allow external applications to integrate with the Trading platform and
automate the processes related to the trading platform and allow trading in a decentralized way. There are
two integration microservices: CROSSBOW Trading Platform integration API and UI API. The CROSSBOW
Trading Platform integration API exposes a REST API that uses a standard data model (ERRP – ENTSO-E
Reserve Resource Process). The integration API of the CROSSBOW Trading Platform is implemented as
RESTful API using OpenAPI 3.0 specification. The UI API is an internal API used solely by the User Interface of
the CROSSBOW Trading Platform. Both integration APIs implement the transformation and validation logic
of the input data. APIs endpoints can be summarized in the following groups:





Participants: endpoints for accessing information about registered participants on the trading
platform.
Markets: endpoints for discovering the markets, enrolling to, or leaving the market.
Orders: endpoints that provide functionalities to create and manage orders on Common Merit
Order List (CMOL) and Intraday Continuous markets.
Capacities: endpoints for managing cross-zonal capacities.

The data models used for the transmission of the data are based on the following standards:






Participants: Market Participant - IEC62325, IEC61970, IEC61968.
Markets: Custom data model based on IEC62325 with simplifications.
Orders:
o CMOL (mFRR): Reserve Bid Document, Mol Document, and Activation Document – ERRP.
o Intraday Continuous: Order Entity DFS180 – M7T (Deutsche Borse AG).
Capacities: Capacity Market Document – IEC62325-451-3.

Full specification on the CROSSBOW Trading platform integration API, as well as the functional and technical
specification can be found in D10.2 [24].

3.8.3. INTEGRATION AND INTEROPERABILITY WITH ITHER APPLICATIONS AND SYSTEMS
The platform encompasses the comprehensive implementation of the integration API that enables market
participants to take part in the intraday continuous power market or the mFRR System platform. Moreover,
TSOs can import cross-zonal capacities as well as obtain their historical data. So far, the RES-CC tool (Section
3.2) and the CFP tool have been integrated into the CROSSBOW platform. Other partners can use the
integration API too.
Figure 10 presents the architecture of the CROSSBOW trading platform. It includes all deployed components
in the network of the participant organization. The Distributed Ledger Technology (DLT) network component
consists of the Network node, which connects the network nodes of the other participants forming a business
network. The Network node comprises multiple components that manage the blockchain part of the
application, i.e., execution of smart contracts and blockchain storage (ledger). The communication between
the network nodes utilizes the google Remote Procedure Call (gRPC) protocol. The composer-rest-server
exposes the REST API through which the integration layer of the platform, implemented as the User Interface
(UI) API and CROSSBOW Trading Platform integration API, can access the business logic, smart contracts, and
data stored on the blockchain. The communication between the composer-rest-server and the network node
utilizes the gRPC protocol, whereas the communication with the integration layer uses the Hypertext Transfer
Protocol (Secure) (HTTP(S)) protocol. All communication is exchanged over the encrypted channel –
Transport Layer Security (TLS) protocol. On top of the composer-rest-server, there are two integration
microservices: CROSSBOW Trading Platform integration API and UI API. The CROSSBOW Trading platform
provides the web-based UI. The external system can be any application that can communicate using the
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HTTP(s) protocol. Every participant hosts the user interface within the organization. Finally, authorization
and authentication servers are used to secure the endpoints of the UI API, CROSSBOW Trading Platform
integration API, and Web-Based UI using the OIDC protocol (OpenID Connect based on OAuth 2.0). The
authorization and authentication servers enable the management of users for each organization. The
authentication and the role of the organization within the CROSSBOW Trading platform are assigned to the
certificate owned by the organization.

Figure 10: Architecture of the CROSSBOW trading platform

3.8.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
Regarding the deployment strategy coupled with the explanation of the integration and interoperability
(With the approach described in 3.8.3), each organization can manage the user access to the platform while
the users are invisible to other participants within the business network. Components presented in 3.7.3 are
located and deployed within the network of the market participant. Each market participant hosts and
deploys the required components. All components are packaged as Docker images and can be deployed as
Docker containers by utilizing Docker Composer (version 3.7) and Docker container runtime (version 18.06).
All components can be horizontally scaled, except for the blockchain network node.
Figure 11 shows the multi-layered architecture of the CROSSBOW trading platform that includes all
components that have to be deployed. The CROSSBOW platform comprises four layers: presentation,
integration, smart contract, and persistence layer. The presentation layer is responsible for serving the
information to the end-user of the platform. The presentation layer is implemented as a single-page web
application using the combination of the following technologies and frameworks: HTML5 (Hypertext Markup Language), Angular (version 8.0.3), Node.js (version 10.16.0), and Sass (version 1.19.0). The integration
layer exposes the business logic of the smart contracts and data stored in the distributed ledger. The APIs are
implemented as microservices using KumuluzEE (based on JavaEE) framework. The version of the KumuluzEE
and Java are 3.6.0 and 11, respectively. The smart contract layer and the persistence layer represent the core
of the decentralized CROSSBOW Trading platform. The persistence layer is responsible for storing the data,
whereas the smart contract layer defines the business logic that generates new facts that are added to the
ledger (persistence layer). The smart logic is implemented as a chain code on the Hyperledger Fabric. The
chain code is used to group multiple smart contracts for deployment. Hyperledger composer (version 0.20.8)
and Hyperledger Fabric (version 1.4.2) are used. More information is available in D10.2 Novel balancing and
wholesale electricity market design [24].
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Figure 11: Multi-layered architecture of the CROSSBOW trading platform

The CROSSBOW Trading Platform utilizes state-of-the-art and open-source technologies. A multi-layered
software architecture pattern as shown in Figure 11 was adapted to allocate unique functionalities to each
layer. This architectural approach allowed the implementation of loosely coupled services enabling feasible
maintainability utilizing implemented functionalities and technologies used in different layers. The
CROSSBOW Trading platform architecture is decentralized and based on DLT. Utilizing this approach brought
several advantages, such as effortless scalability, high availability, and resources distribution optimization.
Moreover, by reducing points of weakness, no single point of failure can occur on the platform.
Decentralization provides a novel environment utilizing different concepts such as traditional trust
management in information system technology.
Validation of the data entered also presents one of the best practices of software development. Form
validation on the CROSSBOW platform is a part of the user interface and performs the following functions:
All forms are reviewed to ensure that all mandatory fields are completed and additionally, entered data is
validated for accuracy of form and value. The majority of backend integrations are built using the RESTful
software architecture style. One of the goals is to unify REST resource collections while still supporting table
implementation. Therefore, historical CSV files are generated by the backend and available to the end-user
when at least one entry is present in the cash assets, energy assets, orders, and trades. Statistics of the usage
and participation on the CROSSBOW platform are collected. Each end-user can monitor their assets, trades,
and orders together with the status.
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Services of the CROSSBOW Trading platform are all packaged as Docker images and deployed as Docker
containers. This enables the platform to be portable, as the containerized application can be deployed on
any system that supports Docker. Additionally, by utilizing Docker technology, the development process
became more agile and responsive.
UL (the product leader of the CROSSBOW AM product) aims at using and advancing the prototype of the
trading platforms by doing the following:
Promotion and promotional activities among the identified potential end-users (TSOs, BSPs, BRPs and other
market participants), as well as training and workshops to familiarise and train interested end-users on how
to use the product.
In case of interest and sufficient resources, expanding the prototype's deployment to demonstrate the
product's benefits before the TRL9 version of the product is ready for commercialization, and utilising the
period for possible customization/upgrade opportunities.
Performing simulations based on the novel market design and disseminating these activities and findings in
scientific papers/conference proceedings.
However, additional effort is required to achieve TRL9, and there is currently no development plan in place
for a commercial product after the project ends. Due to the nature of the product, not only significant
additional funding is required but also favourable political trends and political support for the use of this
solution in countries throughout SEE Europe.

3.8.5. EXPECTED BENEFITS
The impact of the AM product on the cross-border network and market operation is mostly associated with
the regional connection of market participants on the intraday energy market platform and system market
platform for mFRR. To achieve the objectives set by the product, the affected functionalities can be divided
into the following groups of services for the AM product:





Enhancing efficiency in day-to-day grid operation
Ensuring network security, system control and quality of supply
Improving market functioning and customer service
Enabling and encouraging stronger and more direct involvement of consumers in their energy usage
and management

To explore the tangible benefits, the functionalities and services were mapped to specific benefits that were
later-on monetized in the D14.2, [21]. The expected benefits are listed below and are applicable for all UCs
in HLU9:




Financial Benefits
o Increase of incomes from Electricity Markets
o Increase of Incomes from Ancillary Services
Economic Benefits
o Reduced Ancillary Service Costs
o Reduced price difference between market areas due to common market (market coupling)
Tangible environmental benefits
o Reduction of CO2 emissions

The main high-level benefit of the AM product is in coupling the currently isolated countries and utilizing
their cross-zonal capacities to create a larger pull of bids and offers, increasing competition and thus lowering
the electricity price and balancing energy costs in the region, thus increasing the social welfare for all society.
Additionally, the AM product enables market participants to be more competitive with non-discriminatory
bid-offer matching and exposure to different regions and end-users. All market participants would diversify
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their pool of buyers by participating in the cross-border market. Moreover, AM product introduces a minimal
set of harmonised rules and unified types of balancing services for the TSOs, BSPs and other participants on
the market. The harmonised rules include Standard products, relevant timeframes (GCT), pricing and
settlement, while enabling market participants to trade as close to real-time as possible. Standardisation of
products traded on the wholesale and ancillary market platforms could increase the liquidity on a crossborder level. Having equal products and similar required parameters in the region could enable participating
BSP from different countries to offer their balancing and wholesale products to a broader range of market
participants. Having the same relevant timeframes and GCT for all products could enable a level playing field
and, in turn, help to increase the efficiency of cross-border trading. The participation of flexibility assets (such
as storage, demand response, etc.), as well as RES, could increase as standardisation progresses. This benefit
is hard to monetize directly but is applicable through the reduction of the CO2 emissions. Trading on the ID
platform may increase flexibility asset participation by allowing for comparison of the ID platform's
continuous market prices to their typically lower marginal cost when compared to traditional power plants.
On the mFRR platform, shorter required FAT parameters could help units with faster response times, such as
storage units, to participate and increase competition, as well as TSOs to move the frequency restoration
control error towards zero [24].
Due to the regional scope of the AM product, the most noteworthy benefit that was monetized in the scope
of the D14.2, [21], is the Reduction of Ancillary Service Cost in the CROSSBOW countries, which amounts to
a reduction of approx. 500 M € of costs related to the procurement of the balancing energy (mFRR) for the
first 10 years of the operation of the common mFRR market. More quantified benefits of the AM product are
listed and described in more detail in the D14.2, [21].

3.9. COOPERATIVE OWNERSHIP OF FLEXIBILITY ASSETS PLATFORM (CFP)
Leading Party: CGRID
Contact: peter.nemcek@cyber-grid.com
Main Contributors: CGRID, UL
Target End-Users: Cooperatives, Energy communities
More information at: D11.1

3.9.1. PRODUCT SHORT DESCRIPTION/SCOPE
Cooperative Flexibility Platform (CFP) is an ICT tool designed for flexibility providers like RES, prosumers,
consumers, energy communities etc., to organize themselves into energy community or cooperative and
manage it electronically. The CFP is an extension tool, complementing existing flexibility aggregation
technology (e.g., Virtual Power Plants and Demand Response) which provides monitoring, characterization,
aggregation, activation and monetization of different flexibilities (loads, generation and storage).
Although Flexibility Assets, like Demand Response systems and Virtual Power Plants, are becoming common
providers of balancing services in some European markets (Austria, France, Slovenia, UK, etc.) they are
normally owned and operated only by electricity retailers or independent aggregators which business
objectives might not necessarily be aligned with their providers of flexibility (consumers, prosumers,
distributed generators, RES, storage etc.). This is where CFP plays its role as digital facilitator of flexibility
cooperatives for independent flexibility provision at different electricity markets (e.g., ancillary service,
balancing, wholesale, etc.). The cooperative ownership concept is aligned with existing regulation and
general enough to support existing flexibility aggregation platforms, like VPPs and DR systems. Furthermore,
it was designed enabling multinational ownership of flexibility assets which increases the business
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opportunities and decrease some of the today’s technology uptake barriers. The CFP is based on latest
information technologies like blockchain and micro-services. It comprises processes for establishment and
management of cooperative, like opening user accounts, defining business objectives, rules and bylaws,
membership management with shares and profit sharing, democratic governance with voting procedures,
accounting of flexibility monetization. The required interaction between the CFP and the flexibility
aggregation platforms is managed by APIs thus ensuring interoperability, wide coverage of different asset
types and high operational efficiency.

3.9.2. DESCRIPTION OF REQUIREMENTS (PREREQUISITES)
The CFP is based on the cyberGRID’s flexibility platform technology. It is a scalable ICT system that pools
flexible resources and exploits this flexible capacity for different markets. Flexible resources include
decentralized generation units, renewables, industrial and commercial loads, energy storage systems,
residential users, and other resources. The flexibility platform collects different energy asset data, calculate
baselines and forecasts, aggregate energy assets using advanced algorithms, build a combination of available
resources for each curtailment event and execute them in a timely manner, etc.
The flexibility platform uses modular software architecture approach. Each module represents one
functionality - business logic. The modules constituting the flexibility platform extends cyberGRID’s flexibility
platform tools.

3.9.2.1. HW requirements
Supporting above mentioned CFP platform requires reliable HW. For the demonstration purposes the
platform minimum requirements are:
-

Cloud infrastructure.

-

Virtual machine (4 x CPU, 16 GB RAM, 100 GB storage).

-

Network connectivity to public (user facing access).

-

Network connectivity for system administrators.

Additional HW is needed when connecting the real flexible energy assets on the field.
The figure below shows the RTU of a choice that enables the following functionalities:
-

PLC programable interface.

-

Network connectivity.

-

Modem (mobile, fixed).

-

IEC 104 communication protocol.

The RTU connects the energy asset physically with the digital and/or analogue signals and transfers the digital
information to the CFP. The CFP then knows about the energy asset behaviour in real time.
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VPN

RTU
IEC 60870-5-104 (Slave)

CFP
(Flexibility aggregation platform - running in cloud)

Figure 12: RTU to connect the asset and CFP

The difference between the simulator and real energy asset is that simulator can code on the physical RTU.
It can simulate up to 10 resources. In case of connecting the real energy asset they are required to support
the digital and analogue connectivity, security requirements for wiring and option for remote controlling.

3.9.2.2. SW & systems requirements
For the CFP to function, the platform requires additional satellite service to operate in its fullest. These
services are:
-

Database (MySQL and MongoDB).

-

Caching (Redis).

-

Messaging service (RabbitMQ).

Once these services are ready to user the CFP platform can be installed and ready to be used.

3.9.3. INTEGRATION AND INTEROPERABILITY WITH ITHER APPLICATIONS AND SYSTEMS
The CFP is ready to be integrated with the Crossbow AM product. This enables CFP to offer available flexibility
to the supported markets on the AM product (intraday, mFRR). This generates revenues for the energy asset
owners as members of the CFP platform. Once the offered flexibility finds its buyer/seller the accepted
flexibility offers are exchanged with the CFP platform. AM product supports dedicated REST APIs for its
customers to automate flexibility offers flow for seamless user experience. The steps for the overall process
are the following:







Based on the market rules the bid creation process is triggered.
Bid creation process receives the available energy assets from which the bid will be generated.
The bid is optimized based on the forecasted market prices.
The bid is calculated and waits to be submitted.
The bid is submitted for auction to the ancillary market.
The bid is accepted/rejected by the ancillary market.
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Figure 13: Integration between CFP and CrossBow AM product

Interoperability between CFP and energy assets is an important topic, which influences the deployment time
and costs. CFP’s IoT agent is a communication driver, which tunnels data flow from ICT device connected to
the energy asset (example VARTA batteries) via dedicated MQTT communication protocol to the flexibility
platform. This reduces time to market and connection costs, thus minimizing one of the common technical
barriers in the aggregation business.

CROSSBOW Replication, Market Uptake and Deployment Handbook

57

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

IoT agent
Varta batteries
(MQTT client)
SSL
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Data model

Figure 14: Interoperability example between CFP and energy assets (Varta batteries)

3.9.4. DEPLOYMENT STRATEGY (GEOGRAPHICAL AND TARGET EARLY ADOPTERS)
The CFP with VPP or DR system would be offered to existing European energy cooperatives, energy
communities, RES and Battery Energy Storage Systems (BESS) operators, business and industrial parks.
CFP with VPP or DR system is primarily providing flexibility service to European Grid Operators (DSOs, TSOs),
wholesale markets (like intraday) and balance responsible parties. However, the DR aggregators, big
industrial consumers, distributed and renewable generators could also see interested in this technology.
The deployment strategy follows the principle of helping the customer with know-how and practical
experiences from start until finish. Various phases needed for successful CFP deployment include, but are
not limited to:
-

Customers’ flexibility surveys.

-

Feasibility and Cost Benefit Analysis.

-

Demonstration and pilot phase with training.

-

Real life operation with flexibility utilization and monetization.
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Figure 15: CFP deployment phases

The customers will be able to choose from different deployment options:
-

Cloud based SaaS, based on subscription fee,

-

Hosting in third party data centre, based on licence fee and/or subscription fee,

-

On-site installation, based on licence fee.

We expect the Cloud SaaS option to be most viable for energy communities and cooperatives, since it allows
them to focus on their business, limit the risk of ICT investments, and improve the operational performance
and decrease time to market.

3.9.5. EXPECTED BENEFITS
These early adopters and end-users would benefit from CFP by extending their business offering to new
market segments, previously not directly accessible for energy cooperatives and the likes. These are primarily
existing TSOs’ frequency ancillary services (automatic Frequency Restoration Reserves (aFRR) and mFRR), in
some cases also intraday and day ahead markets. It is expected that in the future localized DSOs’ nonfrequency ancillary services (congestion, voltage) will provide many new business opportunities for the above
end-users with CFP tool.
The CFP complements the DR of VPP system with the novel functionalities supporting various energy
community and cooperative processes:


Setting up initial rules of the cooperative.



Inviting asset owners to participate to the CFP for balancing purposes.



Creating and inviting to polls.



Members voting.



Review, publish and view the voting results.



Review, publish and view the bylaws.



Review the bid financial stream (revenue, costs, profits, penalties).



Review activated resources and dedicated financial stream including of the overall activation report.
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Tracking of CFP asset owner’s invoices received for offering balancing services to the CFP and overall
financial stream including profit that should be transferred to the CFP asset owners.

The benefits of deploying CFP and VPP or DR system are threefold and comprise:
Financial Benefits


Increase of incomes from ancillary services (aFRR and mFRR).



Increase of incomes from wholesale markets (intraday).



Savings associated with balance group imbalances.

Economic Benefits


Support and empowerment of citizens and local business.



Unlock demand response and RES flexibilities.



Stimulate RES and BESS investments.



Increase integration of RES.



Decrease the overall grid balancing costs.

Non-monetizable Benefits
Pollution reduction by replacing ancillary services from fossil fuel peaking power plants.

4. CONCLUSIONS
CROSSBOW project deployed and demonstrated the shared use of resources to foster cross-border
management of variable RES and storage units, enabling a higher penetration of clean energies whilst
reducing network operational costs and improving economic benefits of clean energies and storage units.
These benefits achieved by deploying the nine CROSSBOW different tools that are designed and
demonstrated in detail in previous CROSSBOW technical WPs. Therefore, now at the end of the project, there
are summarized some basic points, challenges, recommendations and benefits for the replication and
scaling-up of these nine CROSSBOW’s completed solutions/products. The basic concept behind this
CROSSBOW Replication, Market Uptake and Deployment Handbook is to be a synopsis of CROSSBOW
products and to offer a clear view on CROSSBOW solutions for every interesting party/stakeholder. This
handbook encompasses a description of the available financial tools for the market uptake, the prerequisites
for the implementation of every product, the integration and the interoperability of the products with other
applications/solutions, the deployment strategy and the relevant expected benefits. In a general view,
stakeholders, have all the necessary information from the scope of HW & SW requirements – also, regarding
the integration and interoperability opportunities with other platforms and products. That is, the technical
specification of integration with other systems (internal tools of CROSSBOW and external applications) are
included. Figure 16 depicts CROSSBOW products integration and interoperability within CROSSBOW
ecosystem, while Figure 17 represents both the internal CROSSBOW products integration and
interoperability and the external ones with other systems. In Figure 16 one can observe that many of the
CROSSBOW products are strictly related one each other, whilst WAMAS acts as the interface between ROCBC and other products regarding the regional management and cooperation. In Figure 17, one can see the
link between CROSSBOW ecosystem and external assets such as RES plants, storage assets, SCEDA systems,
etc. This module-by-module approach of handbook gives a clean view of each product of CROSSBOW
deployment strategy with reference to financial instruments and the market uptake. In terms of scalability
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and replicability, this handbook could act as a facilitator of CROSSBOW project acceptance and adoption in
local and a European level.

Figure 16: Diagram on CROSSBOW products integration and interoperability within CROSSBOW ecosystem
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Figure 17: Diagram on internal CROSSBOW products integration and interoperability and external ones with other
systems

CROSSBOW Replication, Market Uptake and Deployment Handbook

62

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

5. REFERENCES AND ACRONYMS
5.1. REFERENCES
[1] European Commission, “Pre-commercial procurement: Driving innovation to ensure sustainable high
quality public services in Europe.” Communication from the Commission, 2007. https://eurlex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52007DC0799 (accessed on 21th of April 2022)
[2] European Commission, “Policies” https://ec.europa.eu/info/policies/public-procurement/tools-publicbuyers/innovation%20procurement_en#pre-commercial-procurement (accessed on 21th of April 2022)
[3] European Commission, “Innovation Procurement” https://ec.europa.eu/info/policies/publicprocurement/tools-public-buyers/innovation-procurement_en#guidance-on-public-procurement-ofinnovation (accessed on 21th of April 2022)
[4] Interreg
Europe,
“Pre-commercial
procurement:
developing
innovation
capacity”
https://www.interregeurope.eu/policylearning/news/7725/pre-commercial-procurement-developinginnovation-capacity/?no_cache=1&cHash=71e86f1029ac1dbd23a098610fc872d7 (accessed on 21th of
April 2022)
[5] European Commission, “Connecting Europe Facility”, https://cinea.ec.europa.eu/connecting-europefacility/about-connecting-europe-facility_es#ecl-inpage-69 (accessed on 21th of April 2022)
[6] European
Commission,
“Projects
of
Common
Interest”
https://energy.ec.europa.eu/topics/infrastructure/projects-common-interest/key-cross-borderinfrastructure-projects_en#how-can-a-project-become-a-pci (accessed on 21th of April 2022)
[7] European Commission, “The Next Generation EU” https://europa.eu/next-generation-eu/make-itgreen_en (accessed on 21th of April 2022)
[8] European Commission, “European Innovation Council Transition” https://eic.ec.europa.eu/eic-fundingopportunities/eic-transition_en (accessed on 21th of April 2022)
[9] European Commission, “EIC Accelerator” https://eic.ec.europa.eu/eic-funding-opportunities/eicaccelerator_en (accessed on 21th of April 2022)
[10] European Commission, “The InvestEU Programme” https://europa.eu/investeu/home_en (accessed on
21th of April 2022)
[11] European Commission, “European Assistance for Innovation Procurement – EAFIP” https://eafip.eu/
(accessed on 21th of April 2022)
[12] European Investment Bank, “Venture Debt” https://www.eib.org/en/products/equity/venturedebt.htm (accessed on 21th of April 2022)
[13] European Commission, “Invest EU Portal” https://ec.europa.eu/investeuportal/desktop/en/index.html
(accessed on 21th of April 2022)
[14] HPE
ProLiant
DL360
Gen10
Server
Specifications
https://www.hpe.com/psnow/doc/a00008159enw?jumpid=in_lit-psnow-red (accessed on 21th of April
2022)
[15] Intel
Xeon
Gold
6154
Processor
Specifications
https://ark.intel.com/content/www/us/en/ark/products/120495/intel-xeon-gold-6154-processor-2475m-cache-3-00-ghz.html (accessed on 21th of April 2022)
[16] DATASHEET NetApp AFF A-Series https://www.netapp.com/pdf.html?item=/media/7828-ds-3582.pdf
(accessed on 21th of April 2022)
[17] vmware
vSphere
Hypervisor
Specifications
https://www.vmware.com/products/vspherehypervisor.html (accessed on 21th of April 2022)

CROSSBOW Replication, Market Uptake and Deployment Handbook

63

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

[18] vmware
hypervisor
software
specifications
https://www.vmware.com/topics/glossary/content/hypervisor.html (accessed on 21th of April 2022)
[19] CROSSBOW D8.3, “Crossbow Wide Area Monitoring and Awareness System (WAMAS)”, 2020
[20] CROSSBOW
project
news,
“CROSSBOW-TRINITY
workshop
with
SEleNe
CC”
http://crossbowproject.eu/crossbow-trinity-workshop-with-selene-cc/ (accessed on 21th of April 2022)
[21] CROSSBOW D14.2, “Socio-economic and technical Impact assessment of CROSSBOW integrated
solution”, 2022
[22] The wind power database, “Wind Energy Market Intelligence” https://www.thewindpower.net/
(accessed on 21th of April 2022)
[23] CROSSBOW D10.3, “Development of CROSSBOW Wholesale and Ancillary Market toolset”
[24] CROSSBOW
D10.2,
“Novel balancing
and
wholesale
electricity
market
design”
http://crossbowproject.eu/deliverables/ (accessed on 21th of April 2022)

5.2. ACRONYMS
Acronyms List
aFRR

automatic Frequency Restoration Reserves

AM

Ancillary Market

API

Application Programming Interface

BESS

Battery Energy Storage Systems

BSP

Balancing Service Provider

CEF

Connecting Europe Facility

CFP

Cooperative Flexibility Platform

CGM

Common Grid Model

CGMES

Common Grid Model Exchange Standard

CINEA

Climate, Infrastructure and Environment Executive Agency

CMOL

Common Merit Order List

CPU

Central Processing Unit

DACF

Day-Ahead Congestion File

DLT

Distributed Ledger Technology

DR

Demand Response

DSM

Demand Side Management

DSM-IP

Demand Side Management Integration Platform

DSO

Distribution System Operator

EAFIP

European Assistance for Innovation Procurement

EIB

European Investment Bank

EIC

European Innovation Council

EIPP

European Investment Project Portal
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ENTSO-E

European Network of Transmission System Operators for Electricity

ERP

Enterprise Resource Planning

EPC

Engineering, Procurement and Construction

EU

European Union

FB

Flow-Based

FDLR

Forecasted Dynamic Line Rating

GIS

Geographic Information System

gRPC

google Remote Procedure Call

GUI

Graphical User Interface

HTTP(S)

Hypertext Transfer Protocol (Secure)

HPP

Hybrid Power Plant

ICT

Information Communication Technology

IGM

Individual Grid Model

IIS

Internet Information Server

INEA

Infrastructure and Environment Executive Agency

IOT

Internet Of Things

IP

Internet Protocol

IT

Information Technology

KPI

Key Performance Indicator

ME4HP

Manager of Energy for Hybrid Plants

m FRR

manual Frequency Restoration Reserves

MQTT

MQ Telemetry Transport

NGEU

Next Generation EU

NTC

Net Transfer Capacity

NTP

Network Time Protocol

OTDF

Outage Transfer Distribution Factor

PCI

Project of Common Interest

PCP

Pre-Commercial Procurement

PMU

Phasor Measurement Unit

PNP

Preliminary Net Position

PPI

Public Procurement of Innovative Solutions

PPP

Power Production Profiles

PTDF

Power Transmission Distribution Factor

RAA

Regional Adequacy Assessment

RAM

Random Access Memory
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RES

Renewable Energy Sources

RES-CC

RES regional Coordination Centre

RES-DU

RES-Dispatchable Unit

REST API

REpresentational State Transfer Application Programming Interface

RMS

Root Mean Square

ROC

Regional Operational Centre

ROC-BC

Regional Operational Centre-Balancing Cockpit

RSC

Regional Security Centre

RTU

Remote Terminal Unit

R&D

Research and Development

SCADA

Supervisory Control and Data Acquisition

SCC

Security Coordination Centre

SEE

South-Eastern Europe

SELENE

Southeast Electricity Network Coordination Centre

SKIRON

Weather provider

SME

small and medium-sized enterprises

SOC

State of Charge

SSD

Solid-State Drive

STO-CC

regional Storage Coordination Centre

TC

Test Case

TCP

Transmission Control Protocol

TEN-E

Trans-European Network for Energy

TNA

Transmission Network Analyzer

TRL

Technology Readiness Level

TLS

Transport Layer Security

TSO

Transmission System Operator

UC

Use Case

UI

User Interface

UPS

Uninterruptible Power Supply

UTCE

Union for the co-ordination of transmission of electricity

VM

Virtual Machine

VMM

Virtual Machine Monitor

VSP

Virtual Storage Plant

WAProtector

Wide-Area Protector

WAMAS

Wide-Area Monitoring and Awareness System
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