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EXECUTIVE SUMMARY
The main objective of Deliverable 8.4 is to provide an overview of the current cybersecurity issues in power
systems, with emphasis on transmission networks and generation. The key considered aspects are experiences from past incidents and the cybersecurity frameworks set on utility, national and European Union (EU)
level that should ensure efficient sharing of information on threats and incidents and increase cybersecurity
protection.
The main topics covered in this report include:
•

Cybersecurity regulatory framework and cybersecurity standards and guidelines,

•

Overview of notable cybersecurity incidents in the energy sector and lessons learnt,

•

Implementation of cybersecurity frameworks and practices in utilities, focusing on transmission system operators (TSOs) and power plants and implementation of procedures for incident notification,

•

Cybersecurity in the CROSSBOW ecosystem and recommendations on improvement of cybersecurity
in integrated systems.

The analyses and discussions on these topics show the significance of consistent implementation of cybersecurity measures on all levels – starting from development and implementation of cybersecurity policy on
company level, streamlining the activities on national level and strengthening cybersecurity cooperation on
EU level. The findings from the analyses can be summarized as follows:
•

The implementation of the EU cybersecurity regulatory framework ensures building resilience and
strengthens the cooperation between the relevant entities on national and EU level for exchange of
information about incidents and threats. This framework also introduces harmonized approach in
deterring attackers and their prosecution following cyber attackers. Furthermore, the cybersecurity
framework enables building a common European approach in preventing and handling large-scale
incidents and developing adequate defence capabilities. For the TSOs, the cybersecurity obligations
emerge from the cybersecurity framework and their designation as operators of essential services
(OESs). In addition, TSOs responsibilities in cybersecurity emerge from the electricity legislation, especially regarding development of crisis scenarios and risk-preparedness plans, which consider
cyber-attacks as extreme circumstances for which the network operators should be prepared. The
future adoption of the Network Code on Cybersecurity should provide the link between the certification of products, as introduced in the EU cybersecurity regulation and the development of minimum-security requirements for network operators.

•

Considering the growing importance of cybersecurity, the Energy Community (EnC) adopted the
“Procedural Act of the Ministerial council of the EnC on the Establishment of an Energy Community
Coordination Group for Cybersecurity and Critical Infrastructure” that transfers some of the obligations from the EU cybersecurity regulatory framework to the Energy Community Contracting Parties
(EnC CPs). Furthermore, the recognized need for cooperation between EU Member States (MSs) and
the EnC CPs in identification of electricity crisis, development of crisis scenarios and risk-preparedness plans, as considered in the “Regulation (EU) 2019/941 of the European Parliament and of the
Council of 5 June 2019 on risk-preparedness in the electricity sector and repealing Directive
2005/89/EC” is a significant advance in harmonization of cybersecurity practices in the observed
CROSSBOW region.

•

The existing links between electricity and cybersecurity legislation consider the interdependencies
between power systems and other networks and services which may lead to cascading effects across
sectors and across-borders. Therefore, implementation of incident notification procedures that will
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provide timely and relevant information to the designated national authority and to relevant authorities in neighbouring MSs is substantial for preventing the cascading effects of cyber incidents. The
incident reporting procedures introduced by the cybersecurity regulatory framework are an obligation for the OESs, and therefore for TSOs. The findings presented in this report show that consistent
cybersecurity policy and established cybersecurity procedures with clearly defined roles and tasks at
TSO level are prerequisite for effective notification procedures.
•

Building successful defence from cyber-attacks depends strongly on the actions undertaken by companies, their cybersecurity policies and the active implementation of standards and guidelines for
protection of devices and information networks. This report proposes a cybersecurity framework for
TSOs that should facilitate performing operational cybersecurity activities at company level. The analyses in this report also show that TSO cybersecurity policy should be based on regular risk-assessment procedures that incorporate assessment of threats as well as assessment of impacts and consequences to the system. The latter is especially important for development of cybersecurity
measures that have justifiable costs. Also, the ability to assess impacts is essential in the definition
of the procedures for incident notification and for determining the significance of the incident.

•

The investigations presented in this report and lessons learnt from past incidents show that the cybersecurity at TSOs should be result of a holistic approach that integrates people, processes and
products. Raising awareness and continuous education of the employees in the utilities should decrease the risks emerging from social engineering, which has become one of the commonly used
approaches by attackers. The skills and knowledge of experts in operational technologies (OT) and
information technologies (IT) should combined to develop effective protection measures for critical
assets, especially industrial control systems.

•

Combining the cybersecurity solutions implemented at product level with implementation of international standards and structured certification schemes will contribute to increased level of cybersecurity protection on network level. This report provides a comprehensive description and analyses
of the existing international cybersecurity standards for power system communications.

•

This report describes the experiences of implementation of cybersecurity practices in traditional industries and recommendations for their improvement. It focuses on cybersecurity concepts for
power plants and the processes for establishment of cybersecurity programs for power plants. The
report shows that the cybersecurity plans for power plants should be based on risk-assessment and
creating target cybersecurity profiles that focus on desired cybersecurity outcomes. Therefore, the
cybersecurity plans for power plants are associated with prioritizing and determining the actions
needed to address gaps and adjust existing cybersecurity practices for achieving the target profile.

•

The report describes the cybersecurity measures implemented in the CROSSBOW products. It focuses
on the cybersecurity measures in the CROSSBOW wide area monitoring and awareness system
(WAMAS) communications and the cybersecurity controls in the graphical interfaces that are implemented in various products. Furthermore, the specifics of cybersecurity measures implemented in
the decentralized technologies of the CROSSBOW products are discussed, emphasizing the achieved
high level of data integrity by blockchain technologies.

•

The report shows that the application of decentralized technologies, as blockchain, offers a perspective for introducing consensus mechanisms that successfully limit spread of errors within the network
and show high level of fault tolerance. Additionally, the best practices of decentralized technologies
in preventing cascading effects in integrated systems are described.

•
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ABBREVIATIONS AND ACRONYMS
Acronym

Explanation

ACER

Agency for the Cooperation of Energy Regulators

AM

Ancillary Market

API

Application Programming Interface

Blueprint

Regulation (EU) No 347/2013 of the European Parliament and of the Council of 17 April 2013
on guidelines for trans-European energy infrastructure and repealing Decision
No 1364/2006/EC and amending Regulations (EC) No 713/2009, (EC) No 714/2009 and (EC)
No 715/2009

CEN

European Committee for Standardization

CENELEC

European Committee for Electrotechnical Standardization

CIP

Critical Infrastructure Protection

CNM

Computer Network Management

Critical Infrastructure Directive

Directive 2008/114/EC – identification and designation of European critical infrastructures
and assessment of the need to improve their protection

CSIRT

Computer Security Incident Response Team

CSRF

Cross-site request forgery

CyberCG

Coordination Group for Cybersecurity and Critical Infrastructure within the EnC

DAC

Discretionary access control

DER

Distributed Energy Resources

DSO

Distribution System Operator

DNP3

IEEE 1815 Standard

DoS

Denial-of-service

DDoS

Distributed denial-of-service

EC

European Commission

ECI

European Critical Infrastructure

ECCG

European Cybersecurity Certification Group

ECG

Electricity Coordination Group

EnC

Energy Community

EnC CP

Energy Community Treaty Contracting Party

EnCS

Energy Community Secretariat
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European Union Agency for Network and Information Security

ENTSO-E

European Network of Transmission System Operators for Electricity

ETSI

European Telecommunications Standards Institute

EPES

Electrical Power and Energy Systems
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Acronym

Explanation
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Joint Stock Company Power Plants of North Macedonia
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European Union

GUI

Graphical User Interface
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Human Machine Interface
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Hypertext Transfer Protocol Secure
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Industrial Automation and Control Systems

IED

Intelligent Electronic Device
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Information and Communication Technologies
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IoT

Internet of Things
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Internet Protocol
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Integrated Political Crisis Response
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Information Security Management Systems
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NERC
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NIS Directive

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems
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Operator of Essential Service
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Operational Technology

PDC
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RBAC

Role-based Access Control
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Remote Procedure Call

RTU

Remote Terminal Unit
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1

INTRODUCTION

1.1 Purpose of the Document
The dependency of power systems on information and communication technologies (ICT) has increased significantly over the past few decades, transforming these systems into complex infrastructures that transfer
data for the purpose of applying advanced control functions that ultimately increase their security of operation and continuity of electricity supply for the customers. The process of digitalization of power systems is
still ongoing, but its effects have also changed the cybersecurity landscape and increased the risks of disruptions in the services provided by infrastructure that is deemed as critical.
The objective of this document is to investigate the complex cybersecurity landscape and required processes
on company, national and European level with the aim to increase the power systems cybersecurity protection. Starting from the regulatory framework and the new obligations for TSOs in increasing their capability
to handle incidents and mitigate risks, this document synthetises the obligations and recommendations
emerging from legislation. Furthermore, the document provides an overview of the relevant standards that
should be used to increase the cybersecurity of communications in power systems. By utilizing experiences
of past incidents in the energy sector, this document summarizes lessons learnt and provides recommendations for the development of adequate cybersecurity policy based on a holistic approach.
The interdisciplinary and holistic approach in developing and establishing cybersecurity policy on company,
i.e. TSO level, is based on integrating the skills and expertise of the people within the sector, increasing of
the effectiveness of the processes related to cybersecurity and ensuring deployment of products that are
developed according to relevant international standards. In this context, the document also provides an overview of the cybersecurity characteristics of the products that constitute the CROSSBOW ecosystem, focusing
on the products that are developed to be integrated with other systems and provide collection of data across
the observed power system, such as the CROSSBOW WAMAS, the graphical user interfaces (GUIs) of CROSSBOW products as well as on novelties introduced by decentralized technologies as blockchain technology.

1.2 Scope of the Document
According to the EU legislation, critical infrastructure refers to assets and systems that are essential for the
well-being of the citizens [1]. The disruption of these systems would have a significant impact on maintaining
the safety and security of the citizens, their health, economic and social activities. Electricity transmission
systems are considered as critical because their operation directly impacts all the above-mentioned functions. Furthermore, disruptions in interconnected transmission systems may affect more than one country,
thus increasing the consequences and costs to the system and to society.
The successful cyber-attacks in power systems have multi-fold effects. The disruption of the essential service
that power utilities deliver is the first and most significant effect, having in mind the interdependencies with
other services. The financial effects of undelivered electricity and potential equipment damage may be significant, depending on the spatial effect of the incident and the targeted systems. As the transmission networks are interconnected, a cyber-attack on one system can have a cascading effect and spread on neighbouring systems. The rising sense of insecurity and panic is the underlying element of many cyber-attacks,
but the effect of cyber-attacks on power systems is even greater as huge number of people may be affected.
The secure and reliable operation of transmission systems relies on legacy systems and new technologies.
The existing electricity infrastructure is combined with sophisticated control systems and intelligent components with bi-directional communication capabilities to ensure the secure and reliable operation of the transmission systems. The evolving cyber security threats require implementation of adequate protection
measures that should reflect the multi-actor environment of the contemporary power systems. To counterD8.4 Cyber Security communication procedures and impact of disruption events
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act the cybersecurity risks, the TSOs should apply consistent cybersecurity policy on company level. The policy should be based on risk management procedures and regular revisions, ensuring that vulnerabilities are
detected, and adequate protection measures are in place. While this approach is recognized as acceptable
and effective for the CROSSBOW TSOs, it is still not regular practice in the whole region, as was already observed and discussed in Deliverable 3.2 of this project [2]. Aiming to bridge this gap, this document synthesizes the regulatory framework that prescribes the obligations of the actors in electricity sector and proposes
a cybersecurity framework on TSO level. The review of standards, guidelines and practices, as well as experiences from past incidents on the wider energy sector serve to develop recommendations that are applicable
for the TSOs.
Considering the holistic approach in development of cybersecurity frameworks that incorporates people,
processes and products, the products implemented by TSOs should be developed considering the requirements for data protection and cybersecurity. The products that are used for communication, monitoring and
control purposes have to include certain cybersecurity functionalities and ensure application of relevant
standards. These recommendations are followed for all CROSSBOW products where communication between devices is expected. Furthermore, the innovative technologies implemented in the CROSSBOW ecosystem introduce additional cybersecurity measures that reduce the possible misuse of data and intrusions
in the information networks. These characteristics of the products are essential for their further implementation by the TSOs. As the TSOs are responsible for the operation, security and maintenance of the transmission systems, they have the responsibility to use products that will not jeopardize their operation due to
vulnerabilities to cybersecurity threats.
The policy on company level should complement national actions to increase cybersecurity. This means that
exchange of information in networks of trust and raising awareness of current threats should be established
on national level and EU/international level. The implementation of some parts of the EU cybersecurity legislation in the Western Balkan countries is supported by the Energy Community Secretariat (EnCS). This creates a stimulating environment to increase the cybersecurity capabilities in these countries and start the
implementation of the EU practices before the actual adoption and implementation of the relevant directives
and regulations.

1.3 Structure of the Document
The Chapter 2 of this document provides an overview of the cybersecurity legislation with emphasis on its
impacts on electricity sector. The objective of this Chapter is to extract the cybersecurity obligations for TSOs
that are stipulated in the legislation and to investigate the relations between relevant entities on national
and EU level.
The Chapter 3 provides an overview of assets and threats in the energy sector, with emphasis on power
systems. It also describes the current practices on incidents notification, based on the identification of obligations from the legislation and relevant guidelines. Furthermore, this Chapter describes the notable incidents in the energy sector and the lessons learnt from the analyses of the past incidents. The investigations
in this chapter are used to summarize the general impacts of cybersecurity attacks in power systems.
The relevant standards, guidelines and regulation in energy automation are described in Chapter 4. These
assets are often target to cyber-attacks, so implementation of the relevant standards is essential in providing
certain level of security. This chapter also describes the current practices in industry related to cybersecurity.
The focus is on traditional industries, including power plants and establishment of programs for their cybersecurity.
The Chapter 5 describes the cybersecurity requirements in CROSSBOW products. As the CROSSBOW WAMAS
is the product that provides data for the other products in the CROSSBOW ecosystem, the focus is on the
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cybersecurity requirements and the applied cybersecurity practices in this product. Furthermore, the cybersecurity controls of the GUIs in CROSSBOW products are described in detail. The implementation of decentralized technologies introduces specific cybersecurity measures, which are described in detail for the CROSSBOW Ancillary Market (AM) product.
The best practices for developing and deploying secure interfaces to reduce cybersecurity risks in integrated
systems are presented in Chapter 6, along with general recommendations from other European projects. This
chapter also includes proposal for a cybersecurity framework on TSO level, with description of tasks and
processes that are required to develop consistent cybersecurity policy at company level.
The final chapter summarizes the investigations of the previous chapters and points out conclusions from
each of the chapters in the document.
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2

Legislation related to security of networks and infrastructure

The effects of cyber incidents may spread across various sectors and across borders. Aiming to provide an
effective response to cyber threats, EU cybersecurity legislation has horizontal and intersectoral approach.
The following subchapters explain the general features of the EU cybersecurity framework and the specifics
related to the electricity sector.

2.1 EU: Directive on the identification and designation of European critical infrastructure
The “Directive 2008/114/EC on identification and designation of European critical infrastructures and assessment of the need to improve their protection” (Critical Infrastructure Directive) [1] sets the EU process for
identification and designation of European critical infrastructure (ECI) and establishes the approach for improvement of their protection. The process of identification of ECIs should consider the possible economic
and social effects. As the Critical Infrastructure Directive applies to the energy and transport sectors, the
identification process should apply specific sectoral criteria for each ECI. The Critical Infrastructure Directive
sets the requirements for development of operator security plans and security liaison officer for each ECI.
The operator security plan should identify critical assets of the ECI and develop protection measures. The
security liaison represents the communication link between the ECI operator and the relevant authority in
the country. Furthermore, the Critical Infrastructure Directive has been developed to facilitate cooperation
between EU countries against disturbances on ECIs that spread over two or more EU countries and to increase cooperation on EU level. The EU MSs should perform assessments of risks and report biannually to
the EC the assessed risks of threats and vulnerabilities.
The key points of the Critical Infrastructure Directive have been discussed in the Deliverable 3.2 of this Project
[2], with emphasis on the obligations of the designated ECIs. Since the completion of [2], the European Commission (EC) has published а document on external evaluation of the Critical Infrastructure Directive [3]. According to this document [3], the objective for creation of common framework for identification and designation of ECIs is not entirely fulfilled. Furthermore, since the adoption of the Critical Infrastructure Directive,
the circumstances and threats have changed significantly, so it can be concluded that at present its relevance
is partial. While its effects on national level are observable by the designated ECIs and the development of
protective measures, the major challenge is the sectoral approach instead of a systematic, wider approach
that considers both sectoral criticalities and intersectoral dependencies. According to [3], the Critical Infrastructure Directive has provided the adequate environment for improvement of national legislation and obligation as well as increasing the awareness of all stakeholders in EU MSs that had no obligations for protection of critical infrastructures prior the transposition of this Directive. Significant activities have been
performed to initialize and achieve protection of ECIs, which in some EU MSs expanded to building resilience
as well. This is considered as added value of the Critical Infrastructure Directive, especially considering that
the process for development of frameworks for protection of critical infrastructure on national level would
have required higher costs, longer time, and unnecessary use of resources. In addition, its consistency to
other EU legislation related to energy and transport is evident.
The evolution of threats as well as the strong cross-border and interconnected structure of critical infrastructure and all the services it delivers might reduce the relevance of the Critical Infrastructure Directive in the
future. Therefore, the development of protection of ECIs (total of 93 ECIs have been designated in the EU)
should envisage expansion to other sectors and take interdependencies between sectors into account. Similar approach is already presented in the “Directive (EU) 2016/1148 of the European Parliament and of the
Council of 6 July 2016 concerning measures for a high common level of security of network and information
systems across the Union” (NIS Directive) [4]. Additionally, the revision of the European Programme for Critical Infrastructure protection (EPCIP) [5] from 2013 introduced the need to increase the cross-border interdependencies as well as interdependencies among critical infrastructures, industry and state actors. A step
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further would be introducing and building resilience of the critical infrastructures as a natural extension of
the prevention, preparedness and response approach already in place.

2.2 EU: Directive on security of network and information systems – NIS Directive
The NIS Directive [4] is the centrepiece of the EU legislation on cybersecurity. The key objectives and obligations of the NIS Directive have already been discussed in the Deliverable 3.2 of this Project [2]. For the purpose of this document, the most important aspects are the incident response procedures and practices which
are performed in cooperation between national competent authorities (NCAs), single points of contact
(SPOCs) and Computer Security Incident Response Teams (CSIRTs). The EU MSs may designate one or more
NCAs and their responsibility is to monitor the implementation of the NIS Directive on national level, with
tasks ranging from incident reporting, setting security measures, receiving and handling incident notifications, supervision in implementation of the Directive and identification of OESs. The SPOCs are responsible
for maintaining cross-border cooperation between EU MSs with regards to incidents notifications. The NCA
and the SPOC are the same entity if only one NCA is designated on national level. The designated national
CSIRTs are responsible for monitoring incidents, providing early warnings, responding to incidents, performing risk and incident analysis, and participating in the CSIRTs Network. The network of CSIRTs is established
to facilitate cooperation on incident reporting between the EU countries. The cooperation on EU level is
ensured by establishment of the NIS Cooperation Group [4] consisting of representatives of EU MSs, the EC
and the EU Agency for cybersecurity (ENISA). Since 2018, the NIS Cooperation group has issued a number of
reference documents and guidelines to support the implementation of the NIS Directive. These documents
are discussed further in the text.
The NIS Directive also envisages identification and designation of OESs and digital service providers, the former encompassing the network operators and suppliers in the electricity sector, as defined in Article 2, points
4, 6 and 19 of the “Directive 2009/72/EC of the European Parliament and of the Council of 13 July 2009
concerning common rules for the internal market in electricity and repealing Directive 2003/54/EC” [6]. According to the provisions of the NIS Directive [4], the identification of OESs is the first step in their protection.
The OESs have obligation to maintain the security of their network and information systems, i.e. “to resist,
at a given level of confidence, any action that compromises the availability, authenticity, integrity or confidentiality of stored or transmitted or processed data or the related services offered by, or accessible via,
those network and information systems.”1 The OESs are obligated to have the appropriate technical and
organizational capacities for managing the security risks of their networks and information systems and to
follow the outlined procedures for reporting incidents that impose significant impact on the services they
provide [4]. This means that they should notify the NCA or CSIRT without unnecessary delay of any significant
incident and that they should take all appropriate measures to minimize impacts of incidents on their networks and systems.

2.3 EU: Cybersecurity Act
The “Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU) No 526/2013” (Cybersecurity Act) [7] entered in force June
2019 and is the EU Regulation that is designed to complement the NIS Directive [4], introducing two new key
aspects: 1) permanent mandate for ENISA, with new tasks and responsibilities in cybersecurity; 2) EU rules
for certification of products, processes and services. ENISA was established by the Regulation (EC) No

1

NIS Directive: Article 4 (2)
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460/2004 and its tasks and mandate have been extended several times until the adoption of the Cybersecurity Act.
According to the Cybersecurity Act [7], ENISA shall:
•

contribute to the development and implementation of the EU cybersecurity policy and law,

•

support capacity-building on national and EU level, especially by supporting development of CSIRTs,

•

support operational cooperation among EU MSs as well as EU institutions, bodies, offices, agencies
and stakeholders,

•

support the certification of ICT products, services and processes,

•

contribute to increase of information and knowledge exchange, increase of public awareness and
promote education on cybersecurity,

•

support international cooperation with third countries and international organizations, as well as
within international cooperation frameworks for issues related to cybersecurity.

In terms of operational cooperation [7], ENISA shall contribute to the development of cooperative response
at EU level and at EU MSs level to large-scale cross-border incidents and crisis related to cybersecurity. The
Cybersecurity Act sets the role of ENISA in establishing and maintaining the certification process as ENISA is
responsible for development of its technical background and certification schemes. In fact, ENISA shall provide guidelines and develop good practices on requirements for ICT products, ICT services and ICT processes
in cooperation with national authorities responsible for the certification process and the relevant industry. It
shall also facilitate the development of standards for risk management and security of ICT products, ICT services and ICT processes. With regards to OESs, ENISA shall cooperate with EU MSs and industry in the development of the technical aspects of the security requirements for OESs in accordance with existing standards
and the NIS Directive provisions.
The development of the European Cybersecurity Certification Framework has the objective to create certification schemes for ICT products, ICT services and ICT processes that shall be valid across the EU. The lifecycle
of the scheme and the responsibilities of the relevant entities are presented in Figure 1, [8].

Figure 1 Lifecycle of the certification scheme [8]

The certification schemes should fulfil clearly defined objectives [7] including:
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•

data protection,

•

authorization of access and recording of accessed data, services and functions,

•

identification of dependencies and vulnerabilities and their documentation,

•

verification that ICT products, ICT services and ICT processes do not contain known vulnerabilities,

•

restoration of availability and access to data, services and functions after incidents,

•

security of ICT products, ICT services and ICT processes by-default and by-design and ensuring that
they are provided with software and hardware with no publicly known vulnerabilities.

The certification scheme should provide three levels of assurance for certified products (basic, substantial
and high). A provisional representation of the certification process for basic / substantial level of assurance
of a product is presented on Figure 2. The Article 54 of the Cybersecurity Act [7] prescribes the minimum
elements that should be contained in the European cybersecurity certification scheme. The cybersecurity
certification is voluntary unless otherwise prescribed by EU or MSs law. The Cybersecurity Act [7] also provides the conditions to be met for mutual recognition of certification schemes with third countries.

Figure 2 Provisional certification scheme [8]

The objective of the establishment of the European Cybersecurity Certification Group (ECCG) is to aid and
advice the EC in the implementation of the Cybersecurity Act, especially in certification issues. According to
the Cybersecurity Act [7], ECCG shall advise ENISA and may request ENISA to prepare candidate certification
schemes, adopt opinion on candidate schemes prepared by ENISA and adopt opinion addressed to the EC
with regards to maintenance and review of existing schemes. It should also recommend ENISA to engage in
addressing gaps on certification in existing standards with international standardization organizations. Furthermore, ECCG shall support the alignment of the certification schemes with international standards. ECCG
has an essential role in capacity-building and information-sharing with national certification authorities related to certification. ECCG is also responsible to follow developments and exchange information on good
practices in certification procedures as well as support the peer assessment mechanisms according to the
rules for cybersecurity certification.
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The Cybersecurity Act [7] also envisages establishment of a Stakeholder Cybersecurity Cooperation Group
(SCCG) that will have an advisory role for the EC on strategic cybersecurity issues and will assist in the preparation of the Union rolling work programme (URWP). The first version of the URWP should be published no
later than 28 June 2020 and its objective is to include a list of ICT products, ICT services and ICT processes or
categories to benefit from the European cybersecurity certification scheme. The list [7] should consider existing national cybersecurity schemes, relevant law and policy, market development, threats development
and requests for specific candidate schemes form ECCG.

2.4 EU: Blueprint for rapid emergency response
The “Regulation (EU) No 347/2013 of the European Parliament and of the Council of 17 April 2013 on guidelines for trans-European energy infrastructure and repealing Decision No 1364/2006/EC and amending Regulations (EC) No 713/2009, (EC) No 714/2009 and (EC) No 715/2009” (Blueprint) [9] has been adopted in
2017 to facilitate timely and effective response to large-scale cybersecurity attacks. The Blueprint [9] provides tools and actions in response to cybersecurity incident that is “too extensive for a concerned Member
State to handle on its own or when it affects two or more MSs with such a wide-ranging impact of technical
or political significance that it requires timely coordination and response at Union political level”2. The Blueprint [9] sets the objectives and modes of operation between EU MSs and EU institutions in response to largescale incidents, including the Integrated Political Crisis Response (IPCR) arrangement at EU political level and
the general rapid alert system (ARGUS) that links all specialized emergency systems.
The primary response to large-scale cybersecurity attacks and crisis is obligation of the EU MSs, but EU institutions gain substantial role in the process. Apart from the institutions and bodies responsible for police and
military intelligence, the cooperation on technical level is supported by ENISA, CSIRTs Network and Computer
Emergency Response Team for the EU institutions (CERT-EU). The recommendations from the Blueprint [9]
may be summarized in the following key points:
•

EU MSs and EU institutions should establish EU Cybersecurity Crisis Response Framework based on
the Blueprint. The framework should identify actors and roles at technical, operational and strategic/political level and develop standard operating procedures for their cooperation.

•

EU MSs should address cybersecurity incident response through the available national mechanisms
and provide procedures for cooperation on EU level. Furthermore, EU MSs should use the existing
and developing EU programmes and mechanisms to ensure cooperation during actual crisis. EU MSs
are obligated to ensure efficient information flow in the context of crisis management.

•

EU MSs and ENISA should cooperate in development and adoption of common taxonomy and reporting templates that will provide adequate information on the causes and impacts of the incidents.
The work should be done considering available guidelines developed by the NIS Cooperation Group.

•

EU MSs with support of ENISA should use the opportunity to exercise their response to large-scale
incidents and use lessons learned to improve the developed response practices.

The core objectives of the Blueprint are to enable effective response, to share situational awareness, i.e.
sufficient understanding of events by relevant stakeholders on technical, operational, and political level and
to agree on key public communication messages. These objectives should be achieved on the principles of
proportionality, subsidiarity, complementarity, and confidentiality of information.

2

Recital (2), Blueprint for rapid emergency response
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The cybersecurity incident response at EU level is presented in Figure 3. The national activities and cooperation at CSIRT Network level are carried out during the incident, based on the principles of proportionality and
subsidiarity, regardless of the activation of the EU crisis management mechanisms.

Figure 3 Cybersecurity incident response on EU level [9]

2.5 EU: Directive on attacks against information systems
The “Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks
against information systems and replacing Council Framework Decision 2005/222/JHA” (Directive
2013/40/EU) [10] establishes the minimum rules concerning the definition of criminal offences and relevant
sanctions. The objective of the Directive 2013/40/EU is to harmonize the rules on attacks against information
systems across Europe and to improve the cooperation between relevant authorities in EU MSs as well as
the EU agencies and bodies. In fact, this Directive [10] complements the regulative framework in cybersecurity by introducing criminal penalties for the actions that jeopardize information systems. The subject matter
and scope of the Directive 2013/40/EU take into account the importance of ECIs and the effects of largescale attacks on these systems stating that the cross-border impact of the cyber-attacks should be mitigated
with effective protection and defence measures and discouraged by effective sanctioning.
The Directive 2013/40/EU sets the definitions and common elements of criminal offences (illegal system interference, illegal data interference, illegal interception and illegal access to information systems) aiming to
ensure a consistence in the approach of EU MSs in application of the Directive [10]. Furthermore, the EU MSs
are obligated to set effective, adequate, and discouraging penalties against cyber-attacks given their own
estimation on the seriousness and the effects of the action (minor vs. major). However, the minimum levels
of maximum penalties are provided in the Directive [10]. The Directive 2013/40/EU also recognizes that the
attacks may be planned and organized in one place and executed in another, so appropriate jurisdiction is
established, considering the place where the attacker (offender) is physically present when committing the
offence, the location of the targeted system, the nationality and residence of the attacker and the location
of the establishment of the legal person that benefits from the offence.
The Report [11] on the application of the Directive 2013/40/EU states that since the transposition of the
Directive by EU MSs, a substantial progress in criminalizing of cyberattacks across the EU has been accomplished. The analyses show that improvements are expected in the use of the definitions of the Directive
2013/40/EU. Furthermore, the challenges for relating the actions to offences and creating common standards for penalizing cyberattacks should be met. Other issues in implementation are related to administrative
issues, reporting and monitoring.
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2.6 EU: Next steps in cybersecurity regulation - proposal for European Cybersecurity Industrial
Technology and Research Competence Centre and Network of National Coordination Centres
A Proposal for a Regulation on establishment of a European Cybersecurity Industrial Technology and Research Competence Centre (Competence Centre) and Network of National Coordination Centres [12] is developed and it builds on the adopted NIS Directive [4] and Cybersecurity Act [7]. It aims to use the available
capacity across the EU to support maintaining and developing the technological and industrial capacities related to cybersecurity, thus increasing the competitiveness of EU industries on global level and secure EU
Digital Market.
According to the current version of the Proposal [12], the objectives of the Competence Centre should be
carried out through various tasks aiming to facilitate and help in the coordination of the Network of National
Coordination Centres, to contribute to the cybersecurity part in the Digital Europe Programme [13] and of
Horizon Europe Programme [14] and to increase cybersecurity capabilities, knowledge and infrastructures at
the service of industries, the public sector and the research community. In addition, the objectives of the
Competence Centre would be to contribute to large-scale deployment of cybersecurity products and solutions, to reduce skill gaps and increase cybersecurity knowledge and understanding, to reinforce cybersecurity research and development at EU level and to help the cooperation and synergies between civil and defence sectors.
The Proposal [12] envisages nomination of National Coordination Centre by each MS and the EC shall decide
for the accreditation of that entity as National Coordination Centre based on the criteria stipulated in the
proposed Regulation. The National Coordination Centre shall become a part of the Network of National Coordination Centres, thus gaining the opportunity to access the technological expertise in cybersecurity, engage with the industry and research community as well as to support the Coordination Centre and the Network of Coordination Centres in fulfilling their objectives.

2.7 EU: Clean Energy for all Europeans package
Clean Energy for all Europeans is the new legislation package consisting of eight acts that address the energy
sector. The acts encompass energy performance of buildings, renewable energy, energy efficiency, EU governance system for integrated 10-year national energy and climate plans, electricity market design, risk preparedness of the electricity sector and introduction of a stronger role of the Agency for the Cooperation of
Energy Regulators (ACER).
The “Regulation (EU) 2019/941 of the European Parliament and of the Council of 5 June 2019 on risk-preparedness in the electricity sector and repealing Directive 2005/89/EC” [15] recognizes cyberattacks among extreme circumstances for the electricity systems: “The consequences of electricity crises often extend beyond
national borders. Even where such crises start locally, their effects can rapidly spread across borders. Some
extreme circumstances, such as cold spells, heat waves or cyberattacks, may affect entire regions at the same
time.”3 The Regulation (EU) 2019/941 [15] actually takes into account the complementarity with the NIS Directive [4] and ensures that cyber-incidents are recognized as risk and accounted for in the risk preparedness
plans. Further on, the Regulation (EU) 2019/941 [15] stipulates the establishment of NCAs as well as development of Methodology for identifying regional electricity crisis scenarios [16] by the European Network of
Transmission System Operators for Electricity (ENTSO-E). The Methodology was proposed and has recently
(March 2020) been approved by ACER. The Methodology [16] has introduced cyberattacks as hazards that

3

Recital (2), Regulation (EU) 2019/941
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could initiate electricity crisis scenarios, i.e. they are listed under “consequential hazards including consequences of malicious attacks and of fuel shortages”. As required in the Regulation (EU) 2019/941 [15] and
based on the Methodology [16], the relevant regional electricity crisis scenarios should be developed by ENTSO-E within the six months of the approval of the Methodology and submit the proposals to the regional
security centres, TSOs, competent authorities and Electricity Coordination Group (ECG). National crisis scenarios should be developed by the NCAs within four months after the identification of the regional scenarios
and discussed with the relevant national authorities, including the TSOs. The regional and national electricity
crisis scenarios are the basis upon which the risk-preparedness plans are developed. The NCA of each EU MS
in cooperation with the relevant stakeholders develop the risk-preparedness plans that should prevent, prepare and mitigate the electricity crisis. The Regulation (EU) 2019/941 [15] takes in consideration the need for
cooperation between EU MSs and EnC CPs in terms of identification of electricity crisis, development of crisis
scenarios and risk-preparedness plans. These activities should result with solutions that do not allow jeopardizing the security of supply of EU MSs and EnC CPs. For these purposes, the EC may invite EnC CPs to
participate in the ECG.
“Regulation (EU) 2019/943 of the European Parliament and of the Council of 5 June 2019 on the internal
market for electricity” [17] introduces cybersecurity within the tasks of ENTSO-E and of the EU Distribution
System Operators (DSO) entity. Namely, ENTSO-E has the task to promote cybersecurity and the tasks of EU
DSO entity include data management and protection and cybersecurity in cooperation with relevant authorities and regulated entities. Furthermore, the Regulation (EU) 2019/943 [17] stipulates establishment of Network Code on Cybersecurity with rules on minimum requirements, planning, monitoring, reporting and crisis
management.

2.8 EC recommendation on cybersecurity in the energy sector
The horizontal approach in cybersecurity introduced in the NIS Directive provides the essential conditions for
implementation of measures that should increase the cybersecurity in several sectors, including the energy
sector. However, each sector has certain specifics that need to be further addressed. The EC Recommendation on cybersecurity in the energy sector [18] takes into account the real-time requirements of the energy
systems, the possibility of cascading effects and the existence of both legacy and state-of-the-art technology,
and identifies the main actions that should increase the cybersecurity preparedness in the energy sector. The
recommendations introduced in [18] are dedicated to energy network operators, which implies they should
be followed by all network operators, not only designated OESs.
The real-time operation of the energy sector is a great challenge in introducing cybersecurity measures. As
some actions and commands in these systems are performed in timespans of several milliseconds, the “realtime” limitation is considered a challenge that has to be addressed through adequate solutions. In this regard,
the Recommendation on cybersecurity in the energy sector [18] proposes that OESs implement the most
recent international standards for real-time communication, cybersecurity and installations. They need to
provide additional physical protection on legacy installations so that high level of cybersecurity is achieved.
In addition, the Recommendation on cybersecurity in the energy sector [18] prescribes that network operators consider the use of private versus public networks for tele-protection. When public networks are used,
the network operators should ensure the allocation of specific bandwidth and the required latency and communication security. The Recommendation [18] also prescribes organizing the system into several zones with
specific common time and process constraints so adequate measures are implemented for each zone. Where
applicable, the network operators should choose a secure communication protocol between the installations
and the management systems and authentication protocol for machine-machine communication that are
adequate to the real-time constraints [18].
The possible disruptions caused by cyberattacks may have cascading-effects on the highly interconnected
electricity systems across Europe. Therefore, the Recommendation on cybersecurity in the energy sector [18]
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proposes that network operators, especially designated OESs along with other relevant stakeholders should
assess their interdependencies and criticality in case of successful cyberattack. They should set structured
communication procedures, including communication with CSIRTs, which is in line with the NIS Directive [4].
Furthermore, the Recommendation [18] proposes that cybersecurity measures should reflect the assessed
level of criticality, with adequate measures for new Internet of Things devices. Also, the network operators
should consider the cyber-physical effects to the system should establish and apply criteria that shall improve
the system’s resilience [18].
The coexistence of legacy and state-of-the-art equipment is another challenge in the process of development
and implementation of cybersecurity measures. The Recommendation [18] prescribes obligations for network operators and for technology providers. In fact, the network operators and technology providers should
follow international cybersecurity standards to the possible extent. Customers and other stakeholders should
adopt a cybersecurity-oriented approach for their systems/equipment connected to the electricity network.
The technology providers are obligated to provide tested solutions for known cybersecurity issues for legacy
and new equipment free of charge. The network operators are obligated to [18]:
•

carefully consider the possible vulnerabilities when connecting legacy and new equipment,

•

conduct risk analyses on legacy equipment,

•

update software and hardware whenever possible,

•

enable automated monitoring and analysis capability for legacy and Internet of Things devices, and

•

take measures against attacks coming from maliciously controlled consumer devices and applications.

The network operators should cooperate with technology providers for replacement of legacy systems if
assessed as useful for cybersecurity reasons but considering the essential functions of the system. The tenders published by the network operators should be formulated in such manner that adequate care is taken
to introduce cybersecurity features of new equipment, ensure that security updates are available and that
the obligations of the vendors are well known in advance.

2.9 EU: Network Code on Cybersecurity
The Regulation (EU) 2019/943 [17] prescribes the establishment of sector-specific rules to tackle the issue of
cybersecurity for electricity systems, i.e. Network Code on Cybersecurity. The Smart Grid Task Force Expert
Group 2 has been working on recommendations for the Network Code on Cybersecurity and the final version
of the “Recommendations to the European Commission for the Implementation of Sector-Specific Rules for
Cybersecurity Aspects of Cross-Border Electricity Flows, on Common Minimum Requirements, Planning,
Monitoring, Reporting and Crisis Management” (SGTF EG2 Recommendations) [19] was published last year
(June 2019).
The SGTF EG2 Recommendations [19] on the structure of the Network Code on Cybersecurity are presented
in Figure 4 and can be summarized as follows:
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•

baseline protection for energy system operators: fulfil minimum security requirements as for the EU
Energy System in accordance with the Cybersecurity Act [7] and setup the information security management systems in accordance with ISO/IEC 27001:20134 and include controls of the ISO/IEC
27002:20135 and ISO/IEC 27019:20176 standards for risk management,

•

advanced cybersecurity implementation for energy systems OESs: protect infrastructure and perform risk management process for the related supply chains, provide protection against cross-border
and cross organizational risks through risk assessment and treatment, participate in an early warning
system,

•

supportive elements and tools: use sector-specific guidance on crisis management for operators and
implement supply chain security for operators, use tool to assess the maturity of the cybersecurity
system implementation and direct its further development.

Figure 4 Proposed structure of the Network Code on Cybersecurity [19]

The baseline protection should be common for all network operators and provide minimum level of security
without limiting the decisions of the system operators to implement higher security measures [19]. It also
takes in consideration that there are differences in the capabilities and capacities of system operators for
implementation of cybersecurity measures. Following the principles of baseline protection, the operators
should have cybersecurity practices and processes implemented on organization level. This is ensured by

ISO/IEC 27001:2017 Information technology – Security techniques – Information security management systems Requirements, is the updated version of this standard (included corrections Cor 1:2014 and Cor 2:2015). The new version
is used further in the text
4

ISO/IEC 27002:2017 Information technology – Security techniques – Code of practice for information security controls,
is the updated version of this standard (included corrections Cor 1:2014 and Cor 2:2015). The new version is used further
in the text
5

ISO/IEC 27019:2020 Information technology – Security techniques – Information security controls for the energy utility
industry, is the updated version of this standard (included corrections 2019-08). The new version is used further in the text
6
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implementation of Information Security Management Systems (ISMS) according to International Standardization organization/International Electrotechnical Commission (ISO/IEC) 27001:2017 and with controls of the
ISO/IEC 27002:2017 and ISO/IEC 27019:2020 standards7.
Risk assessment is essential tool of the ISMS and is used for uncovering the possible threats and for the
overall cybersecurity risk management. In accordance with the SGTF EG2 Recommendations [19], the risks
should encompass the risks that are specific for the organization, the risks that are common for the transmission and distribution systems and the risks that are industry specific. Therefore, the system operators
should maintain records of incidents and threats, while ENTSO-E and EU DSO entity should keep records of
known basic risks and threats and ENISA should provide annual updates of threats for TSOs and DSOs. The
next step is to map the threats to the assets with the aim to decide which assets are already under minimum
or required level of protection and which assets require deployment of new/additional measures. In this
regard, the SGTF EG2 Recommendations [19] propose using an infrastructure network plan and categorization of assets. As proposed in [19] ACER in cooperation with ENTSO-E and EU DSO entity, should align the
approach on categorization of assets with national regulatory agencies.
The baseline protection key feature is application of European cybersecurity certification schemes introduced
in the Cybersecurity Act [7]. SGTF EG2 Recommendations [19] propose that system operators use certified
ICT products, processes and services, given that a certification scheme is established and components are
available from at least two providers. However, the major challenge is the requirement of adequate support
during the whole life of the products, processes or services and the requirement to replace components of
legacy systems that do not satisfy the minimum-security requirements. Therefore, the minimum-security requirements are derived considering the implementation of standards on ISMS and risk management for the
network operators as well as implementation of required technical standards that shall become part of the
certification scheme by equipment producers. Implementation of standards related to cybersecurity is also
a requirement for the deployment companies (i.e. system integrators) because of their intermediate functions of integrating ICT products into the ICT infrastructure of the network operators. The SGTF EG2 Recommendations [19] propose a methodology for determining the minimum-security requirements for the complex electricity systems which involves active participation of ENTSO-E and the EU DSO entity as well as
cooperation with ENISA in terms of development of certification scheme and cooperation with the EC for
interventions in international standards that should be applied in the certification. The minimum-security
requirements are based on the European reference architecture, as Smart Grid Architectural Models
(SGAMs), with defined role models for the infrastructure. As it is a reference model, it does not have to reflect
current (deployed) infrastructure.
The advanced cybersecurity implementation for OESs consists of four essential blocks and should provide
protection beyond the baseline protection intended for all system operators. The first block refers to protection of current infrastructure. It should be based on the above-mentioned methodology for minimum-security requirements but implemented on current infrastructure rather than the European reference architecture. This means that the OESs should choose their products, services and processes which may deviate from
the European cybersecurity certification schemes if they provide evidence that the level of protection is at
least equal as the one defined with the minimum-security requirements. The evidence should be derived
from the conducted risk assessment and risk-management procedures described in the above-mentioned
methodology. According to the SGTF EG2 Recommendations [19], NCAs might recommend this risk-based
approach to all energy system operators.

7

More details on the standards mentioned in this section and other relevant standards is available in subsection 4.1 of
this document.
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The second building block addresses the objective to create trust in the components supply chain in the
energy sector. Besides the security of supply chains defined in international standards, SGTF EG2 Recommendations [19] propose following ISO/IEC 27001:2017 for supply chain risk management and review of controls
of 27002:2017 and ISO/IEC 27019:2020 on regular basis. Identified risks should be addressed with adequate
counter measures.
The third block is related to cross-border and cross-organizational cyber risk management. The objective is
to improve the resilience of the highly interconnected networks. In this context, the SGTF EG2 Recommendations [19] propose establishment of a cybersecurity risk management advisory group for the electricity
sector that should contribute to identification and management of cross-border and cross-organizational
risks. The advisory group should define and then validate and maintain common risk identification and risk
impact assessment models that can be used by all operators. The group should contribute to building principles and guidelines on the practical implementation of cybersecurity measures.
The fourth block addresses the need of participation of OESs and other operators in an early warning system,
which goes a step beyond the proposed information exchanges and procedures emerging from the implementation of the NIS Directive [4].
The supportive elements of the Network Code on Cybersecurity are introduced with the aim to achieve consistent application of the Code across EU MSs. The supportive elements include guidelines and best practices
on cybersecurity measures as well as tools to assess the level of maturity of the implemented cybersecurity
measures and the level of implementation of the Network Code on Cybersecurity.

2.10 EnC regulation: Energy Community Procedural Act related to cybersecurity
Considering the growing importance of cybersecurity, the EnC adopted the “Procedural Act of the Ministerial
council of the EnC on the Establishment of an Energy Community Coordination Group for Cybersecurity and
Critical Infrastructure” (Procedural Act 2018/2/MC-EnC) [20]. The main obligations emerging from the Procedural Act 2018/2/MC-EnC transfer some of the obligations from Critical Infrastructure Directive [1] and
from the NIS Directive [4]. Namely, these obligations include:
•

establishment of a coordination group for cybersecurity and critical infrastructure within the EnC
(CyberCG) with an aim to promote high level security of network and information systems and of
critical infrastructure,

•

designation of one or more NCAs and SPOC for the security of network and for critical infrastructures
by EnC CPs, and

•

designation of one or more national CSIRTs.

For the electricity sector the SPOC and NCA should cover electricity generation, supply, market operation,
distribution, transmission, and storage. The Procedural Act 2018/2/MC-EnC [20] also introduces obligations
on the EnC CPs to identify critical infrastructures in CPs and to report on the applied security measures and
operator security plans, which is in accordance with Critical Infrastructure Directive [1]. Furthermore, the EnC
CPs should report on the obligations set to digital services providers and electronic communications operators related to security requirements for energy trading and balancing services. The EnC CPs have the obligation to report on the identification process and the adopted criteria for significance of disruptions [20].

2.11 Overview of cybersecurity framework with emphasis on electricity sector
The Figure 5 shows an overview of the general relations emerging from the cybersecurity regulative framework. The red lines show the entities having obligations from the various legislative acts, the blue lines represent cooperation and interdependencies between various entities and legislation and green lines show
outputs that are envisaged by implementation of the legislative acts. Apart from adopted legislation, Figure
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5 also includes the relevant legislation proposals which are discussed in the previous sections and which
should be adopted in near future.
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Figure 5 Overview of major relations and actors in cybersecurity-related legislation landscape

The graphical representation from Figure 5 shows the complementarity of the cybersecurity legislation and
the energy (electricity) related legislation. While the NIS Directive and the Cybersecurity Act lay down the
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essential obligations for EU MSs and European bodies/authorities in the field of cybersecurity, they also introduce obligations for entities with cybersecurity risks, as OESs, which also include TSOs. Additional obligations emerge from electricity legislation, especially from the Regulation (EU) 2019/941 [15] on risk preparedness and the Recommendation on cybersecurity in the energy sector [18]. For example, Figure 5 shows that
risk preparedness plans are developed on the basis of crisis scenarios, which are established by cooperation
of relevant stakeholders of the electricity sector. The preparedness plans include cyber-attacks as extreme
circumstances for which the network operators should be prepared. Furthermore, the Recommendation on
cybersecurity in the energy sector [18] takes into consideration the possible cascading effects of cyber-attacks and recommends implementation of the incident reporting procedures established by the NIS Directive.
Another important aspect of the cybersecurity framework is that it includes the technology suppliers (industry) in the chain of responsible entities for achieving improvements in cybersecurity. The steps undertaken
with the adoption of the Recommendation on cybersecurity in the energy sector and the Proposal on Regulation on establishment of a European Cybersecurity Industrial Technology and Research Competence Centre
and Network of National Coordination Centres show the increasing importance of aligning security measures
in ICT products and components at the stage of their development and production. Combining the cybersecurity solutions implemented at product level with implementation of international standards and structured
certification schemes will contribute to increased level of cybersecurity protection on network level. The
establishment of the Network Code on Cybersecurity should provide the links between the certification of
products, as proposed by the Cybersecurity Act, and the development of minimum-security requirements for
network operators.
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3

Cyber incident communication procedures and impact awareness

The operation of complex systems as contemporary power systems requires new tools and applications that
are based on ICT. While the strong synergy between the electricity and ICT infrastructure enables the transition of the power systems towards Smart Grids (SGs), it also increases the concerns for cybersecurity of these
systems. The electricity industry, technology providers, vendors, deployment and system integrator companies are all facing threats that are evolving very fast and jeopardize the functioning of the products, services
and operation of systems they design or use. This is the major reason why stakeholders from electricity and
ICT sectors are developing frameworks to assess risks of threats, increase security and build up systems’
resilience. The efforts combine setting adequate legislation framework to enable stakeholders to assess risks
and mitigate consequences; establishing international standards for the entire chain starting from products
to systems; setting up risk-management processes based on good practice for the electricity sector and enable cooperation between various stakeholders. In fact, these efforts should help in building up trust between
stakeholders, improving procedures for cyber incidents reporting, increasing systems preparedness and raising awareness on cyber hygiene.

3.1 Assets and threats
The assets used in power systems that are related to information systems have been already discussed in
Deliverable 3.2 of this Project [2]. This section provides additional input, aiming to provide sufficient information for the overview and analyses of notable cybersecurity events in power systems.

3.1.1 Assets
The assets that are related to information and control systems include [21]: physical components of the electricity system (cables, relays, transformers, switches, automation, sensors, FACTS devices, etc.); operational
information about electrical assets (status indicators, alerts, events, disturbance information); historical information (data that is stored for further use/or as legislation requirement); trending information (all information related to commercial issues); information system configuration (communication network topology,
internet protocol (IP) addresses, media access control (MAC) addresses, user credentials & permissions, configuration files, location data). The information systems and industry automation control systems (IACS) used
in power systems include software applications, various services for these applications, supervisory control
and data acquisition (SCADA) and other hardware components [2], [21]. Their operation is based on ICT and
exchange of data.
3.1.1.1 Industrial Automation Control Systems – SCADA
IACS-SCADA are among the essential assets of power systems as they enable remote acquisition and control
of other assets or infrastructures. The basic building blocks of each SCADA systems are the remote terminal
units (RTUs), the communication system, the master station/ central computer system and the human machines interface (HMI). Modern SCADA systems also contain intelligent electricity devices (IEDs), data concentrators, various sensors, programmable logic controllers (PLCs) and other hardware. Apart from the hardware components, SCADA systems include software (functions) that enable data acquisition and control,
databases, software for generating reports and accounts as well as HMI functions. Furthermore, advanced
software functions are implemented in SCADA systems used by electricity generation, transmission and distribution companies. Because of their central role in power system control as building blocks of Energy Management Systems and Distribution Management Systems, as well as due to their interdependencies to other
systems and infrastructure, provision of sufficient level of safety and security for these systems is crucial. The
security requirements of the IACS-SCADA should be considered during their development and design phase
as well as during their implementation and operation [22], [23].
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Due to their architecture, communication systems and software applications, SCADA systems are subject to
many vulnerabilities. According to [24], there were 135 public vulnerabilities notified for IACS in 2015, compared to 35 for the previous year. This is also highlighted by the fact that attacks against SCADA systems are
becoming more frequent on a global level, with factories, refineries and power plants being the most targeted. According to Dell, the number of SCADA attacks has increased from 91,676 in 2012 to 675,186 in 2014
and the countries with the most incidents were Finland, the United Kingdom and the United States of America
(USA). The most often exploited vulnerability was buffer overflow, followed by lack of input validation and
information exposure [22]. The full spectrum of exploited vulnerabilities in this period is shown in Figure 6.

Figure 6 Exploited vulnerabilities between 2012 and 2014 [25]

3.1.2 Threats
Critical information systems are exposed to a wide variety of threats that can be both of a cyber or physical
nature, as well as accidental or malicious. As such, their threat landscape consists of intrusions during data
transfer, software and communication equipment malfunctions, field assets malfunctions, physical attacks
(physical destruction of equipment), system intrusion, user errors and abuse of data. Reference documents
provide lists of frequent threats that are relevant for the electricity sector [21], [26] including physical attacks,
accidental damage, natural or environmental disasters, failures or malfunctions of devices, systems and services, outages, interception, nefarious activity and legal threats.
Considering IACS-SCADA, the threat landscape encompasses SCADA communication hacking, communication
systems outages, user (insider) incidents, malware, exploit-kits, rootkits, distributed denial of service and
data leakage [24]. The threats of SCADA systems are related to vulnerabilities as low use of intrusion detection systems, common vulnerabilities of ICT systems, low maintenance of firmware and software, legacy
RTUs security vulnerabilities, weak authentication methods in place, general lack of understanding of SCADA
system processes and operation and lack of training on cybersecurity by users, physical security of assets and
other vulnerabilities [24].
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Threats, of any nature, can often lead to data exfiltration, alteration, removal, and system mis-operation.
Human error or bugs can occur due to poor training, applications development loopholes, monitoring issues,
lack of maintenance [22], [23]. However, it is common to associate cyber threats with malicious attacks, for
example using malware or exploiting an inside error. Table 1 summarizes the types of cyber threats and their
impact.
Table 1 Cyber threat types [27]
Type

Objective

Frequency

Impact

Overt attacks

Disrupt, destroy, frighten

Low

High

Gain System Control

Remotely modify and operate the system

Extortion

Criminal motivation for monetary gain

Theft

Criminal motivation for monetary gain

Intrusion

Unauthorised access to information and potential to exploit information

High

Low

Hackers may want access for malicious intent but are typically motivated by sordid gain. “Hacking” is associated with system control, extortion, theft and intrusion. The motivation behind these attacks is typically sordid gain. On the other hand, terrorist attacks are usually associated with overt attacks as they are typically
driven to cause damage to critical systems of particular services [22], [23]. Identification of threats also requires identification of possible actors that are capable to perform the attacks, have the available resources
and the potential interest for the attack.
Threats that are typical for the electricity sector include web-based attacks, malware, phishing, denial of
service, insider threat, cyber espionage, ransomware and botnet. According [27], the TSOs are at high risk
from malware, social engineering, including phishing and spam, insider threats, espionage, ransomware and
botnet. The risks of web based attacks are medium, while the denial of service threat risks are considered
low. Except web-based and denial of service, all other threats pose high risks for cascading. The risks for
generation are relatively lower, whith only high risks of ransomware, medium risks of espionage,
ransomware, botnet and phishing and low risks of malware, denial of service and web-based attacks.

3.2 Current cyber incidents communication procedures
Once threats turn into attacks, the company/system under attack should alert the relevant national entities
about the incident. The NIS Directive sets the principles of cyber incidents notification and reporting as a
crucial step in increasing the incident response capability on national and EU level. The main actors and roles
in the process are entities designated as NCAs and SPOCs and national/sectoral CSIRTs who should cooperate
with the OESs following a notification of an incident. Details on the other obligations of these actors are
available in the Deliverable 3.2 of this Project [2].
The mandatory notification and reporting requirements set in the NIS Directive [4] consist of the following
three steps:
•

OES has the obligation to notify the NCA and/or the national CSIRT on incidents that have a significant
impact,

•

SPOC informs the SPOC of another EU MS when the incident has a significant impact on that other
EU MS,

•

NCAs sent annual report to the NIS Cooperation Group on the incident notifications by OESs.

The principles on incident notification and reporting are also presented in Figure 7.
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Figure 7 Incident reporting process for OESs [28]

It is essential that each EU MS appoints NCA or CSIRT to which an OES sends incidents notifications. The OES
should comply with this requirement for the incidents that compromise the provision of their essential services. Furthermore, the OESs should be able to determine the significance of the incident based on several
key parameters. These parameters include:
•

the number of affected users by the incident, which actually means the number of users who have
been affected by the disruption of the essential service provided by the OES,

•

the duration of the incident, and

•

the geographical area that is affected by the incident.

As presented in Figure 7, the national CSIRTs may send the OES technical information that could help the OES
in responding to the incident. The national CSIRT or NCA may inform the public about an incident should it
help in handling an existing, ongoing incident or help in preventing other incidents in the future.
However, the institutional set-up of the notification procedures depends on national circumstances and traditional governance models. The organizational set-up can be centralized, where a single entity is notified
about the cyber incident. The decentralized approach is based on incident reporting by sectors – OESs report
to a sectoral authority and the SPOC is the central location that collects information and contacts all authorities involved. Additionally, a mix of the previous approaches is implemented by some EU MSs, with one
authority being responsible for several sectors and the rest of the sectors having their own sectoral authorities. The set-up influences the overall incident response capability on national level and should be built on
previous experiences on crisis management and experiences on dealing with past incidents, which may not
necessarily be cyber incidents. Relating incident communication requirements and practices is a complex task
due to the variety of incidents and the split responsibilities among actors. The national legislation should
clearly define roles and actors involved to provide unobstructed information flow and fast response upon
incident notification.
The Guidelines on notification of Operators of Essential Services incidents [29] published by the NIS Cooperation group provide notification methods, technical considerations, guidelines on cross-border information
notification, procedures of annual reporting, information of the public and templates for notification. The
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overview of the general consecutive notification steps are presented in Table 2 and are based on the reference documents published by the NIS Cooperation Group [28], [29].
Table 2 Incident communication procedures based on recommendations from [29], [28]
Cyber Incident notification steps

Actions
Use the set of three parameters proposed by NIS Directive: number of users affected by
the disruption of the essential service; time duration of the incident; geographical area
affected by the incident

Parameters
Determine
significance
(options)

Use extended set of parameters: dependency of other OES sectors on the affected sector;
impact on economic, societal and public health; market share of the affected entity; importance of the entity for maintaining sufficient level of service taking into account alternative means for provision of the service
Use sectoral parameters
General threshold (> of certain number of affected citizens)

Threshold

Sectoral/subsector thresholds
No threshold

Notification method
Technical and security considerations

Phone call, email, email w/o attachment, online form, web service, paper, multiple options
Encryption, authentication, confirmation
Nature of the cyber incident: type of threat (system failure, malicious actions)
Impact - describe the severity including affected critical infrastructure and essential service, scale of the incident (for example use Traffic Light Protocol); geographic spread;
number of affected citizens and duration (star of significant incident until the incident is
no longer significant)

Alert notification
Reporting template
information (developed by NCA/CSIRT)

Contact information: organization, contact point in the organization); other parties that
may be involved
Operational information: time of discovery; status (ongoing/resolved); incident details
(malware, source (inside/outside)); ongoing/taken mitigation actions; support requests
from national entities
Information sharing: affected IT assets
Ex-post sharing: mitigation actions taken; lessons learned

Notification confirmation
Follow-up notification

A system to confirm the notification should be in place at the relevant authority
Using the same and/or additional means for notification the OES updates the NCA/CSIRT
with relevant information during the incident. An ex-post incident is generally a requirement and should be submitted by the OES.

Prior reporting the incident, the OES should assess the significance of the incident based on national set-up
related to incident notifications. The challenge for operators might arise from the requirement to develop
processes that will include fast incident impact analyses that should be applied together with the processes
for incident handling. In fact, the procedures and practices on organizational (TSO) level are essential to provide information on the ongoing incidents without undue delays. Based on the conducted activities for assessment of the significance and threshold of the incident, the OES notifies the relevant entity on national
level.
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The notification method may differ and depends on the set-up, but it is advisable to provide more than one
notification method. This is especially important because during cyber-attacks, some of the IT systems might
become unavailable, while traditional means of conveying notifications as telephone calls, may face overload
of lines. All of the notification methods should be assessed together with the technical considerations for
encryption, authentication and confirmation. For example, on one hand, telephone networks have generally
lower level of protection of information that is sensitive for the operator, but on the other hand they offer
the possibility for direct communication and confirmation that the notification is received. The actual template depends on the national entity and the means of notification. It can be a checklist with questions that
are answered over the phone or an online form that is checked/filled in. The process of confirmation is important to clarify that the notification has been received and to follow-up on the incident.
In the case of cross-border cyber incidents, the SPOC is obligated to communicate with the SPOCs of the
other affected EU MSs. There is no proposed approach on the notification and exchange of information.
However, according to [28] there are several factors to be considered when developing cross-border notification procedures. These factors include:
•

timely sharing of information which should get to the stakeholders that may be affected,

•

establishing clear common procedures,

•

coordination of the process by one of the actors involved.

The exchange of bilateral information may be based on the template used on national level and the procedures of information exchange should depend on the impact of the incident. The information exchange
should be done carefully to preserve the confidentiality and the commercial interests of the OESs that have
been affected. If not included as a part of a common procedure, the sender SPOC should provide detailed
instructions on information handling to the receiver SPOC in order to ensure confidentiality.
For the purpose of increasing cybersecurity on EU level, the NIS Cooperation Group collects annual reports
on notified incidents from EU MSs. The reports contain the information required in the notification template
already described in Table 2. The reports provide the basis to analyse trends in cybersecurity, improve incident response on EU level on the bases of aggregated data and create strategic overview of incidents [29].

3.3 Overview of notable events
There have been a large number of incidents and it is important to share past experiences in order to better
prepare for potential threats [27]. A few examples from the energy sector that are notable from a technical
or political point of view are summarized below.

3.3.1 Hacking of the California Independent System Operator in 2001
The Californian electricity system operator was subject to a cyberattack that began on 24 April, and was only
detected 16 days later, on 11 May 2001. The intrusion happened through internet servers in California, as
well as routing through China Telecom [30].
The aim of the attack was to reach sensitive parts of the system by writing software to circumvent the firewalls in place. The intrusion and delayed discovery were enabled by the lack of defensive measures. For
example, the system did not include any logs for user identification or “tripwires” for detection of unauthorised access. In addition, many ports into the system were open when these should have been restricted.
The system operator reported that the attack was blocked, and the vulnerabilities corrected. Nevertheless,
the attackers were nearly able to reach critical components of the system and disrupt power delivery in the
grid.
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3.3.2 Worm infection in Davis-Besse nuclear power plant in 2003
The simple Slammer worm was the reason that the safety parameters display system in the Davis-Besse nuclear power plant in Ohio stopped working for several hours. The Davis-Besse plant had a firewall that protected the corporate network from the internet, but a consultant had created a connection behind the firewall to the consultant’s network. The Slammer worm infected the consultant’s network first and from there,
it entered the power plant network and caused the problem with the safety parameters display system. The
power plant was not in operation during that time, but still, the worm had prevented the operators to follow
digital readouts from the equipment.
The Slammer worm did not introduce malicious payload, but it copied itself to new hosts by scanning IP
addresses and generated traffic that consumed available bandwidth. The worm used Microsoft SQL vulnerability, for which a patch was already issued by Microsoft six months prior the event. By installing the patch,
the vulnerability to the Slammer would have been removed. Furthermore, this incident showed that some
nuclear power plants, by introducing changes in their SCADA to allow remote monitoring from corporate
network, have unknowingly connected their control networks to the internet [31].

3.3.3 Infection of Iranian uranium enrichment facility in 2010
In 2010, the uranium enrichment factory in Natanz, Iran was infected by Stuxnet malware, possibly through
an infected flash drive. Relying on an existence of a path between the office computers and the process
control computers, the Stuxnet interfered with the PLCs of the process control system, resulting in destruction of about 1000 centrifuges at Natanz facility. The attack is notable for its sophisticated approach and
shows that high reconnaissance of process systems may be a serious threat to critical infrastructures. Stuxnet
targets vulnerabilities in some Siemens components used in management systems for various utilities, including power plants. Its creators introduced sophisticated innovations that enabled it to fake a sensor’s
output, give specific commands to PLCs and used the Iranian supply chain to infect the components at their
source [31]. Experts reported that the worm was highly complex, suggesting it was developed by a nation
state, rather than independent attackers. Although the Stuxnet malware was also found in computers in the
Bushehr nuclear power plant, it was not designed to attack its reactor nor it managed to infect the plant’s
operating system [32].
Stuxnet has infected a number of other users apart from the Iranian uranium enrichment factory. In India, it
affected about 10% of the systems running Siemens SCADA [33]. The attack caused damage in the computer
infrastructure and modified the control logic of the systems.

3.3.4 Attack on Bowman Dam power station in 2013
The control system of a small power station in the state of New York, USA, was infiltrated in 2013. The USA
government reported enough evidence to suggest that the attack was undertaken by members of the Iranian
Revolutionary Guards Corps that targeted other institutions in the country as well, perhaps as retaliation for
the Stuxnet attack described above [34].
The command and control system of the plant was reached through a cellular modem. The attackers had
remote access to the control of the water gate and, therefore, were able to release water from the dam. This
did not happen, because the gate was disconnected for maintenance at the time of the event [35].

3.3.5 Hacking of Korea Hydro and Nuclear Power company in 2014
In December 2014, the Korea Hydro and Nuclear Power Company has become a victim of a cyber-attack that
led to unauthorised release of blueprints of a nuclear reactor, details on plant support systems and personal
data of more than 10,000 employees [36]. The hacker group asked $10 billion to stop the release of additional
data on critical infrastructure.
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The attackers were believed to be from North Korea and have started their attack through phishing email
campaign sent to employees of third-party partners and retired workers from the company. The e-mail required password change, which allowed the hackers to collect data from victims using the Kimsuky malware
[36]. So, instead of attacking the intranet of the company, which is secured by firewalls and other security
programs, the attackers used an approach known as “social hacking”, by targeting weaknesses at third-parties networks and retired workers computers for any useful data. While the attack did not cause any damage
in the operation of the company’s plants, the breach shows that systematic phishing campaigns may result
in theft of valuable data that could be used in future attacks.

3.3.6 Malware campaigns in the energy sector in USA and Europe in 2013-2014, 2016-2017
The Dragonfly group (or Energetic Bear), which is believed to be behind several campaigns against energy
companies, has been active since 2011. In the beginning it targeted defence and aviation companies in USA
and Canada, but in 2013 it shifted its focus to the energy sector. It was exposed by Symantec in 2014 [37], as
a cyberespionage campaign that targeted about 250 companies in USA and Europe. The three attack vectors
used in their campaign were spam emails, watering hole attacks and compromised third party software [37].
The attacks started with spam campaign in the period February 2013 – June 2013, during which seven different organizations were attacked. The emails were sent to executives and senior employers and had PDF attachments containing malware. All emails originated from a single Gmail address. The attacks continued with
the so-called watering hole attacks in the period May 2013 – April 2014, by compromising energy-related
legitimate web sites. The visitors of these web sites were redirected to compromised web sites hosting the
Lightsout Exploit Kit which enabled the intrusion of malware (Oldrea or Karagany) to the visitor’s computer
[37]. The third attack vector was compromising legitimate software packages from three different industrial
control systems equipment providers (two producers of PLCs and a company that develops systems that
manage wind farms and biogas plants). By inserting malware (trojans) into their software update packages,
the attackers found a new path to the energy companies’ computers, whose owners have been downloading
the compromised software packages.
The second campaign which is attributed to the same group and recognized by Symantec as Dragonfly 2.0,
started at the end of December 2015 and intensified in 2017 [38]. The attacks have been noticed in energy
companies in the USA, Switzerland and Turkey. As in the previous campaign, the attacks started with malicious emails sent as New Year Party Invitations in December 2015 and continued with the spam campaign in
2016 and 2017, with emails with energy specific contents or general business concerns. By opening the attachments, the victim’s network credentials were sent to a server outside of the company. For this purpose,
the Phishery toolkit was used [31]. As in the previous campaign, watering hole attacks were used for credential theft. The stolen credentials were than used for backdoor attacks and remote access to the victim’s machine. Dragonfly 2.0 shows that the capabilities of the attackers have increased, with potentials to access
operational systems and cause disruptions in future.

3.3.7 Ukraine’s power grid cyber-attack in 2015
The cyber-attack on the Ukrainian power grid in December 2015 was an unprecedented event, from which
many lessons can be learnt about the protection of SCADA systems. The attack resulted in a power blackout
in a part of the country, causing supply interruption to around 225,000 customers [22], [39].
According to the report by E-ISAC8 [40], the attack was well-coordinated and required deep reconnaissance
of three distribution companies for over six months in preparation of the event. The event itself consisted of
a few separate parts that happened within 30 minutes of each other. The first step was sending a phishing
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email that contained a malware-rigged Word and Excel documents. These documents, opened on the business network, planted BlackEnergy3 malware that stole user credentials. It is worth to mention that the
phishing campaigns started few months earlier, aiming to get credentials. Having valid credentials, the attackers were then able to access the industrial control system using a virtual private network (VPN) and successfully tripped the breakers, as well as remotely disconnected the Uninterruptable Power Supply systems.
Another reason confirming that the attack was well-coordinated is that the attackers had previously installed
custom firmware on serial-to-Ethernet devices at various substations to knock these offline. In addition, they
used KillDisk to erase master boot records and delete some logs, effectively covering their tracks. Finally,
during the main event, they also employed a denial-of-service (DoS) attack on the utilities’ telephone systems, disrupting their ability to communicate.

3.3.8 TRITON Malware
In 2019, E-ISAC warned of potential threats to critical infrastructure in the USA by a group of sophisticated
hackers known for using the malware TRITON. The Centre identified unauthorised scanning for entry points
into multiple USA power grid targets in 2019 but has traced the activity back to 2018. Although this process
had been ongoing for perhaps more than a year, no indicators were found that an attack posing a threat to
power supply is imminent. Nevertheless, this activity means that owners of critical infrastructure must implement adequate defensive measures in due time [41].
TRITON was discovered by Schneider Electric after an attack on one of its industrial customers, as the malware targets its Triconex Tricon safety controller firmware. TRITON contains a remote access Trojan (RAT),
which is considered the first-ever RAT that can infect safety instrumented systems equipment. Similar to
Stuxnet, TRITON is a publicly identified malicious software that targets industrial control systems. It enables
the attacker to gain remote access to a safety instrumented systems workstation and reprogram the controllers [22], [42], [43].
In the attack that revealed TRITON, the malware was deployed as a Python script in a zip file containing
standard Python libraries. Once access is obtained, the TRITON software can easily cause physical consequences, for example by issuing a halt command or intentionally uploading flawed code to a controller. However, in this case, the attacker continued trying to develop and deliver functioning control logic for the safety
instrumented systems controllers that at some point failed a conditional check. This caused two controllers
to switch to failed safe mode and shut down the industrial process. Due to the attackers’ actions, it appears
this was not the desired outcome, but instead they worked towards a specific goal beyond process shutdown.
Shutting down the industrial process prompted the company to investigate and lead to the discovery of TRITON. The Schneider Electric controller in question is based on proprietary hardware and operating system,
which raises concerns over the way in which the malware was created [42].

3.4 Cyber incidents and threats impact analyses
Attacks in the energy sector are documented since the early eighties of the last century [44]. The attacks in
the period between 1980 and 2000 were mostly result to internal sabotage, causing damage to control systems, disruption of operation in duration for several hours and physical damage to the facilities and the environment [44]. The trend begun to change starting from 2000, as the objectives widened and included sabotage, theft, espionage, reconnaissance, blackmail and were mostly done by external attackers [44].
The damage of a cyber-attack that targets several sectors can be extreme. The analyses in [33] show that in
2016 the total costs associated to cyber-attacks in the USA were $17.36 million, in Germany $7.84 million, in
Japan $8.39 million, in the UK $7.21 million, in Brazil $5.27 million and in Australia $4.3 million. The successful
cyber-attack with the NotPetya malware in Ukraine in 2017 is estimated to have caused damage of over $10
billion. The attack hit the financial, health and electricity sectors, as 22 banks, four hospitals and six power
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companies have been attacked. The attack spread globally, as several large companies including the Danish
transport company Maersk, the French construction company Saint-Gobin, the pharmaceutical company
Merck and other international companies and their subsidiaries have been also infected, thus contributing
to the overall costs of the damage. The attack spread using the vulnerability of an accounting software
M.E.Doc that was developed by Ukrainian company. The attackers used the update servers of the M.E.Doc
as a back door for infiltrating the computers which had that software installed.
The successful cyber-attacks in power systems have multi-fold effects. The disruption of the essential service
is the first and most significant effect. The interdependencies with other sectors and services significantly
increase the effects of cyber-attacks on power systems and energy systems in general. However, these effects cannot be easily quantified and qualified. The assessment of internal costs associated with a cyberattack should be done by the companies that have been victims of the attacks and then, the analyses should
be expanded to all other affected sectors and services. However, the companies are reluctant to disclose
details of cyber-attacks as that damages their reputation, so the costs and the economic and societal effects
of cyber-attacks can be accessed only roughly in most of the cases. The financial effects of undelivered electricity and potential equipment damage may be considerable, depending on the geographical spread of the
incident and the targeted systems. The financial effects can be also measured by the downtime of equipment
and the affected related services dependent on electricity supply. As the transmission networks are interconnected, a cyber-attack on one system can have a cascading effect and spread on neighbouring systems.
The sense of insecurity and panic is the underlying element of many cyber-attacks, but the effect of cyberattacks on power systems is even greater as many people may be affected. These events may diminish the
trust in power systems and their capability to maintain continuous operation.
Table 3 shows general vulnerabilities of the electricity sector and the potential impacts, based on the review
in [33]. With the aim to increase the overall incident handling capability, the risk assessment of threats should
also include an assessment of the possible impacts that the threats would have on the system. This approach
would enable the companies to prioritize their cybersecurity investments and develop measures that would
mitigate the impacts of future attacks with high likelihood.
The analyses of the attacks presented in section 3.3 show that the attacks may be related to geopolitical
reasons, as it is believed for Stuxnet in Iran and BlackEnergy in Ukraine. The analyses of these attacks indicate
state supported attacks rather than attacks from criminal groups [44]. The reasoning is backed by the fact
that such sophistication and deep knowledge of the targeted installation, as presented in the Stuxnet attack,
requires both IT and automation engineering skills as well as intelligence, data collection and considerable
material resources. The Ukrainian case also indicates that the operation was result of a several months of
preparation and availability of resources. The attack of the Korean Hydro and Nuclear Power Company was
attributed to another state, but its sophistication was not as high as the previously mentioned cases of Iran
and Ukraine. The case of the attack in South Korea shows that while critical infrastructures have sophisticated
protection measures in place, their protection can still be breached, especially by making confidential information and data publicly available. Such attacks may be considered as an act of war from the state sponsoring
the attack and even become a reason for retaliation actions. However, the identification of the source of the
attack is a complex task which may be hindered by false flags, public availability of malware or groups requiring publicity. According the analyses in [44], the costs for such attacks may be higher than the benefits for
the State that is behind the attack.
The attacks may have financial motives, especially industrial espionage, and data theft. Industrial espionage
can be done by software that can copy plant configurations, but the case of the Korean Hydro and Nuclear
Plant Company shows that it is much easier to get to strategic documents through the company’s network.
Although these documents were not the primary objective of the task, their theft could be used for other
purposes and future attacks of critical infrastructure. Data theft and attacks on IACS may be motivated by
financial gains, but they require significant technical knowledge in IT, automation and energy (electricity)
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systems. The attacks through corporate networks using ransomware could possibly bring more financial benefits than attacks to IACS.
Table 3 Vulnerabilities and impacts in power systems, based on [33]
System
segment

Electricity
production
units

Transmission / distribution
system

Supply

System

Risk

Potential financial impact

Monitoring and
dispatch systems

Medium

Equipment replacement

Loss of production unit, market disruption and loss of potential revenue
for the producer

SCADA

High

Investment loss, possible
equipment replacement

Interrupted control functions, remote access to primary equipment
for the attackers, loss of revenue

Digital interfaces

High

Investment loss, possible
equipment replacement

Unavailability to access various systems

IACS-SCADA

High

Investment loss, equipment accountability, loss
of revenue, possible
equipment replacement

Interrupted control functions, remote access and control of primary
and secondary equipment in substations, possibility to cause equipment
damage

Energy/Distribution Management
systems

High

Investment loss, loss of
revenue

Interrupted system operation and
control, power outages and possibility for cascading effects, penalties

Smart metering
systems

High

Loss of revenue for the affected trader/supplier

Meter tampering, possibility of faulty
controls and outages, breach of data
privacy for customers

Billing systems

High

Costs for lawsuits and dispute settlements

Damaged reputation for the company, breach of data privacy for customers

Other impacts

3.5 Lessons learnt
The analyses of the notable incidents and possible impacts provide a valuable input for the stakeholders in
the electricity sector. The aftermath of each attack can serve as a lesson to avoid future exposure and uncover
hidden vulnerabilities.
The Dragonfly attack, as well as Black Energy and the attack in the Korean Hydro and Nuclear Power Company
show that phishing is among the common approaches to steal valid network credentials that are further used
to compromise the networks. Furthermore, Dragonfly attack points out several important recommendations
for utilities, including [37], [38]:
•

Passwords with high privileges should be at least 8-10 characters and include a mixture of letters and
numbers, while users should not use the same passwords for various accounts and web sites.

•

Unused profiles and related credentials should be removed, ensuring that the number of administrative profiles is kept as low as possible. A two-factor authentication should be applied as additional
level of security.

•

Deployment of updates on firewalls, antivirus programmes, malware detection and protection
should be done regularly.
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•

The employees should be educated to practice cyber hygiene and to be aware of the dangers of
phishing email campaigns. Furthermore, the cybersecurity protection policy should include adequate
protection solutions for email threats.

•

Attacks may be multi-stage, following two or more threat paths (vectors) which requires understanding of existing interdependencies in the system. The companies in the electricity sector should be
able to identify these interdependencies and thus minimize the risks of multi-stage attacks.

The cyber-attack on Ukrainian power companies can serve to extract many lessons on critical infrastructure
vulnerabilities and defence. Some of these lessons are summarized below [39]:
•

An attack of such scale takes a long time to prepare, extract information and embed software. Thus,
appropriate measures to detect unusual behaviour in the system must be in place. Many network
security monitoring tools exist that can identify suspicious activity on SCADA systems, including unusual file transfers, PLC code updates or command and control communication. Monitoring tools are
easy to implement in SCADA systems because data flows are typically static and predictable.

•

The targeted companies did not use two-factor authentication for the VPN connections. Critical infrastructure must be more protected by using stricter authentication and limiting remote access to
essential staff.

•

The Uninterruptible Power Supply systems, that are located in the utilities’ buildings, were accessed
remotely too. This can be regarded as another source of vulnerability. Since these systems can easily
be operated locally, remote command interfaces should be disabled.

•

It can be predicted what components of the grid are most likely to be targeted by attackers, or what
actions can cause significant interruption to supply. Therefore, unless these actions can be prevented
in real time, there needs to be contingency planning in such situations. This can be achieved by incorporating a cyber element in risk assessments, incident response and disaster recovery plans.

After the incident with its equipment, Schneider Electric has developed a TRITON detection tool and recommends certain measures to its customers. Some of these recommendations include [42]:
•

The customers should ensure that cybersecurity features in Triconex are always enabled.

•

Safety systems must always be deployed on isolated networks.

•

Physical control should be incorporated to limit access to the safety controllers and peripheral safety
equipment.

•

Controllers should only be in ‘program’ mode when this is necessary.

•

All ports and other means of data exchange with the isolated safety network must be limited to essential use and scanned before use.

Several common recommendations emerge from the analysed attacks. The TSOs and other companies from
the electricity sector should be aware of the cyber threats and capable to assess the potential cybersecurity
risks that disrupt the services they provide. Consequently, risk management should be the basis for the development of the cybersecurity policy on company level. The continuous education of employees on cyber
threats, especially about phishing and malware is substantial for decreasing the chances for a successful attack. Monitoring of unusual and suspicious activities in communication networks and devices with remote
control capability is an effective approach in early detection and handling of threats. In this context, monitoring of IACS and applying adequate cybersecurity measures is recommended for mitigating potential risks
of attacks on SCADA field devices. Furthermore, sharing information and following alerts from relevant national and international entities is essential in handling the incidents and decreasing the chances of their
spread among sectors and across borders. The success of raising awareness in this manner depends strongly
D8.4 Cyber Security communication procedures and impact of disruption events

41

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

on the communication procedures for incidents notification. These procedures should start at the utility level
and continue on national level, following the requirements of the NIS Directive.
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4

Cyber security standards and practices in power industry

4.1 Cybersecurity standards for power system communications
With intelligent distributed technologies that enable remote control, monitoring and advanced analytics,
more critical data is crossing communication networks necessitating stronger security.
In the past, utilities primarily relied on serial communications or a dedicated and isolated control and automation network. With the evolution in device technologies and support for more advanced data processing
mechanisms deployed at field and central locations, more data needs to be transferred from the field to a
central location [45].
The changes as the deregulation of the energy sector and the increase of distributed energy resources (DER)
have resulted in a large number of different actors being involved in the operation of electric power networks, relying both on OT and IT. Business and operational processes communicate across the boundaries of
the OT actors and IT assets, increasingly using standard IT components, standardized IP based protocols and
public communication infrastructure [46]. Consequently, the power infrastructure is considerably more vulnerable to cyber-attacks than in a world of isolated systems connected over a dedicated infrastructure.

4.1.1 Cybersecurity standards, guidelines and regulation in energy automation
Cyber Security Standards are a prerequisite for interoperability of different vendors’ products to ensure
seamless interconnection and information exchange between the various actors and roles in energy automation systems. Different types of standards are available describing organizational and technical security requirements on one hand and on the other technical security standards providing specific technological solutions and procedures for organizational and management aspects for the operating environment [46].
Besides standardization, legislation is the other important aspect, which is typically country specific and addresses the secure operation of an infrastructure. This in turn is supported by a technical security solution.
In addition, existing Guidelines and Recommendations describe best practices for secure deployment and
operation of energy automation systems. Ideally, there is an interplay between the standardization, the regulation, and the guideline activities [46].

4.1.2 IEC 62351 standard: Power systems management and associated information exchange –
Data and communication security
The IEC Technical Committee (TC) 57, Working Group (WG) 15 has developed the IEC 62351 set of standards
to provide security for power system data communications protocols, such as IEC 60870-5, IEC 60870-6, IEC
61850, IEC 61970, IEC 61968 and IEEE 1815 (DNP3). The different security objectives include authentication
of data transfer through digital signatures, ensuring only authenticated access, prevention of eavesdropping,
prevention of playback and spoofing, and intrusion detection [47].
Overview of IEC 62351 parts and relation to power system communication protocols is given in Figure 8. The
standard comprises several technical reports, which either provide an overview of applications or specific
solution examples which are related to following parts [48], [49]:
• Part 1 and 2: Introduction and glossary - these two parts are more general and comprise the explanation of threat scenarios and the definition of terms,
•

Part 90-1: Guidance for using role-based access control (RBAC) specifically the handling of custom
based roles,

•

Part 90-2: Guidance for supporting deep packet inspection when using encrypted communication
links,
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•

Part 90-3: Guidance on applying monitoring and logging in power systems (using simple network
management protocol and syslog),

•

Part 10: Overview and typical requirements to security architectures in power automation,

•

Part 12: Recommendations for the incorporation of DER in the power grid,

•

Part 13: Recommendations for editors of standards and specifications regarding the handling of security specific requirements in power systems.

Figure 8 Overview IEC 62351 Parts and Relation to power system communication protocols [48]

Parts 3 to 6 are directly related to dedicated protocols like IEC 61850 (IEC 62351 - 6) and IEC 60870-5-x (IEC
62351 - 5) and their mappings to lower layer protocols like Transmission Control Protocol/Internet Protocol
(TCP/IP) (IEC 62351 - 3) and Manufacturing Message Specification (MMS) (IEC 62351 - 4) [48]:
• Part 3: Profiling of the existing security protocol Transport Layer Security (TLS) to protect TCP based
communication. This part is used in conjunction with other parts of IEC 62351 and enables a re-use
of existing solutions.
•

Part 4: Utilizes part 3 to protect the TCP based IEC 61850 communication (T-profile) and defines additional security mechanisms on application layer (A-profiles) to protect end-to-end security in scenarios with classical communication (e.g., control centre to substation) or web-based approaches
(e.g., for the introduction of DER using publish-subscribe mechanisms).

•

Part 5: Provides different solutions for the serial version (primarily IEC 60870-5-101, as well as parts
102 and 103) and for the networked versions protocols (IEC 60870-5-104 and DNP 3). Specifically,
the networked versions that run over TCP/IP can utilize the security measures described in IEC 623513, which includes confidentiality and integrity provided by TLS encryption. Therefore, the only additional requirement is authentication.

•

Part 6: Utilizes part 3 to protect the TCP based IEC 61850 communication (T-profile in conjunction
with Part 4). Additionally, security mechanisms are defined to protect Generic Object-Oriented Substation Event (GOOSE) and sampled value (SV) protocols supporting multicast communication.

Part 11 provides protection of XML based data which can be enhanced with RBAC elements as defend in Part
8.
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Besides the provisioning of security services to protect communicated data, there is also a definition of the
interactions with a security infrastructure. This is done by providing a specification for the key management
in Part 9 specifying the management of security credentials and Part 8 for supporting authorization with a
role-based model. A further specification targets security specific event in Part 14 and monitoring
information in Part 7 to enhance the today’s network monitoring and logging solutions with energy domain
specific information.
Part 100 is umbrella standard for conformance test descriptions of the IEC 62351 parts to help implementers
to provide standard compliant functionality. The conformance test descriptions are intended to be applied
in context with the associated communication standards (e.g., IEC 61850, IEC 60870, etc.)

4.1.3 IEC 62443 standard: Security for industrial automation and control systems
The standardization of IEC 62443 targets the harmonization of IACS cyber security requirements. The term
IACS includes control systems used in the manufacturing and processing facilities, geographically distributed
operations such as electricity, gas and water using automated, remote controlled or monitored assets [50].
The aim of the standard is to ensure that a product supplier, integrator or an asset owner follows an efficient
method for secured process with a key aspect on safety of the personnel and the production, availability,
efficiency and quality of the production of the IACS as well as the safety of the environment [50].
The IEC 62443 individual parts cover common definitions, and metrics, requirements on setup of a security
organization (information security management system related), and processes, defining technical requirements on a secure system, and to secure system components as shown in Figure 9 [51]. It is observable that
the parts are in different state of completeness.
The IEC 62443 series of standards consists of four main areas:
•

Area 1, “General” is a general description.

•

Area 2, “Policies & Procedures” contains security requirements for operators and service providers
and applies to assets owner.

•

Area 3, “System” contains security requirements for automation systems and applies to system integrators.

•

Area 4, “Component” contains security requirements for automation components and applies to
component suppliers.

As defined in IEC TS 62443-1-1 there are a total of seven cybersecurity foundational requirements [51]:
•

Identification and authentication control: Password and user authentication

•

Use control: Mapping to roles and authorisation enforcement

•

System integrity: Session handling, and cryptography to recognize changes

•

Data confidentiality: Encryption

•

Restricted data flow: Network segmentation

•

Timely response to events: Logs

•

Resource availability: System backup and recovery.
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Figure 9 Parts of the IEC 62443 series and status key [51]

Four security levels (SLs) are defined for functional requirements [52]. The SLs, their descriptions and targets
are summarized in Figure 10.

Security level

Description

Target

SL 4

Groups/National state,
governmental organisation
member

Protection against violating using
sophisticated means with extended
resources, system specific skills and high
motivation

Economical damage

SL 3

Cybercrime player, Terrorist,
Hacktivist, Professional thieves,
competitors

Protect against intentional violations using
sophisticated means with moderate
resources, IACS specific skills and
moderate motivation

Only moderate security
measures implemented, high
level hacker

SL 2

Insider (Disgruntled employers
or contractors) or intruder
(Thrill-seeking, hobbyist,
malicious organisation, …)

Protect against intentional violation using
simple means with low resources, generic
skills and low motivation

No security measures
implemented, hacker

SL 1

Insider (well-intentioned,
careless employer or contractor)

Protect against casual or coincidental
violation

Misconfiguration

Figure 10 Security levels by IEC 62443 standard
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4.1.4 ISO/IEC 270xx: Information Security Management System
The ISO/IEC 27000-series (also known as the 'ISMS Family of Standards' or 'ISO27K' for short) comprises information security standards published jointly by ISO and IEC [53].
ISO/IEC 270xx series provides best practice recommendations on information security management—the
management of information risks through information security controls—within the context of an overall
ISMS, similar in design to management systems for quality assurance (the ISO 9000 series), environmental
protection (the ISO 14000 series) and other management systems [53].
ISO 27001 standard “Information technology — Security techniques — Information security management
systems (ISMS) — Requirements” specifies the requirements for establishing, implementing, maintaining and
continually improving an information security management system within the context of the organization. It
also includes requirements for the assessment and treatment of information security risks tailored to the
needs of the organization. The requirements set out in ISO/IEC 27001 are generic and are intended to be
applicable to all organizations, regardless of type, size or nature. An ISMS is a framework of policies and
procedures that includes all legal, physical and technical controls involved in an organisation's information
risk management processes [46]. ISMS Family of standards relationship is summarized in Figure 11.

Figure 11 ISMS family of ISO standards [52]

ISO 27002 standard “Information technology — Security techniques — Code of practice for information security controls” gives guidelines for organizational information security standards and information security
management practices including the selection, implementation and management of controls taking into consideration the organization's information security risk environment(s) [46].
Standard ISO/IEC 27011 “Information technology — Security techniques — Code of practice for Information
security controls based on ISO/IEC 27002 for telecommunications organizations” is to define guidelines supporting the implementation of information security controls in telecommunications organizations. The adoption of this Recommendation will allow telecommunications organizations to meet baseline information security management requirements of confidentiality, integrity, availability and any other relevant security
property [46].
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Standard ISO/IEC TR 27019 “Information Technology — Security techniques — Information security management guidelines based on ISO/IEC 27002 for process control systems specific to the energy utility industry”
provides guiding principles based on ISO/IEC 27002 for information security management applied to process
control systems as used in the energy utility industry. The scope of ISO/IEC TR 27019 covers process control
systems used by the energy utility industry for controlling and monitoring the generation, transmission, storage and distribution of electric power, gas and heat in combination with the control of supporting processes
[46].

4.1.5 IEEE 1686: Intelligent Electronic Devices (IED) Cyber Security Capabilities
The IEEE 1686 “Standard for Intelligent Electronic Devices Cybersecurity Capabilities” defines functions and
features that must be provided in substation IEDs to accommodate critical infrastructure protection (CIP)
programs. It addresses security in terms of access, operation, configuration, firmware revision, and data retrieval from IEDs. Confidentiality, integrity and availability of external interfaces of the IED is also addressed.
Communications for the purpose of power system protection (tele-protection) are not addressed in this
standard.

4.1.6 IEEE C37.240: Cyber Security Requirements for Substation Automation, Protection and
Control Systems
IEEE C37.240 “Standard Cybersecurity Requirements for Substation Automation, Protection, and Control Systems” presents baseline cybersecurity requirements dedicated to electric substations communication systems (automation, protection and control). The requirements are moderately technical (present technical
solutions but without detailed specifications). They fall into the following categories [54]:
•

High level requirements and priorities for interface categories – in form of a mapping of a hypothetical substation cybersecurity program with the NISTIR 7628 requirements.

•

Requirements for communication components (substation network devices, switches, routers, serial-device servers, firewalls, VPN’s and key management).

•

Functional requirements that regard access to IEDs, communication paths, dial-up and dedicatedline connections.

•

User authentication and authorisation – assuring only authorised access to system components using
authentication and authorisation techniques, blocking unauthorised login attempts, communication
sessions, authorisation logging, password management and RBAC.

•

Data-in-motion protection – encrypting all data that are transferred between cybersecurity zones.

•

Configuration management – central management of software and device configurations, quality assurance, configuration authentication.

•

Security event auditing and analysis/incident response – assessments of security incidents that reflect attack source, nature and reasons, as well as time and location of the incident.

•

Security testing – periodic reviews of cybersecurity policy and procedures, penetration testing, physical security audits, audits of firewall policies and software versions and patches.

4.1.7 NERC-CIP
In the USA, the North American Electric Reliability Corporation (NERC) defines cybersecurity standards for
CIP in the energy sector [55]. The set of standards provide a security requirement framework for security
control perimeters and access management with incident reporting and recovery for critical cyber assets and
cover functional as well as non-functional requirements. They apply to asset owners and consist of a mixture
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of organizational, process, and technical requirements. The summary of NER-CIP standards together with
requirements is summarized in Figure 12.
CIP-002: BES Cyber System Identification & Categorization
R1
Risk-Based
Assessment
Methodology
(RBAM)

R2
Apply RBAM to
ID Critical Assets

R3
Identify Critical
Cyber Assets
(CCA))

R4
Annual Approval
of RBAM, CA list,
and CCA List

CIP-003: Security Management Controls
R1
Cyber Security
Policy

R2
CIP Senior
Manager
Identification

R3
Exceptions to
the Cyber
Security Policy

R4
Information
Protection
Program

R5
Access Control

R4
Access
Management
Program

R5
Access
Revocation
Program

R4
Cyber
Vulnerability
Assessment

R5
Documentation
Review and
Maintenance

R6
Change Control
& Configuration
Management

CIP-004: Personnel &Training Security
R1
Security
Awareness
Program

R2
Training
program

R3
Personnel Risk
Assessment

CIP-005: Electronic Security Perimeter(s)
R1
Electronic
Security
Perimeters

R2
Interactive
Remote Access
Management

R3
Monitoring
Electronic Access

CIP-006: Physical Security of BES Cyber Systems
R1
Physical Security
Plan

R2
Visitor Access
Control Plan

R3
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Malicious
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Cyber Security
Incident
Response Plan
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Response Plan Review,
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R3
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R4
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Software Prevention
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Testing Back Up
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CIP-010: Configuration Change Management & Vulnerability Assessments
R1
Configuration
Change
Management
Process

R2
Configuration
Monitoring

R3
Vulnerabiliity
Assessment

CIP-011: Information Protection
R1
Information
Protection
Process

R2
BES Cyber Asset
Reuse and
Disposal

Figure 12 Summary of NERC-CIP standards and requirements
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NERC-CIP is protecting [56]:
•

Bulk Electric System:

•

o Generation Plants,
o Transmission Stations,
o Transmission Lines,
o Transmission Towers,
Critical Assets:

•

o Generation Plants,
o Transmission Stations,
o Control Centres,
Cyber Assets:
o
o
o

SCADA,
Energy Management Systems,
Plant Distributed Control Systems.

4.1.8 Cybersecurity guidelines and recommendations examples
Besides regulations and standards, there are guidelines on how to address secure communication in specific
application environments.
4.1.8.1 NISTIR 7628
U.S. National Institute of Standards and Technology (NIST) defined in the Cyber Security Working Group,
which is part of the SG Interoperability Panel.
NIST Interagency Report (NISTIR 7628) “Smart Grid Cyber Security Strategy, Architecture, and High-Level
Requirements” develops a comprehensive set of cyber security requirements. The document is a three-volume report targeting strategy, security architecture and requirements, and supportive analyses and references. It specifically formulates requirements for smart grid information system and communication protection [46], [57].
4.1.8.2 SGIS Report
The document Smart Grid Information Security (SGIS) [58] was prepared by European Committee for Standardization (CEN) - European Committee for Electrotechnical Standardization (CENELEC) - European Telecommunications Standards Institute (ETSI) Smart Grid Coordination Group under the Mandate M/490 [59] given
to CEN, CENELEC and ETSI by the EC and the European Free Trade Association [58]. The objective of this
report is to support SG deployment in Europe providing SG Information Security guidance and standards to
Smart Grid stakeholders.
SG services shall be enabled through a SG information and communication system that is inherently secure
by-design within the critical infrastructure of transmission and distribution networks, down to connected
properties [46]. The SGIS report describes an analysis framework applied to different use cases and mapped
to standards work to address identified security requirements. The investigation into security was closely
connected to SGAM developed by a different working group. The final report of the security subgroup [58]
provides recommendations of security means, to be applied in the different zones and domains of SGAM.
Moreover, a gap analysis mapping the collected security requirements to existing standards has been concluded.
Selected security standards are mapped to security standard areas, as shown in Figure 13, under the following terms [58]:
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•

Details for Operation: The standard addresses organizational and procedural means applicable for
all or selected actors. It may have implicit requirements for systems and components without addressing implementation options.

•

Relevance for Products: The standard directly influences component and/or system functionality
and needs to be considered during product design and/or development. It addresses technology to
be used to integrate a security measure.

•

Design Details: The standard describes the implementation of security means in detail sufficient to
achieve interoperability between different vendor’s products for standards on a technical-level
and/or procedures to be followed for standards addressing organizational means.

•

Completeness: The standard addresses not only one specific security measure but addresses the
complete security framework, including technical and organizational means.

Figure 13 Security Standard Coverage [58]
The colour code in the Figure 13 shows the origin domain of the considered standards. What can be clearly
seen, based on the colouring, is that for SGs standards from different domains are applicable.
The drawing in Figure 14 shows the applicability and scope of each of the standards considered as part of this
working period of the SGIS from a somewhat different perspective. The differentiation in the drawing is as
following [58]:
•

Guideline: The document provides guidelines and best practice for security implementations. This
may also comprise pre-requisites to be available for the implementation.

•

Requirement: The document contains generic requirements for products, solutions or processes. No
implementation specified.

•

Realization: The document defines implementation of security measures (specific realizations). Note,
if distinction possible, the level of detail of the document raises from left to right side of the column.

•

Vendor: Standard addresses technical aspects relevant for products or components
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•

Integrator: Standard addresses integration aspects, which have implications on the technical design,
are relevant for vendor processes (require certain features to be supported), or require product interoperability (e.g., protocol implementations).

•

Operator: Standard addresses operational and/or procedural aspects, which are mainly focused on
the service realization and provisioning on an operator site.

Some of the standards only cover partly a certain vertical area. The interpretation of a partly coverage is that
the standard may not provide explicit requirements for the vendor / integrator / operator. Standards covering multiple horizontal areas address requirements and also provide solution approaches on an abstract level.
For the implementation additional standards or guidelines may be necessary.

Figure 14: Security standard applicability [58]

The goal of the introduction and the analysis is the support for the identification of suitable standards to
secure a dedicated target use case relating to SG. The analysis focuses on the general applicability of the
selected standards in the considered use case leading potentially to requirements to enhance the standards
if necessary. Moreover, the use case specific analysis also allows pointing to further standards applicable and
not considered for the analysis explicitly.

4.1.9 Conclusion regarding cybersecurity standards, guidelines and regulation in energy automation [46]
As shown in the previous subsections, a variety of cyber security related requirements and guidelines applicable in energy automation exists, targeting technical and organizational security means. Although there is
not a single comprehensive standard or norm covering comprehensively the cyber security measures, the
industry is converging to a limited set of standards that are now gaining increased acceptance worldwide, as
shown in Figure 13.
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4.2 Current practices in traditional industry
4.2.1 National cybersecurity strategy as basis for cybersecurity practices in ESM
Cyber protection of energy infrastructures is becoming a big challenge for all energy utilities, also for the
Joint Stock Company Power Plants of North Macedonia (ESM). Cyber-attacks have become a serious risk factor. Comprehensive security mechanisms and a security-oriented mindset throughout the entire organization
are required to avert and control this risk.
ESM as a public generation company is following the complex ICT legislative and regulatory frameworks addressing cybersecurity on national level, along with the entire legislation protecting the rights of individuals
and organizations in the digital environment.
The five cybersecurity goals of the National Cyber Security Strategy [60], as shown in Figure 15, are comprised
of five key areas and are aimed to facilitate the strengthen the existing and build new capacities for defense
from cyber-attacks and increase the level of security in the cyber space across all sectors at all levels.

Figure 15 Five cybersecurity goals of the National Cyber Security Strategy (North Macedonia) [60]

4.2.2 Security of network and infrastructure system – ESM’s current practices
Cyber defence capacity and the cybersecurity culture in ESM are at the early stage of development. ESM is
Constituent Member of the national computer incident response team - MKD-CIRT and the company is part
of an incident-classification scheme as well as incident handling and response procedures on national level.
Digital redundancy measures are considered for different implemented business and process systems.
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SCADA Sinaut Spectrum System installed in ESM Dispatching Centre is considered as critical asset. The system
is working under UNIX environment on SUN-Solaris platform and the cybersecurity attacks are treated on
different levels as follows:
•

System Security Policy - the system has possibility to use Kerberos security mechanism or standard
UNIX security.

•

Configuration of Computer Network Management (CNM) - The Computer Network Management
(CNM) function is responsible for the provision of different independent process modes as well as
for maintaining a high degree of reliability in the Spectrum Power™ 4 distributed computer system,
including attack from unauthorized access. CNM operates without external device intervention and
is controlled by algorithms that provide a high level of security throughout the network.

•

Basic Security measures for prevention of unauthorised access including disabling unnecessary network services (X front server, FTP server, etc) and protection against unauthorized access. Spectrum
Power™ 4 enforces a series of security measures to prevent unauthorized access.

•

o

Network security - all consoles, on which a user shall access Spectrum Power™ 4, must be
part of the Control centre network and must have appropriate hardware security settings.

o

Logon security and password administration - all operators that shall access Spectrum
Power™ 4, must have valid operating system accounts (a UNIX account, a Windows account,
or both, depending on the type of console on which they access Spectrum Power™ 4) and a
Spectrum Power™ 4 user ID with a valid password. Hence, a comprehensive valid user profile
is required, to be able to log on to Spectrum Power™ 4.

Inter-Control Centre Communications Protocol (ICCP) Data Link to other Control Centres - Data
exchange between control centres is governed by the rules and restrictions defined in a Bilateral
Agreement, which typically restricts the client’s view of a control centre to a subset of the data that
actually exists at that centre. A Bilateral Agreement is the result of negotiations between two control
centres. It defines the information that each control centre is willing to exchange, i.e. the data elements to be accessed and the means by which they are accessed (Figure 16). The Bilateral Agreement
is implemented within the software as a Bilateral Table. In Spectrum Power™ 4 Bilateral Table information is entered into the database using Oracle Forms.

Figure 16 Spectrum Power™ 4 ICCP Data Link Secure software interface overview

•

Installation of Cyber Security on existing SCADA System - At present, the actual version of Power
Systems Control Spectrum Power™ 4, Version 4.60, within ESM Dispatching Control Center has no
integrated Cybersecurity Package. However, the cyber-attacks are successfully treated with already
implemented levels of security mentioned above. Nevertheless, comprehensive cyber protection of
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energy infrastructures is becoming a big challenge for all energy utilities, also for ESM. To ensure a
secure and resilient energy landscape, ESM is planning a future upgrade of the System on Version
4.70, which includes activation of Cybersecurity Procedure. This will incorporate a special Network
Information Service for Spectrum Power™ 4. Usually the Cybersecurity System would be set up at
first on the Network Information Service for Spectrum Power master and then on all other computers
(servers) i.e. all computers of the spectrum domain of the local control center and all computers of
the connected other spectrum domains of a control center network (Multisite).
•

Process networks on site (for example, substation for Wind Park Bogdanci) are designed generally
with demilitarized zone protection as a buffer between a trusted network (SCADA network) and the
corporate network or Internet and there are rules for restricting the network access for different
services to one host - or at least only a few hosts. Remote access from other Operation Centers is
allowed generally via site to site VPN tunnel.

Related to existing business systems, the policies for updating the software products or monitoring the functionality of applications on different installed systems are not yet strictly enforced or formulated as typical
risk assessment procedure on corporate level. However, the relevant instructions and/or recommendations
by the manufacturers and/or vendors are followed. Generally, the following measures are applied for different systems in terms of cybersecurity risks:
•

Implementation of corporate firewall, business continuity planning, anti-malware software as active measures for minimizing the propagation of threats into critical information systems (for system
segregation, traffic filtering and cryptography).

•

Implementation of administration accounts under corporate domain, application of certain restrictions, strong passwords, installation of latest security patches, back up data for minimizing
external access to critical information systems.

•

Implementation of limit access rights to users (operators) on different systems. There is level of
access defined for each user within different critical information systems in use. All operators working on critical information systems must have a valid user profile and a valid password. Among other
parameters, the user profile contains a username that identifies the person working with the system.
The user profiles are defined and managed by the User Administration Tool and managed by different
’User Authority’ Applications within critical information systems.

More detailed procedures for interoperability/data exchange between existing process and business systems
shall be developed on corporate level. The Internet of things (IoT) concept only intensifies this challenge.
While anti-virus software, firewalls, and other related technologies are automatically activated on different
systems, there is no integrated platform for cybersecurity treats. However, a more detailed process of disclosing vulnerabilities response shall be implemented regarding the reporting, handling and dissemination of
information to other parties or to the public in terms of strengthening of national coordination for cybersecurity treats.

4.2.3 Expected future developments for traditional industry - Industry 4.0 cybersecurity challenges and recommendations
Industry is profoundly changing as the implementation of interconnected cyber-physical systems creates environment for high automation of various industrial processes and services. According the definition of ENISA,
Industry 4.0, or the fourth industrial revolution is “a paradigm shift towards digitalized, integrated and smart
value chains enabling distributed decision-making in production by incorporating new cyber-physical technologies such as IoT ” [61]. Not all the technologies that build the set of Industry 4.0 related technologies are
new, but their large-scale and system-wise implementation is what makes the significant change compared
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to traditional industry. These technologies include various embedded controllers, IoT devices, machine learning and artificial intelligence systems, real-time monitoring and control systems, human machine interfaces
(HMIs), manufacturing execution systems, big data, cloud systems, robotics, etc.
The Industry 4.0 already influences the energy sector, shifting traditional systems towards flexible systems
that allow distributed controls and interactions between components and systems as well as bi-directional
communications with increased data flows between the different components of the systems. However, the
legacy systems and traditional industrial approach is not nearly abandoned, especially in developing and undeveloped economies. While the process of transition towards Industry 4.0 has begun, it will last longer for
these economies. The mix of technologies and approaches that are typical for traditional as well as for Industry 4.0 will be observable during the transitional period, but the outcome will inevitably be the expected
transition to Industry 4.0. In this context, it is increasingly important to be prepared to face the cybersecurity
challenges that arise from the system-wise implementation of the above-mentioned technologies and adapt
to the landscape of fast changing threats and technologies. In fact, some of the issues that are relevant for
Industry 4.0 and discussed further in this section are also relevant to devices, products, solutions and platforms already in use in the modern power industry.
ENISA’s work on Industry 4.0 cybersecurity issues is summarized in a number of recommendations that encompass the drivers of Industry 4.0 – people, processes and technology [62].
The challenges related to the category (driver) “people”, are mostly related to the lack of adequate competences and skills of people working on security issues in industry and the lack of coherent organizational
policies and appropriate funding for security. The major challenge on competences and skills emerges from
the fact that security issues are not related to IT systems only, but rather to security of embedded systems,
OT security, network security. This implies that the security experts should have a profound knowledge of
the operating principles and security solutions for all these systems as opposed to the typical highly skilled
specialists for a specific area. As described in more detail in [62], this is required because of:
•

the need for integration of legacy and new systems and provision of security solutions in such environment,

•

the emergence of new protocols and solutions to be applied over complex supply chains,

•

the need to use security functionalities of complex systems of components and services, and

•

the need to detect and prevent security violations of system components on operational level.

In this regard ENISA recommends [62] raising the skills and knowledge by exchange of knowledge on IT and
OT security among experts; providing continuous training on best practices and state-of-the art solutions and
specific training on Industry 4.0 security; developing competence profiles to increase awareness of experts
on IoT and major Industry 4.0 security issues. From a broader perspective, the development of curriculum at
schools and universities to address security issues of Industry 4.0 and exchange of knowledge on safety and
security of systems and cyber-hygiene for all staff is also recommended [62]. The lack of well-defined security
policy on organization level is related to the limited competences and skills to a specific area (for example OT
vs IT) and therefore lack of complete understanding of security issues, which is essential to develop adequate
organizational policies.
The incomprehensive impact of cybersecurity on overall performance and costs at company level causes inadequate development or even lack of security policies. This also influences the decision-making process
related to required funding of new cybersecurity solutions. As it is hard to provide tangible connection between increase of company profits and investing in cybersecurity, the investments tend to increase after a
cyber-attack is detected and its impacts are evaluated. Therefore, ENISA recommends [62] that proper administrative structures are established at company level to channel discussions on cybersecurity with high
level management. In addition, a broader set of recommendations encompasses [62]:
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•

setting funding schemes for small and medium enterprises to ensure transition towards Industry 4.0,

•

developing incentive schemes for research and innovation on cybersecurity for industry,

•

developing and maintaining stable legal framework for transition and implementation of Industry
4.0, and

•

supporting private-public partnerships and introducing certification schemes for Industry 4.0.

The challenges with regards to processes include [62]: the liability over industry 4.0 products lifecycle; fragmentation of technical standards and supply management complexity. It is obvious that the involved stakeholders in the supply chain of the Industry 4.0 are increasing, which is true for the current state of traditional
industry as well. The liability for Industry 4.0 products cybersecurity is challenging and it is not easy to find
accountability for past incidents. The reason for that is related to the high number of various components
that can build a single product. Products come from different vendors, which increases the variety and number of available products that can be used for a specific function. Furthermore, the large variety of components, products and vendors impacts the complexity of the supply chain, which is not easily manageable. The
products should have built-in security functions, which should be used by the operators (industry) in an appropriate manner, using regular updates. The problem arises of the mixture of legacy and new equipment
and lifecycle of products. On one hand, products and solutions implemented in power industry usually have
longer lifecycle than IT products and require maintenance and updates for longer periods. On the other hand,
the manufacturers tend to have less upgrades and patches for “older” equipment, which increases the possibility of cyber-attacks on these components.
In order to alleviate the problem, ENISA recommends that [62]:
•

liability issues should be addressed in legislation and that liability obligations should be clearly described to operators of Industry 4.0,

•

procurement procedures use clear language to clarify the reliability issue,

•

cyber-insurance policies should be assessed regarding the possibility to transfer residual risks and
reduce incidents impacts, and

•

awareness on liability issues should be increased.

Considering the supply management process, the recommendations [62] include:
•

performing risk assessment for industry supply chain risks,

•

defining trust placed on suppliers and reviewing it considering cyber threats and incidents,

•

applying trust models, and

•

work with suppliers using recognized security standards.

The fragmentation of standards is another challenge related to processes. While sets of standards for IoT and
Industry 4.0 already exist, covering various aspects and including cybersecurity, the situation is different for
smart manufacturing. The lack of international standards hinders development of global industries, as facilities from the same organization, which are located at different sites, may not have the same obligations and
are not subject to the same sets of standards. This influences the implementation of cybersecurity technical
solutions and exchange of experience. Harmonization of standards is the key approach for fragmentation in
standards. According to [62], the activities should include:
•

gap analyses of existing standards,

•

international cooperation on standardization activities, which address cybersecurity topic,

•

integration of stakeholder’s views and opinions, and
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•

development and maintenance of mapping for standards to discover synergies.

The possible challenges related to technology include [62] interoperability of devices, platforms and frameworks and technical constraints that hinder the development of Industry 4.0. Interoperability is not a new
challenge, even considering devices, solutions and platforms that are not considered as industry 4.0 and IoT
technologies. Interoperability does not encompass the possibility for seamless operation and connectivity of
the variety of devices, platforms and frameworks. It also means achieving at least baseline cybersecurity for
all of them, which is challenging when encompassing the whole chain in the smart manufacturing process
and the supply chains in industry 4.0.
These challenges can be addressed by [62] use of interoperability frameworks with common protocols and
security language; identification of the required security levels across the supply chain and promoting open
interoperability laboratories and testbeds for security that are accessible. The other technology challenge is
seen in the technical constraints that hinder the cybersecurity in industry 4.0 and smart manufacturing. These
constraints are also related to the integration with legacy equipment, being the weakest link in the security
chain. Furthermore, the constraints are result of the trade-off between the requirements to provide equipment that shall be operational for longer time spans, but in a less costly manner. This results in equipment
with inadequate security functionalities, i.e. lack of security-by-design functionalities. This is important because measures as authentication or encryption are mostly used on network devices, but not for other devices at the low end of the industry chain. This approach leaves these devices open to attacks. The set of
proposed measures to tackle these issues include [62] defining security architecture for Industry 4.0; applying
security-by-design and privacy-by-design and by-default for industry components, devices, services, processes and communications; monitoring and assessing the cybersecurity measures; updating and upgrading
components and services regularly; following developments of cybersecurity standards, best practices and
guidelines.

4.3 Cyber security practices in power plants
4.3.1 The evolution of control systems and their security in power plants
For the past 25 years, power plant control systems have passed through a significant transformation from
proprietary, isolated systems to open architectures and standard technologies highly interconnected with
other corporate networks and the Internet. This has resulted in less investment and operational costs, ease
of use (which means less training and increased overall productivity) and enabled remote control and monitoring from various locations. However, an important drawback derived from the connection to intranets
and other communication networks, is the increased vulnerability to computer network-based attacks [63].
As affirmed by ENISA, on its Recommendations for Europe and MSs for Protecting Industrial Control Systems
[63], IACS communication protocols for power plants were not designed with security in mind. Many of these
protocols were initially conceived as serial protocols without built in authentication, encryption or message
integrity mechanisms. This exposes the communications to a variety of attacks. Nowadays, many of these
protocols have been integrated with the TCP/IP protocol suite, or even replaced by standard open ones with
similar security problems. Not only communication protocols have been modified or replaced by standard
open ones, for similar reasons of costs and productivity, operating systems and applications in IACS have also
transitioned from closed ad-hoc developments to de facto standard operating systems (e.g. MS Windows or
Unix-like) and applications (e.g. MS Structured Query Language (SQL) Server, MS Excel, etc.). This in turn
makes these systems susceptible to the same software attacks that affect conventional IACT systems (e.g.
desktop computers).
According to [64], to analyse the vulnerabilities and weaknesses of the industrial and power plant control
systems, a breakdown of the industrial controls landscape into the following zones is established according
to Purdue Enterprise Reference Architecture (PERA), presented in Figure 17.
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Figure 17 PERA Reference model [64]

In the case of the power industry, the focus has been almost exclusively on implementing equipment that
can keep the power system reliable. Nevertheless, during the last years the focus has shifted towards the
information infrastructure that supports monitoring and control of the power system, as it has become critical to the reliability of the power system.
As indicated in [65], the power industry relies increasingly on information to operate the power system. Consequently, two infrastructures must now be managed: not only the power system infrastructure, but also the
information infrastructure. The management of the power system infrastructure has become reliant on the
information infrastructure as automation continues to replace manual operations and as market forces require more accurate and timely information. The reliability of the power system is increasingly affected by
any problems that the information infrastructure might suffer.
In 2012, ENISA [66] proposed a set of minimum-security measures to SG stakeholders which might help in
improving the minimum level of their cybersecurity services. The proposed security measures are organized
into ten domains (security governance & risk management, management of third parties, personnel security,
awareness and training, etc.) and three sophistication levels.
•

Level 1: The implemented security measure is in an early stage (not advanced).

•

Level 2: The security measure is implemented according to industry standards across a large part of
the organization.

•

Level 3: The security measure is implemented in an advanced way and monitored and tested continuously. The security measure is reviewed on a structural basis, and updated if necessary, to support
business goals in the best possible extent.

The practices that complete each sophistication level are selected from relevant standards, guidelines and
frameworks. In this sense, performing a risk assessment would be an important step before deciding the
required sophistication levels needed by the SG organization. The risk assessment allows the SG system designer to define a threshold for the minimum acceptance level before the establishment of a risk value and
to perform the risk assessment for the assets in scope [66].
Two main groups of intercommunications are presented in Figure 18 and can be defined as [24]: Vertical
Communications and Horizontal Communications. This leads to a series of well-defined communication
‘channels’ (or ways) between levels and within levels.

D8.4 Cyber Security communication procedures and impact of disruption events

59

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

Figure 18 Relation of the communication between the different levels of ISA95 [24]

The vertical communications occur between all levels and are:
•

Bi-directional, between level one and two: exchange of information between the sensors, or field
devices, and the systems in charge of interpreting and processing the readings of these devices.

•

Bi-directional, between level two and three: information exchange between supervisory and operation management systems.

•

Between level two and four: information exchange between operation management systems and
the Enterprise Resource Planning or Business Intelligence systems, Big Data or Artificial Intelligence
initiatives.

The horizontal communications (within the same level) related to SCADA and IACS systems specifically occur
in levels one and two:
•

Within level one: numerical values are commonly exchanged between field devices as sensors, PLCs,
or RTUs, among others. The information is exchanged among devices within the same level.

•

Within level two: the interchanged information or actions acquired or sent by SCADA systems are
notified to the HMI system for a more understandable visualization for the user. These communications must be realized in real time.

•

Within level four: standard IT communications between the Customer Relationship Management and
Enterprise Resource Planning systems (among others) to exchange needed information for customer-related, invoice and billing processes. If Business Intelligence systems, Big Data or Artificial
Intelligence initiatives are in place, additional interactions may be created to fulfil the needs of the
information.

4.3.2 Cybersecurity in SGs
Communication protocols are among the most critical parts of power system operations, both responsible
for retrieving information from field equipment and, vice versa, for sending control commands. Despite their
key function, to-date these communication protocols have rarely incorporated any security measures, including security against inadvertent errors, power system equipment malfunctions, communications equipment failures, or deliberate sabotage. Since these protocols were very specialized, “Security by Obscurity”
has been the primary approach. However, security by obscurity is no longer a valid concept, especially as
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power systems are considered as critical infrastructure in and have become an attractive target for cyberattacks [65].
As indicated by ENISA [21] the transformation of power systems into SGs will dramatically change the grid.
Traditional energy services and markets will also undergo a significant transformation. In addition to bulk
generation facilities, the SG will intelligently integrate distributed or dispersed generation, where many energy sources of small size as distributed PV solar panels, small wind turbines, fuel cells, and distributed cogeneration sources will be connected to the network. SGs will substantially improve control over electricity
consumption and distribution to the benefit of consumers, electricity suppliers and grid operators. Nevertheless, improved operations and services will come at the cost of exposing the entire electricity network to
new challenges, in the field of security of communication networks and information systems [67].
4.3.2.1 SGs as Cyber-Physical Systems
IEC TC57 [65] describes SG systems are cyber-physical systems which combine power system operational
equipment with cyber-based control of that equipment. These systems are designed not only to provide the
functions that the equipment was developed for, but also to protect that equipment against equipment failures and often against certain types of “mistakes”. However, attacks handling is also critical, since power
system equipment cannot be just shut off if an attack is occurring, i.e. the equipment should remain functional to the highest extent possible. Recovery strategies after attacks are also critical since it is essential to
maintain continuous power supply even if the equipment is being repaired. Finally, time-stamped forensic
alarm and event logs need to capture as much information as possible about the attack sequences for both
future protection and possible legal actions.
Therefore, the IEC [65] highlights the next main differences, in terms of cybersecurity, between SGs and
purely cyber systems:
•

Physical impacts. First, cyber-attacks can cause physical impacts, such as power outages and damaged equipment. So, the threats are against the functions of these systems, not directly on the data
itself.

•

Cyber-physical protection. Secondly, since cyber-physical systems are already designed with protection against “equipment and software failures”, so for some cyber-attacks the protection is already
in place or the cyber-attacks may invoke existing cyber-physical reactions to mitigate the impact of
the attack.

•

Cyber-physical mitigation. Thirdly, overall cyber-physical systems are designed to handle attacks
through fault-tolerant designs, redundancy of equipment, and applications that model the physical
systems using the laws of physics (e.g. power flow-based applications). Again, these types of system
designs should also be utilized and enhanced to make these systems less vulnerable to malicious
attacks.

•

Impacts from cybersecurity. Fourthly, some types of cyber mitigation procedures and technologies
can negatively impact cyber-physical systems. Therefore, the types of cybersecurity mitigations must
be carefully woven into cyber-physical mitigation.

The introduction of SGs increasingly leads to more automation. This created a gap, where the level of security
did not grow together with the increased automation and interconnections of the grid. For this reason, cyber
security certification of the SGs has gained popularity. The need to foster the development of security certification schemes for product and organizational security was one of the key findings of ENISA’s 2012 Report
on Smart grid security: Recommendations for Europe and Member States [67]. The report describes the need
for harmonized European SG certification practices which cover the complete SG supply chain and are supported by a European platform based on M/490 SGAM and the concept of SG chain of trust.
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4.3.3 Security concepts for power plants (threats, requirements, purposes)
Security entails a much larger scope than just the authentication of users and the encryption of
communication protocols [68]. In this sense, the IEC TC57 [65] establishes that end-to-end security involves
security policies, access control mechanisms, key management, audit logs, and other critical infrastructure
protection issues, including:
•

Inadvertent threats - safety failures, equipment failures, carelessness, natural disasters,

•

Deliberate threats - disgruntled employee, industrial espionage, vandalism, cyber hackers, viruses
and worms, theft, terrorism.

In addition, security requirements in power plants are focused on the following concepts for guaranteeing
the protection [65]:
•

Confidentiality – preventing the unauthorized access to information,

•

Integrity – preventing the unauthorized modification or theft of information,

•

Availability – preventing the denial of service and ensuring authorized access to information,

•

Non-Repudiation/Accountability – preventing the denial of an action that took place or the claim of
an action that did not take place.

Besides, regarding the security attacks, the threats can be realized as many different types of attacks. The
mapping of potential attacks means that there is not a single method for meeting a particular security requirement - each type of attack that presents a specific threat needs to be countered [69].
4.3.3.1 Security purposes in power plants
The purposes for security protection are often described through layers, with security measures addressing
one or more layers [65]:
•

Deterrence and delay, to try to avoid attacks or at least delay them long enough for counter actions
to be undertaken. This is the primary defence approach but should not be viewed as the only one.

•

Detection of attacks, primarily those that were not deterred, but could include attempts at attacks.
Detection is crucial to any other security measures since if an attack is not recognized, little can be
done to prevent it. Intrusion detection capabilities can play a large role in this effort.

•

Assessment of attacks, i.e. the capability to determine the nature and severity of the attack. For instance, is the entry of several wrong passwords a result of someone forgetting the password or is it
a deliberate intrusion attempt.

•

Communication and notification, so that the appropriate authorities and/or computer systems can
be made aware of the security attack in a timely manner.

•

Response to attacks, which includes actions by the appropriate authorities and computer systems to
mitigate the effect of the attack in a timely manner. This response can then deter or delay a subsequent attack.

•

Communication and notification, so that the appropriate authorities and/or computer systems can
be made aware of the security attack in a timely manner.

•

Response to attacks, which includes actions by the appropriate authorities and computer systems to
mitigate the effect of the attack in a timely manner.

4.3.3.2 Security processes and planning in power plants
According to [70], large and small utilities face substantial cybersecurity challenges that are both institutional
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and technical due to the following major changing business and technical environments:
•

Interactions with more stakeholders: Utilities exchange information with many other stakeholders,
including other utilities, retail energy service providers, and many other businesses.

•

Network configurations: Although sensitive operational systems are never supposed to be “directly
connected with the Internet” or other unauthorized networks, sometimes they are indirectly connected through misconfigurations, handheld devices, and even thumb-drives.

•

Internet-based technologies: Utilities increasingly use “open systems”, Internet-based technologies,
and general consumer products rather than their legacy, one-of-a-kind products. These modern technologies are less expensive and generally more interoperable but are also more familiar to malicious
threat agents who can access them and find the inevitable vulnerabilities.

•

Integration of legacy systems: At the same time, the legacy systems have to be integrated with these
more modern systems, often through gateways and “wrapping” which lead to their own cybersecurity vulnerabilities.

•

Increased attraction of the power industry to cyber attackers: The power industry is vital to national
security, so it is subject to the growing sophistication of cyber attackers and to the increasing desire
of these cyber attackers to cause financial and/or physical harm the power industry.

Again, [65] claims that security must be planned and designed into power plants from the start. Security
functions are integral to the designs of systems. Planning for security, in advance of deployment, will provide
a more complete and cost-effective solution. Additionally, advanced planning will ensure that security
services are supportable. This means that security needs to be addressed at all levels of the proposed
architecture.
The planning should include five high level processes that are needed as part of a robust security strategy.
Although circular in nature, there is a definite order to the process:
•

Security Assessment – is the process of assessing assets for their security requirements, based on
probable risks of attack, liability related to successful attacks, and costs for ameliorating the risks and
liabilities.

•

Security Policy – is the process of creating policies on managing, implementing, and deploying security within a Security Domain.

•

Security Deployment – is a combination of purchasing and installing security products and services
as well as the implementation of the security policies and procedures developed during the security
policy process.

•

Security Training – Continuous training on security threats, security technologies, corporate and legal
policies that impact security, Security measures analysis is periodic, and best practices is needed.

•

Security Audit (Monitoring) – Security audit is the process responsible for the detection of security
attacks, detection of security breaches, and the performance assessment of the installed security
infrastructure. However, the concept of an audit is typically applied to post-event/incursion. The Security Domain model, as with active security infrastructures, requires constant monitoring.

4.3.4 Establishing a cybersecurity program for a power plant
The steps presented on Figure 19 illustrate how a new cybersecurity program based on NIST Cybersecurity
Framework [71] could be created or how an existing program could be improved, in order to ensure the
compliance of the security requirements. These steps should be repeated as necessary to continuously
improve cybersecurity.
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Figure 19 Main steps for creating a new cyber security plan – based on NIST Cybersecurity Framework [71]

4.3.4.1 Applying cybersecurity in power plants
The security services and technologies have been developed primarily for industries that do not have many
of the strict performance and reliability requirements that are needed by power system operations. For
example, [70]:
•

Preventing an authorized dispatcher from accessing power system substation controls could have
more serious consequences than preventing an authorized customer from accessing his banking account.

•

Many communication channels used in the power industry are narrowband, thus not permitting
some of the overhead needed for certain security measures.

•

Most systems and equipment are wide-spread and located in unmanned, remote sites with no access
to the Internet. This makes key management and some other security measures difficult to implement.

•

Many systems are connected by multi-drop communication channels, so normal network security
measures cannot work.

4.3.4.2 Security measures important to power plants
Because of the large variety of communication methods and performance characteristics, as well as because
no single security measure can counter all types of threats, it is expected than multiple layers of security
measures will be implemented. For instance, VPNs only secure the transport level protocols, but do not
secure the application level protocols, so that additional security measures, such as IEC 62351-4, provide the
application level security, possibly running over VPNs. In addition, role-based access passwords, intrusion
detection, access control lists, locked doors, and other security measures are necessary to provide additional
levels of security [72].
It is clear that authentication plays a large role in many security measures. In fact, for most power system
operations, authentication of control actions is far more important that “hiding” the data through encryption
[65]. Furthermore, actions to address the following common issues should be considered:
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•

Indiscretions by personnel – employees stick their passwords on their computer monitors or leave
doors unlocked.

•

Bypass controls – employees turn off security measures, do not change default passwords, or everyone uses the same password to access all substation equipment.

•

Authorization violation – someone undertakes actions for which they are not authorized, sometimes
because of careless enforcement of authorization rules.

•

Man-in-the-middle – a gateway, data server, communications channel, or other non-end equipment
is compromised, so the data which is supposed to flow through this middle equipment is read or
modified before it is sent on its way.

•

Resource exhaustion – equipment is inadvertently (or deliberately) overloaded and cannot therefore
perform its functions. Or a certificate expires and prevents access to equipment.

4.3.4.3 Correlation of cybersecurity with information exchange standards
Correlating cybersecurity with specific information exchange standards, including functional requirements
standards, object modelling standards, and communication standards, is very complex. There is rarely a oneto-one correlation, with more often a one-to-many or many-to-one correspondence.
First, communication standards for the SG are designed to meet many different requirements at many
different “layers” in the reference model. Second, regardless of what communications standards are used,
cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination
of the data. Third, the cybersecurity requirements must reflect the environment where a standard is
implemented rather than the standard itself - how and where a standard is used must establish the levels
and types of cybersecurity needed. Fourth, some standards do not mandate their provisions using “shall”
statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their
provisions as being “normative” or “informative.”
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and
procedures, woven together to meet the security requirements of a particular implementation of policy,
procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as
applied to the information exchange standards, should be described as profiles of technologies and
procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power
system data, and validation of power system states) and IT methods (e.g. encryption, role-based access
control, and intrusion detection) [65] [73].
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5

Cyber security impact assessment in products

The section provides an insight on the cybersecurity requirements and measures implemented in the CROSSBOW products. Due to its functionalities and the integration with other products, the focus is on the requirements and cybersecurity measures of the WAMAS system. The cybersecurity measures for the implemented
graphical interfaces in the CROSSBOW products are also described. Additionally, the specifics of cybersecurity measures implemented in the decentralized technologies of the CROSSBOW products are discussed.

5.1 Requirements regarding cybersecurity in products
The cybersecurity problem should be taken into consideration in all phases of development of a project and
project products. In these days, the cybersecurity is a key problem since all devices connected on public
Internet are under constant “attack”, being scanned for known vulnerabilities and vulnerable open TCP/IP
ports. Even an open Secure Shell (SSH) port is tested continuously by internet bots for weak passwords.
A system is as strong and resilient to cyber-attacks as the weakest part of the system. Any open gate into the
system should be considered as possible to be used by the authorized users but also from an unauthorized,
malicious user. Not all attacks will be finalized by a system penetration, but this possibility must be considered at any time. Authorized access to the system should be limited to the needed privileges to prevent any
privilege violation and taking over of the system.

5.1.1 Communication of CROSSBOW WAMAS system to field devices
The CROSSBOW WAMAS system is using information from electrical power energy systems (EPES) assets
concerning voltage, frequency and active and reactive power in different nodes of energy grid in order to
calculate a state estimation of the grid.
The two sources of information used by the CROSSBOW WAMAS system and in fact, by the WAProtector,
which is its core module, are:
•

SCADA systems in the grid power substations providing electrical information on transmission lines
that are connected to the substation,

•

Phasor measurement unit (PMU)/Phasor data concentrator (PDC) devices installed in different
nodes of the grid providing on-line information on electrical parameters in the node monitored by
the PMU/PDC devices.

A short analysis of cyber security of SCADA and PMU/PDC systems is required.
5.1.1.1 Cybersecurity and vulnerabilities of SCADA systems
SCADA system is a centralized system that monitors and controls an entire area. It consists of software packages, running on the hardware and either collects data on the process or sends the control commands to the
process. RTUs or PLCs automatically execute most control activities.
The layers of attacks of this infrastructure are listed below:
•

Hardware,

•

Software,

•

Communication.

A typical SCADA system has a multi-level formation, based on the structure of the energy production,
transport and distribution system. The structure of such a system is described by the diagram shown in Figure
20. There is a Dispatch control centre layer, where all the relevant information is gathered for the complete
system and the operators decide the operation of the energy system, through the HMI software system. On
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a lower level the Regional control centres that provide the control over regional sections of the energy system. The Substation control level provides the possibility of the control over one power station. All the information from the station is available at this level and complete control of the station is possible at this level.
Relevant information from the station for higher-level control is sent from here. The Bay control level provides direct control over electrical equipment in local control and processing the electrical status information
for station control and higher-level controls.

Figure 20 SCADA system levels structure

A SCADA system in a high voltage or a medium voltage substation is in most cases a closed system, allowing
attackers only a small attack surface. The communication with higher level of controls is based on private
networks in propriety of DSO or TSO, depending of the propriety of the station. Allowing controls over energy
assets owned by TSO/DSO or other energy companies or persons, such as aggregators or prosumers, is increasing in a distributed production energy system, thus increasing the possible attack surface. The SCADA
system will have more gateways for information or controls in the future. These gateways should be a secured system even if the SCADA system is using legacy protocols that are not encrypted and secured.
5.1.1.1.1 Cyber-attacks on hardware
An attacker can easily damage and modify the operational procedures of the system by unauthorized accessing of the physical location of the SCADA. In particular, the attacker can make changes on certain threshold
values on the system, leading to serious harm.
An attacker needs to get a physical access to the substation to attack the hardware systems. If an attacker
obtains access to the substation, then access to the complete system is also obtained. This allows the attacker
to modify the electrical equipment of the substation, the settings of the protection devices, as well as the
settings over the metering system. Most of the hardware systems accept settings modifications, mainly locally, but there are settings that can be altered from the station local area network. The hardware system of
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the EPES SCADA is in most cases redundant, reliable and with restricted access to unauthorized persons, thus
providing low possibility of cyber-attacks.
An open point of the system is the station global positioning systems (GPS) time servers. Each SCADA substation system needs a very accurate time reference in order to keep information and controls synchronous
with other stations. Aiming to limit the internet access to the complete SCADA system, the local redundant
Network Time Protocol (NTP) time servers are relying completely on GPS receivers. Spoofing the GPS signal
received by station receivers can start an attack that can finish by disconnecting some assets from the power
grid.
5.1.1.1.2 Cyber-attacks on software
Generally, monitoring and control of SCADA systems is carried out via special software services. These include
HMI modules and can be considered as the most important components of SCADA systems. The software
runs on the central server and allows the operator to monitor and control the parameters of the SCADA
system, through a graphical interface. Thus, a cyber-attack against this software could take over the whole
SCADA system, leading to serious risks as loss and/or corruption of valuable data, software failure, unauthorized remote control of equipment, network outage. The attacks on the software of the SCADA systems can
be classified in many ways, some of which are detailed below.
•

Source code design and implementation - Secure coding is required to minimize vulnerabilities in
SCADA applications and services. Vulnerabilities in software can be exploited for malicious purposes,
making the SCADA system vulnerable to attacks, so system administrators should be hesitant to make
changes after initial configuration.

•

Buffer overflow - Buffer overflow is the most common input validation vulnerability in SCADA systems, which occurs when the software writes more data to the memory than the space allocated.
"Extra" data overwrites the contiguous memory and causes the program to run outside of its normal
functions. Some exploitation codes use buffer overflow to create an interactive session and send
malicious scripts with the privileges of the exploited program. Buffer overflow is achieved by aborting
and changing the input values during data transfer in the network traffic applications. As a result,
network protocol implementations, where input values are not validated, are vulnerable to buffer
overflow attacks.

•

SQL injection (SQi) - All SCADA systems use an SQL database that stores most of the settings of the
SCADA system and the process-data, such as measurements, electrical equipment status, events,
alarms from the IED and more. Incorrect or insufficient filtering of user input that does not guarantee
the integrity of the special characters used in the SQL query command may affect the SCADA historian database, which results in an SQi type of attack. For example, an attacker can provide random
read / write access to the database, after adding a ready-to-read data character to a query. SQL queries can also be used for security checks, such as authentication and attackers can modify the logic
of these queries to overcome the security. SQi vulnerabilities are generally found on client (typically
Web) applications and exploit the database by routing SQL commands to the database. Even if all
other connections to the firewall are blocked, a successful attack allows the attacker to control the
SQL server, over a secure network.

•

Cross Site Scripting (XSS) - The main reason for the XSS vulnerability is due to input validation, as in
SQL injection. In other words, this vulnerability is usually result of poor sanitization of input data
which allows the attacker to trick the user to execute a script code in the user’s browser. This may
happen while using the vulnerable website and allows the attacker to steal sensitive data, start phishing, change the appearance of the web site.
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•

Effective patch management application- Effective patch management is crucial for operating systems, services, users and third-party software. SCADA manufacturers can mitigate vulnerabilities by
applying patches in their products. Rapid identification and patching of vulnerabilities before mitigation can minimize the risk of disclosure of the vulnerabilities. Furthermore, SCADA manufacturers
can test their patches on third-party products, before patching them to the base product. Operating
system patches are issued to close security vulnerabilities that allow an attacker to run code on the
operating system.

5.1.1.1.3 Cyber-attacks on communication
A SCADA system, being designed as a multi-level system, needs to relay on a communication system. The
communication between multiple levels of the SCADA system is a heterogeneous communication network.
The local SCADA system in a substation uses Local Area Network with different sections and implementations
for establishing communication over bay levels, local control level and station control level. There is a special
implementation of serial bus communications, such as RS-485, RS-232, etc. for intercommunication between
older IED-s, industrial Ethernet networks that are using redundant paths or loops for reliability and optical
fibre networks that are preferred for the reliability in electrical noise environment. An attacker needs to gain
access into the substation and have a physical access to the Local Area Network to attack the network inside
a substation. Once the local area network is accessed, the cyber-attacks on communication networks, as
described further in this section, can be effective. The commonly used protocols in substations are the Serial
IEC60870-103, IEC60870-104, IEC 61850, Modbus RTU, Modbus TCP, Profibus, Profinet, Device Language
Message Specification - DLMS and other protocols.
The communications between the substations, regional control centres and the dispatch centre are based on
different types of Wide Area Networks. In many cases the Wide Area Network used by the SCADA systems is
owned by the TSOs / DSOs and they usually use the same routes for the optical fibre network as the for the
power lines. There are also cases where public communication networks are used for SCADA communication
and these networks are owned by telecommunication operators. The higher control level communications
in SCADA systems are usually using legacy point-to-point, serial protocols or newer Ethernet protocols, but
which are also simulating a point-to-point connection. Usually the old serial IEC 60870-101 protocol or the
Ethernet based IEC 60870-104 protocol are used. These SCADA protocols are often multiplexed over optic
fibre physical protocols that are carrying also voice communication, data transmission and sometimes even
tele-protection signals.
Conventional SCADA networks are designed to provide functionality rather than reliability. Along with the
development of new communication technologies and the acceleration of communication channels, legacy
systems have left their place to new technologies. As a result, all the processing power is done over SCADA
networks in order to speed up the communication channels and make the field devices smarter. Therefore,
a cyber-attack on SCADA communication networks can affect the whole SCADA system and causes very serious risks. The main attacks that can affect communication layer are described below.
•

Unnecessary ports and services - Services and applications running on the system can open network
ports towards outside networks. An attacker can access the SCADA system through the open port
and collect information about the system. Each open port can allow the attacker to send exploit code
and capture data. If an attacker connects remotely to services listening to accessible network ports,
it can locate itself on the target network and attack all services listening to the local network servers.
An attacker can exploit a vulnerable network application and use a malicious code to send data in an
unauthorized way.

•

Communication channel vulnerabilities - Communication channels are another important issue, because they have access to different security areas by using access privileges. Attackers can modify
their functions to manipulate the SCADA system.
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•

Vulnerabilities of communication protocols - The common vulnerabilities of these protocols can be
listed as follows:
o

Lack of certification - There is no restriction certificate in the communication process of
Modbus protocol, one of the most used in SCADA systems. This means an attacker can establish a Modbus communication session, listen to messages, get a legitimate address and
then break all or part of the control process.

o

Lack of authority - Most privileged actions require verifying the identity of users with different privileges in order to reduce the probability of incorrect processing. However, as an example, Modbus Protocol does not have role-based access control. Furthermore, neither the
users are separated, nor their permissions are classified, which means any arbitrary user can
perform any function.

o

Lack of encryption - The most of IACS protocols send all data in clear text, thus an attacker
can intercept the communication to read all packets and data sent.

o

Denial of service - According to the request-response pattern of the Modbus and DNP3 protocols, although they have active reporting mode, there are still some vulnerabilities. For
example, the slave station may send data to the unauthorized master station and this would
increase the probability of a service denial attack.

5.1.1.2 Cybersecurity and vulnerabilities of PMU/PDC systems
PMU/PDC are used in systems for wide area monitoring, protection and control, i.e. WAMPAC. The applicability of any monitoring solution depends on the capability of visual presentation of the aggregated data. The
wide area monitoring was successfully implemented as a widely reported PMU application. The PMU is a high
reporting rate measurement device (up to 50 frames/second) for phasor information that is provided using
GPS signals for time synchronisation. The PMUs provide voltage and current angle measurements in multiple
nodes of the system using a common reference, very accurate frequency measurements and good estimation
for voltage and current phasors. The advanced capabilities of the PMU measurements can increase the performance of monitoring and control of power systems operation. The full integration and increased observability of the power system using PMUs will take time because advanced communication infrastructure is
required for sending the PMU data to the control centre in real time. However, this will increase the possibilities for cyber-attacks in the power systems.
The PMUs phasor information from different nodes of the power network provides a complete information
about the electrical status of the power grid. The information provides the possibility to acquire wide area
image of the power flow in the grid and to better evaluate the stability of the grid. The PMUs phasor may
also point out the possible weaknesses that can be used to induce a wide area power fault or blackout. Because of their fast reporting rates and their potential use for monitoring of power system dynamics, synchronized measurement devices require a dedicated measurement, control and communication infrastructure.
PMUs are usually used for two purposes, data acquisition and control. They are implemented with additional
functionality, regarding external devices, such as relays. This means that channels used for monitoring and
control might compromise other devices’ functionality, which may be even more sensitive than the PMU
data.
The wide area monitoring is considered the most significant application for PMU data. Considerable amount
of applications, based on PMU data, are monitoring the state of important electrical parameters of the grid.
The raw data have no direct use for the system operators in a productive manner. Therefore, the data must
be processed and shown to the system operators in a meaningful manner. Based on system quantities being
monitored, synchrophasors offer the possibility to be used in many applications, including low frequency
oscillations, stability margins and sub-synchronous oscillations for the transmission part of the power system.
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A typical architecture of a synchrophasor network is based on PMUs that produce synchronized measurements of the phasors, frequency and the rate of change of frequency from analog inputs of voltage and currents and send output time stamped phasor data to a communication network, using a standard format at a
predefined reporting rate. Because PMUs are installed in different substations of a power system, GPS is used
to synchronize the phasor measurements to a common time base.
A PDC is used to collect PMUs synchrophasor measurements from various locations of an interconnected
power system, over a wide area communication network. Depending on the application specifications, a synchrophasor network might be comprised of multiple PDCs, arranged in a hierarchical manner and providing
time-aligned data for wide-area monitoring applications.
To function properly, a wide area synchrophasor network needs a reliable communication network. Loss of
communication can leave the synchrophasor application with insufficient information to carry out its operations. The communication network carrying out PMUs data must be able to sustain different malicious attacks, such as distributed denial-of- service attacks, data snooping and spoofing, etc. Losing grid observability
and awareness over the operation of the grid, even for a short time, can be very costly.
The primary techniques for cybersecurity implemented in these systems comprise of firewalls, VPNs, TLS,
SSH or using grid operator’s private networks. Techniques based on encryption bring challenges associated
with securely managing cryptographic keys and cryptographic software. The impact of a failure scenario for
WAMAS system fully dependents on the use of the WAProtector data. For example, a failure in a WAMAS
application that offers control capabilities, has higher impact than a failure in a monitoring application.

5.1.2 Communication of the WAMAS system and other tools from the CROSBOW ecosystem
The CROSBOW WAMAS system is connected and provides data to other tools from the CROSBOW ecosystem,
such as the Regional Operational Centre, the RES Regional Coordination Centre, the Regional Demand Side
Management Integration Platform, the Regional Storage Coordination Centre. It provides insights from the
grid state estimation to the other tools that require this information.
The WAProtector is the core module of the WAMAS system and it enables data exchange between different
data sources as PMUs, RTUs, IEDs, PDCs and SCADA. The WAProtector also enables real-time power system
stability analysis and detection, triggering of alarms and events, data storage and other functions that provide
the required data for the CROSBOW system. As indicated in Figure 21, the communication with the other
tools from WAMAS and CROSBOW ecosystem is based on standard protocols OPC, FTP and Elpros protocols.
The security of the connection is insured by a VPN using encryption.

5.2 Cybersecurity measures in CROSSBOW WAMAS communications
The WAProtector of the CROSSBOW WAMAS system is installed at SCC premises. The WAProtector has access
to different data sources by different communication protocols. Regarding the protocols, different security
options are available.
Data exchange with SCADA system is implemented by TASE.2 protocol and the alternative option is IEC
60870-5-104. The security options are:
•

TASE.2 security on TCP/IP by IEC 62351-3,

•

TASE.2 authentication for MMS by IEC 62351-4,

•

IEC 60870-5-104 security on TCP/IP by IEC 62351-3,

•

IEC 60870-5-104 authentication by IEC 62351-5.

Data exchange with PMU/PDC devices is implemented by IEEE C37.118 protocol. In this case the security
options are:
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•

IEEE C37.118 security on TCP/IP by IEC 62351-3.

Data exchange with the other CROSSBOW products is done over OPC-UA protocol. The security options are:
•

OPC-UA security on TCP/IP by IEC 62351-3.

Data exchange with client computers for data visualisation uses the following security options:
•

VPN connection with encryption,

•

Data exchange over dedicated Elpros communication protocol,

•

Authentication with username and password.

Data exchange over FTP with other CROSSBOW products is based on the following security options:
•

VPN connection with encryption,

•

Authentication with username and password.

The specified security options can be activated in case that both sides support this option. The potential
security measures of different communication protocols within the WAProtector system are summarised in
Figure 21.
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Figure 21 Potential security measures of different communication protocols within the WAProtector system

5.3 Cyber security in other CROSSBOW products
5.3.1 Graphical user interfaces
Some of the CROSSBOW products feature GUI that provide visualizations of different pieces of information
and allows for different actuations. The preferred format in CROSSBOW for the user interfaces is the webD8.4 Cyber Security communication procedures and impact of disruption events
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oriented application accessible through a web browser. This selection, whilst the most broadly used in the
today’s application, has some cyber security implications that should be considered.
In terms of “physical” security, even though web application does only require IP connectivity for the users
to access the application, this IP connectivity can also be an attacking point that must be properly secured.
Attacks against web apps range from targeted database manipulation to large-scale network disruption. The
most common methods of attack or “vectors” commonly exploited.
•

XSS - XSS is a vulnerability that allows an attacker to inject client-side scripts into a webpage in order
to access important information directly, impersonate the user, or trick the user into revealing important information.

•

SQi - SQi is a method by which an attacker exploits vulnerability in the way a database executes
search queries. Attackers use SQi to gain access to unauthorized information, modify or create new
user permissions, or otherwise manipulate or destroy sensitive data.

•

DoS and distributed denial-of-service (DDoS) attacks - Through a variety of vectors, attackers are able
to overload a targeted server or its surrounding infrastructure with different types of attack traffic.
When a server is no longer able to effectively process incoming requests, it begins to behave sluggishly and eventually deny service to incoming requests from legitimate users.

•

Memory corruption - Memory corruption occurs when a location in memory is unintentionally modified, resulting in the potential for unexpected behaviour in the software. Bad actors will attempt to
sniff out and exploit memory corruption through exploits such as code injections or buffer overflow
attacks.

•

Buffer overflow - Buffer overflow is an anomaly that occurs when software writing data to a defined
space in memory known as a buffer. Overflowing the buffer’s capacity results in adjacent memory
locations being overwritten with data. This behaviour can be exploited to inject malicious code into
memory, potentially creating a vulnerability in the targeted machine.

•

Cross-site request forgery (CSRF) - Cross site request forgery involves tricking a victim into making a
request that utilizes their authentication or authorization. By leveraging the account privileges of a
user, an attacker is able to send a request masquerading as the user. Once a user’s account has been
compromised, the attacker can exfiltrate, destroy or modify important information. Highly privileged
accounts such as administrators or executives are commonly targeted.

•

Data breach - Different than specific attack vectors, a data breach is a general term referring to the
release of sensitive or confidential information and can occur through malicious actions or by mistake. The scope of what is considered a data breach is wide and may consist of a few highly valuable
records all the way up to millions of exposed user accounts.

Different types of users will make use of these interfaces for covering functionalities defined in the form of
project use cases, described in [74]. Some of the use cases involve the handling of data potentially sensitive
or access-restricted, so appropriate actions should be considered towards controlling and restricting the access of the data in the graphical user interfaces.
All the CROSSBOW GUIs feature a combination of RBAC and discretionary access control (DAC).
In computer systems security, RBAC is an approach to restricting system access to authorized users. It is based
on policy-neutral access-control mechanism defined around roles and privileges. The components of RBAC
such as role-permissions, user-role and role-role relationships make it simple to perform user assignments.
A study by NIST has demonstrated that RBAC addresses many needs of commercial and government organizations [75]. RBAC is designed around the concept of roles. Roles are created for various job functions. The
permissions to perform certain operations are assigned to specific roles. Members or staff (or other system
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users) are assigned particular roles, and through those role assignments acquire the permissions needed to
perform particular system functions.
Three tasks are linked with the RBAC configuration:
1) Role assignment: The system must feature a mechanism to link user accounts to different roles.
2) Role authorization: Different permission can be assigned to the roles. This practically defines the
purpose and scope of the role.
3) Permission authorization: The different actions and sections of the GUI may be linked to specific
permissions. A user can exercise a permission only if the permission is authorized for the user’s active
role. Whilst the two other security tasks can be done in specific configuration interfaces, this one
requires the change of the application code, because the actions and sections are linked to permissions in coding phase and are immutable.
These are some examples of how the RBAC is implemented in CROSSBOW user interfaces, as presented in
Figure 22:

Figure 22 User / password access

The first thing needed is a user/password access screen. The applications will deny access to any user not
logged-in and will always redirect user to the login screen.
User with the appropriate permissions will have access to the user configuration and definition section, which
is presented in Figure 23:
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Figure 23 User management section

In this section, user accounts can be managed: added, removed or modified. The most relevant field here is
the user profile (role). The Figure 24 below is an example of user account creation dialog, with the mandatory
profile field:
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Figure 24 User creation dialog

All users are linked with specific profiles, and these profiles can also be linked to specific permissions as
shown in the Figure 25 below:
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Figure 25 Permissions assigned to profiles
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For the profile selected in the top dropdown, the different permissions are shown with the current value for
the selected profile. The controls can be used to change the value of the permissions in the selected profile.
In the example above, the permission ‘structures’ could be changed from ‘write’ to ‘read‘ to prevent the data
linked to this permission to be modified with the user interface.
RBAC is a flexible access control technology whose flexibility allows it to implement DAC as well. This is a
type of access control complementary to RBAC, that can be seen as a means of restricting access to objects
based on the identity of subjects and/or groups to which they belong. The controls are discretionary in the
sense that a subject with a certain access permission is capable of passing that permission (perhaps indirectly)
on to any other subject (unless restrained by mandatory access control)".

Figure 26 below shows an example of how this is achieved in CROSSBOW:

Figure 26 Plants accessible by user

Only super user can access this section. The list on the left can be used to select specific user accounts, and
in the central area, a list of plants will appear, with check for marking what generation plants are accessible
for the selected user account. The whole country can be selected to mark all the plants in a country to be
manageable by the selected user. In the example, the user ‘nosbih’ is assigned to the plants of Bosnia and
Herzegovina. When a user accesses the application with these credentials, the system will only send it the
data of the plants configured in this section. It is important to note that the filtering of the data is done at
the server that is sending the information for being displayed in the user’ browser. This mechanism invalidates the risk of client-side code attack, because data access security is enforced at server side.
Besides this RBAC and DAC security, the CROSSBOW web applications security is also enforced in the following aspects:
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•

All web access go through encrypted channels (HTTPS) , with the appropriate certificates at the client side

•

Web applications are deployed as dockerized. This makes that the web applications server side run
in a sandbox that practically isolates them from other processes in the same machine. This has a lot
of advantages in terms of security:
o

The application can crash smoothly without affecting other processes

o

Maximum use of resources can be easily configured for each web application docker container, so that, for instance, CPU or memory leaks due to errors or attacks will not drain and
compromise the resources for other applications resources in the same computer

o

Docker containers are very easily updatable to apply the latest security packages, because
the docker container images contain only the minimal set of functionalities and dependencies to provide the required functionality. Updates will not affect other applications and are
thus easy to apply

5.4 Cyber security and data integrity in decentralized technologies implemented in CROSSBOW
products
In the CROSSBOW project, multiple tools are developed that are integrated among each other in order to
exchange data and functionalities. One of the most important tools is the CROSSBOW AM, which is a central
component for trading. Trading platforms typically provide integration Application Programming Interfaces
(APIs) that are used by other applications and systems to publish trade orders and receive results from the
trading platform, like accepted orders. APIs are used to enable automatic exchange of data between systems
which provides ability for high frequency trading. The systems and applications can implement algorithms to
automate the bidding process and interactions with the trading platform. The Figure 27 shows a simplified
integration architecture of the external systems with the centralized trading platform (the actual architecture
of the CROSSBOW AM is presented by Figure 28).
In the integration architecture as presented in Figure 27, where systems are distributed across multiple remote locations, security risks are present on all levels. To reduce the security risks, we have to ensure confidentiality, integrity and authenticity of the data that is being exchanged between the integrated systems.
Furthermore, such integration architectures also require security mechanisms to prevent cascading effects if
one of the systems gets compromised. The exchanged data needs to be protected when stored and during
the data transfer process. When data is being transferred from one system to another, we must ensure data
confidentiality, data integrity and data authenticity.
Data confidentiality takes care of hiding the message from unauthorized and unintended parties (eavesdroppers). The confidentiality can be achieved with the use of encryption, either at the level of message or at the
level of transport channel. An encryption at the level of message will encrypt every message before it is sent
to the receiver. The encryption is based on public and private keys – the message is encrypted with the public
key and can only be decrypted with the private key. The public key is known to everyone; however, the
private key is known only to the receiver and he is the only one who can decrypt the message. With a
transport level encryption, the parties exchanging the data will establish an encrypted channel – all data
passing through the channel is encrypted and again only visible to the parties that have established the channel. The shortcoming of the transport level encryption is that it provides only pair-to-pair confidentiality,
while a message level encryption provides end-to-end confidentiality. If the receiver involved in the transport
level encryption would choose to send the received data to а third party, he could send it in a plain text as it

D8.4 Cyber Security communication procedures and impact of disruption events

79

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

was already decrypted, intentionally or unintentionally. So, when security risks are high, the preferred encryption method is the message level encryption as only the holder of private key can decrypt the message,
while any third party cannot decrypt the data.

Figure 27 System integrating and Trading platform

Data integrity deals with ensuring that data was not changed over the time or when being transmitted. The
integrity of data is usually achieved with a use of digital signature. Before message is sent to the receiver, the
sender will generate a hash message from the massage and use its private key to encrypt it - create a digital
signature of the message. Digital signature is then sent, together with the message, to the receiver. The receiver then takes the received message, generates the hash value of the message (using the same hash function), and decrypts the digital signature using the public key of the sender to get the hash value created by
the sender. If the hash values are equal, then the receiver can be sure that message was not changed during
the transmission.
Finally, the receiver of the data must also be able to check the authenticity of data - who was the sender of
the data. This is also achieved by checking the validity of the digital signature. As digital signature is encrypted
by the private key of the sender, any receiver can use sender’s public key to decrypt the digital signature. If
the hash obtained from the digital signature equals to hash value generated from the received message, the
receiver can be sure that it was send by the true owner of the public key, as only true owner has the matching
private key.
The CROSSBOW AM has an additional level of data security because of the use of blockchain technology,
which provides additional security measures against data tempering (ensures data integrity). By its design,
blockchain technology is resistant to data modification, as blockchain ledgers are unchangeable. If the
measures described above are used, certain level of security can be achieved. However, these measures are
based on the assumption that the participants are trustworthy, and they are able to securely store their
private keys. If one of them would have leaked the private key to some third party, the security of the system
would no longer be ensured. In such cases the blockchain technology (distributed ledger technology) provides a necessary mechanism to protect the systems against such scenarios.
The Crossbow AM is based on a distributed ledger technology (blockchain). The data is stored in decentralized
ledger, so each node in the blockchain network stores its own copy of the data. Nodes only update their data
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with a new block received from other participants, if the new block is actually created on top of the data
stored in the node’s local storage/ledger. If this is not a case, the blockchain nodes will reject the new block,
preventing malicious nodes trying to force false data. The Figure 28 shows the decentralized architecture of
the Crossbow AM.
TSO
System / application

Blockchain
node
data ledger

Crossbow AM
BSP
System / application

Blockchain
node

Blockchain
node

data ledger

BSP
System / application

data ledger

Blockchain
node

data ledger

TSO
System / application

Figure 28 Simplified integration architecture of the Crossbow AM.

The process described above is called consensus. The consensus is a dynamic way of reaching an agreement
in a group (of blockchain nodes) – all nodes in the blockchain network should agree on the state of the chain
and what are its valid blocks. The consensus makes sure that an agreement is reached, which benefits the
entire group. The consensus is reached through a consensus mechanism. As a blockchain nodes can tamper
transactions and include them in a new block, the blockchain can end up with a so-called fork. For example,
one fork in the chain contains the tampered transaction while the other contains only valid transactions. The
purpose of a consensus algorithm is to avoid such forks and to strive to a single version of truth (which can
be only one of the forks). In case one of the nodes in the network goes rogue and tries the force its own truth,
the consensus mechanism will prevent it to do so. As that node is a minority, other nodes in the network will
not accept its version of the blockchain.
The Figure 29 shows malicious node trying to force false data into the system. The consensus mechanism will
prevent the spreading of the false transactions and make sure that the real truth prevails in the system (as
long as the majority of the nodes are truthful).
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Figure 29 Malicious node in the blockchain network trying to force its own truth

Finally, from the perspective of the systems such as CROSSBOW AM, the blockchain technology introduces a
couple of important security benefits:
•

the system can continue to operate even when a portion of the nodes is not truthful,
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•

the system is fault tolerant – the failure of some nodes does not disrupt the whole system (in a centralized platform the outage would prevent all players from trading, which could also disrupt the
energy systems).
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6

Increasing effectiveness of communication procedures on incidents and
threats in transmission systems

Incident handling capabilities depend significantly on the organizational and governance setup on utility and
national level. Incident notification procedures impact the effectiveness of the overall incident handling capabilities as well as the possibility of cross-sectoral and cross-border spread of incidents. As transmission
systems are highly integrated and the possibility of cascading effects is substantial, the timely incident notification is regarded as a step towards mitigation of that possibility. Furthermore, application of decentralized
technologies, as blockchain, offers a perspective for introducing consensus mechanisms that successfully
limit spread of errors within the network and show high level of fault tolerance. This section describes the
best practices of decentralized technologies in preventing cascading effects, as well as recommendations to
be applied on utility level to mitigate cybersecurity risks.

6.1 Cyber security in EU projects – overview of recommendations
The problem of cybersecurity for critical infrastructure and mainly cybersecurity for devices used in energy
grids is a key subject in many projects from the Horizon 2020. There are projects in development that are
targeted on this cyber security of critical infrastructure problem.
Table 4 Horizon 2020 projects dealing with cybersecurity in energy grids
Project

Focus
The PHOENIX project is a European Union funded collaborative project aiming at offering a cybershield armour to EPES. It focuses on the protection of the European end-to-end EPES (from energy
production to prosumption) via prevention, early detection and fast mitigation of cyber-attacks. PHOENIX will involve real-world scenarios to validate the effectiveness of results across 5 European LargeScale Pilots (LSP) in Italy, Germany, Slovenia, Greece and Romania involving the complete end-to-end
generation, transmission, distribution and prosumption value chain.
The mission of DEFENDER is to safeguard existing and future European CEI operation over cyber-physical-human threats, developing a new approach based on novel proactive concept for resource optimisation, resilience and self-healing offering Security-by-design, and advanced intruder inspection and
incident mitigation systems.
The SUCCESS project developed an overarching approach to threat and countermeasure analysis with
special focus on the vulnerabilities introduced by Smart Meters in the energy domain.

SEGRID was a collaboration project, funded by the EU under the FP7 program. SEGRID partners include
DSO’s manufacturers, knowledge institutions and universities. SEGRID’s main objective is to enhance
the protection of smart grids against cyber-attacks by applying a risk management analysis approach
to a number of smart grid use cases (the SEGRID use cases), which define security requirements and
determine gaps in current security technologies, standards and regulations.

Based on the results of such projects and previous experience in the cybersecurity the recommendations for
applications and devices used for EPES are:
•

Security by design - the problem of cybersecurity and resilience to cyberattack should be considered
from the design phase of the application or device,

•

Risk-management as an essential tool for mitigation of threats,

•

Coordinate EPES cybersecurity incident discovery, response and recovery,

•

Accelerate research and innovation in EPES cybersecurity,
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•

Innovative Security & Privacy as a service approach,

•

GDPR Privacy protection should be considered in all project phases.

6.2 Reducing cybersecurity risks in integrated systems
One of the most important security aspects in the integrated systems is preventing cascading effects of the
compromised components. The integration of systems brings many positive aspects, such as automation of
business processes within the organizations and across multiple organizations. At the same time, the integrated systems are faced with various security challenges, which can easily spread across the integrated system. Therefore, it is important to prevent spreading of compromised security of one component to other
components in the integrated architecture as well as across multiple organizations.
The goal of the attacker is usually to bring the whole system down. If the integrations among the components
are not implemented correctly, then an attack on one of the components could cause all integrated applications to crash one after another. The cascading effect of the failure can be prevented with designing appropriate architecture and use of appropriate security mechanisms.
In the first line, the confidentiality, integrity and authenticity of the data when stored and when being transferred from one component to another has to be ensured. The second line of defence is presented by the
architecture itself and the use of mechanisms that are resilient to the failures of components. In terms of the
architecture, it is important how the exchange of data among the components is designed. The data can be
exchanged synchronously or asynchronously. It can be assumed that one of the components gets compromised, i.e. it was taken out by an attack. In synchronous communication the client application (the one initiating the request) may not receive a response or may receive an invalid response. In asynchronous communication among the components, the client applications typically subscribe to a topic through which they
receive a data. In this scenario, the client applications will not just hang or fail due to missing a data, however
they are still vulnerable to the valid messages with invalid content.
A deficient or invalid response can cause the client application to fail and by this the effects of the attack
would be transferred to the client applications causing more components to fail within the integrated system.
In synchronous communication, unavailability of the component can be mitigated by using a fault tolerance
mechanism which allows client applications to implement mitigation strategy in case of errors when communicating with other applications. The client applications can continue to work without a failure. This way
the effects of the attack will not spread throughout the system. The fault tolerance mechanism is used in the
implementation of all the components of the CROSSBOW AM, and it is also recommended to be used by the
external systems and components integrating with the CROSSBOW AM (i.e. the TSO and Balancing Service
Provider systems). With asynchronous communication, the applications are usually resilient to failures of the
other side – if the producing side is no longer available due to the attack, the receiving side will simply not
get new data. However, the faulty data can still cause the receiving side to fail. Missing data is not the issue
in the asynchronous systems as they are usually designed in such a way that they react when data is available/delivered. If the system requires the data upon request, usually a synchronous communication will be
used.
The resilience to the faulty data is achieved with the use of blockchain and it is mitigated through the consensus mechanism as described in the chapter 5.4.
The Figure 30 presents the exact architecture of the CROSSBOW AM. It shows how the components are deployed within the individual organization. The Network node represents the blockchain node that actually
manages the data in the ledger. The Network node is deployed within the network of the organization participating in the CROSSBOW AM, together with all other components within the Market Participant network
rectangle.
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Figure 30 CROSSBOW AM deployment architecture within the individual organization

This architecture brings an important advantage from the security point of view. First, all data transferred to
other organizations goes through the blockchain technology, i.e. is transferred among the Network nodes
through the encrypted channel. Data stored within the network node is encrypted. All nodes participating in
the CROSSBOW AM use a certificate authentication.
All other components are deployed within the network of the individual organization in the air gaped environment – there is only one component that is used for the communication with external components (in
other organizations). Furthermore, the architecture allows management of the end users of the CROSSBOW
AM User Interface through an organization level Authentication and Authorization Server (Keycloak). All data
of the end users is stored within the organization and is not shared with the external systems. This provides
an important advantage from the data protection point of view as no data about the end users is shared with
the external systems. Even if the Authentication and Authorization Server would be compromised, the effects
of the attack would be limited to the organization, not the whole platform.
Finally, the spreading of the attacks between the components deployed within the organization, i.e. among
the Enrolment API, Integration API and UI API should be limited. All the communication with the APIs is performed through the encrypted channel (Hypertext Transfer Protocol Secure (HTTPS) - Hypertext Transfer
Protocol (HTTP) over Secure Socket Layer (SSL)). Furthermore, all the APIs use unique API-Key known only to
the client application for the identification, and OAuth 2.0 Access tokens for the authentication (issued by
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the Authentication and Authorization Server deployed within the organization). The technologies are presented in more details in the chapter 6.2.1.

6.2.1 Best practices for developing and deploying secure integration interfaces/APIs
All APIs developed within the CROSSBOW AM are based on RESTful web services (Representational State
Transferee). All communication between the components is based on the HTTPS protocol (HTTP over SSL)
and gRPC(S) which is built on top of the HTTP. All data is therefore transferred through a secure channel over
SSL. In this chapter the technologies used to implement the APIs, security and client applications communicating with the APIs are described.
6.2.1.1 Data transfer
6.2.1.1.1 HTTP(S)
HTTPS is a protocol for secure communication over the network which is based on the HTTP with support for
connection encryption provided by Transport Later Socket. The HTTPS protocol provides the following functionalities:
•

Authentication of the server: server presents its certificate upon connection setup,

•

Secure communication channel: encrypted with symmetric cryptography,

•

Message integrity validation: Message integrity validate using the hash functions.

The secure communication is established during the process called TLS handshake when the following parameters are defined:
•

Key exchange protocol,

•

Protocol for encryption, and

•

Protocol for extracting the message digest.

Every client application is therefore able to authenticate the server and establish secure channel through
which the data is exchanged.
6.2.1.1.2 gRPC(S)
A gRPC is a modern open source high performance Remote Procedure Call (RPC) framework that can run in
any environment. The protocol enables efficient connections between services in and across data centres
with pluggable support for load balancing, tracing, health checking and authentication. It is also applicable
for connecting devices, mobile applications and browsers to the backend services in distributed computing.
The protocol is based on HTTP/2 for transport, Protocol Buffers as the interface description language, and
provides features such as authentication, bidirectional streaming and flow control, blocking or nonblocking
bindings, and cancellation timeouts. The protocol supports the usage of TLS for secure and encrypted communication between clients and servers.
In the architecture of the CROSSBOW AM the protocol is used for the communication between the APIs and
the blockchain components (the blockchain peer node) and also among the blockchain peers.
6.2.1.2 Authentication
6.2.1.2.1 API-KEY
All APIs use API-KEY as a unique identifier of the client application. The API-KEY only serves as an identifier
and is not used for the authentication. The API key must be sent by the client application in every request
and it is validated by the server application. The server application can at any time change the API-KEY to
temporarily or indefinitely prevent the client application to communicate with the API.
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6.2.1.2.2 OpenID Connect
The OpenID Connect is a simple identity layer on top of the OAuth 2.0 protocol. It allows clients to verify the
identity of the end-user based on the authentication performed by an Authorisation Server (in the architecture of the CROSSBOW AM - Keycloak), as well as to obtain basic profile information about the end-user in
an interoperable and REST-like manner.
OpenID Connect allows clients of all types, including web-based, mobile, and JavaScript clients to request
and receive information about authenticated sessions and end-users. The specification suite is extensible,
allowing participants to use optional features such as encryption of identity data, discovery of the OpenID
Providers, and session management.
In the architecture of the CROSSBOW AM the Authorization Server is implemented using the Keycloak solution. The OpenID Connect is used for the authentication on the CROSSBOW AM User Interface and the
backend UI API.
6.2.1.2.3 Certificate authentication
Certificate-based authentication is the use of a Digital Certificate to identify the user, machine, or device
before granting the access to a resource.
In the scope of the CROSSBOW AM the certificate authentication is used by all the APIs to authenticate to
the blockchain peer and by blockchain peer to authenticate when communicating by other peers.

6.3 Increasing effectiveness of communication procedures on incidents and threats
The experiences from the analyses in section 3.3 of this Deliverable show that the consistent cybersecurity
measures and policy should start at company level and continue at national level, with strong cooperation
among the relevant entities. The cooperation on cybersecurity should continue on EU/international level
with the aim to streamline efforts against global threats and attacks. As discussed in chapter 2 and in section
3.2, the regulatory framework in place introduces obligations for OESs to notify national authorities for incidents in their systems and to introduce measures to mitigate risks for both intersectoral and cross-border
spreading of the incidents.
The cybersecurity framework at TSO level should follow a holistic approach, based on people, processes and
products (technology and systems) [62], [76]. The framework should set the roles, tasks and responsibilities
among the company sectors and company management and should be developed in accordance with ISMS
standards and practices. It is essential that TSOs establish TSO cybersecurity team(s) and, if possible, a TSO
cybersecurity centre, to coordinate the tasks and processes at company level. Figure 31 presents a proposed
TSO cybersecurity framework, where TSO management would be responsible for establishing the corresponding cybersecurity team and adopting cybersecurity policy based on recommendations from the TSO
cybersecurity team. In this context, it is essential that the TSO management ensures the availability of resources for implementation of the TSO cybersecurity policy and stimulates continuous education and specialization of the TSO cybersecurity team. The TSO cybersecurity team should be responsible for coordination
of cybersecurity tasks on company level and conducting the processes related to operational security. Therefore, TSO cybersecurity team should perform regular risk assessment, which is the basis for developing an
effective cybersecurity policy. The TSO cybersecurity team should be responsible for developing cybersecurity practices, raising cybersecurity awareness on company level and cooperate with national authorities and
the designated CSIRT. To ensure adequate protection of critical infrastructure, the TSO cybersecurity team
should have responsibilities for maintaining lists of assets, cooperating with the security liaison officer and
ensure the cybersecurity protection of these assets. This can be achieved by applying the cybersecurity
measures for all products and systems, as shown in Figure 31.
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Cybersecurity framework at TSO level
Cybersecurity TSO team
Cybersecurity team(s) consist of ICT, automation and
power system engineers, finance and regulatory
experts

•
•
•
•
•
•
•
•

Tasks
Develop company cybersecurity practices
Perform risk-assessment for common threats
and new vulnerabilities
Recommend cybersecurity policy and
protection measures to TSO management and
provide financial analyses on the requirements
Cooperate with liaison officer, national CSIRT,
NCA, develop incident notification procedures
Incident reporting and handling
Contribute to development of crisis scenarios
and security operation plans
Provide continuous education for employees
Organize continuous monitoring of CI
Create and maintain CI asset lists
Develop checklists and requirements for basic
security functionalities for critical assets

•
•
•
•
•
•
•
•
•
•

•
•
•
•

•

•
•
•

TSO management
Establish liaison officer and cooperation with NCA/CSIRT
Establish TSO cybersecurity team(s)
Adopt TSO cybersecurity policy based on
recommendations from TSO cybersecurity team
Provide continuous education for the cybersecurity team
Create conditions for implementation, monitoring and
evaluation of cybersecurity policy on company level
Ensure implementation of ISMS and ISO/IEC 27000
standard family and ISO/IEC 27019
Ensure availability of resources and financing for
cybersecurity
Organize cybersecurity audits

People and processes

•
•

•
•
•

Cybersecurity – company network
Provide continuous education for employees, especially for
phishing emails
Implement standard IT cybersecurity measures on company
network, malware protection, backup and restore
Implement cybersecurity architecture for the company
network, control centre(s) and remote access to assets with
access control and account management

Cybersecurity of products and systems (IACS-SCADA)
Introduce requirements for security by design and implement it throughout the systems and products
Define communication networks (private and public), their segregation and requirements for secure
communication lines and VPNs
Introduce procedures for removal of unnecessary software, credentials and communication ports
Apply rigorous access control (authentication and authorization) and account management and monitor logging
on CI assets, including SCADA
Apply malware protection and update it regularly
Apply regular updates and patching for products and services with least interruptions in operation
Apply encryption, authentication and authorization for remote access to IACS/SCADA
Ensure zonal segregation in system architecture
Ensure data protection and integrity and data privacy
Provide regular backups and restore points

Operational cybersecurity at TSO level
Vulnerability
assessment
• Follow updates on
vulnerabilities from
vendors and
national authorities
(CSIRT)
• Develop attack
scenarios based on
vulnerabilities
• Develop response
approach for critical
vulnerabilities and
scenarios and
recovery actions
• Exercise

Incident notification
and handling

Updates and patch
management

• Create a procedure to
determine incident
significance
• Establish an effective
process for incident
notification with
defined roles and
responsibilities

• Check for patches
and their
compatibility
• Define patch process
(initialization, data
and assets, needs
for migration,
testing environment,
schedule of patch
process) and
complete the patch
process.

Access control and
monitoring
• Establish procedures
for access control
(authentication and
authorization) and
apply these
procedures across
systems and
networks
• Establish processes
for monitoring of
events and activities
on CIs

Malware protection
• Monitor potential
sources for malware
(portable media,
backdoors and
hidden
vulnerabilities)
• Develop procedures
for coordinating
applied malware
protection across
assets, systems and
networks

Figure 31 Proposed TSO cybersecurity framework
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The effectiveness of the proposed framework depends on the rigorous application of the cybersecurity policy
at all levels. Its efficiency depends on well-organized processes for notifications and exchange of information
on vulnerabilities and threats within the company and externally – within the electricity/energy sector.
The proposed framework integrates risk-assessment, cybersecurity policy development and implementation,
education of employees and auditing and revision of the established policy. The risk-assessment process
should incorporate both assessment of threats and assessment of impacts and consequences to the system.
Threat modelling tools, as the SGAM-Based Attack Graph Generation or the securiCAD modelling tool proposed in [77], should be applied for assessment of threats. Specific risk attack scenarios should be developed
to capture the vulnerabilities, threats and possible actors capable of performing the attacks. Based on these
analyses, mapping of vulnerabilities versus threats can be done, with the aim to assess the likelihood of the
attack [77], as presented in Figure 32. The capability to assess the possible impacts should be used to prepare
efficient procedures to determine incident significance. This, as discussed in section 3.4 of this Deliverable,
should be part of the incident notification process. The cybersecurity policy should be based on the performed risk-assessment and its implementation should help in avoiding, mitigating, transferring and accepting of the potential risks. Risk mitigation is the most important aspect, as its objective is to deal with existing
vulnerabilities.
Threat level

Negligible

Threat source/
actor

Vulnerability

Attack scenario

Critical
Risk estimation

Basic
Likelihood

Incident significance
procedures

Beyond
High

Figure 32 Part of the risk assessment process, based on [77]

The education of employees and raising awareness on company level should increase the cybersecurity on
company level. In fact, people are the first category of the holistic approach in cybersecurity. The policy at
TSO level should be to increase the skills and competences of the employees in the TSO cybersecurity centre.
Furthermore, raising awareness on the threats as social engineering (phishing, spam) and malware, as well
as other threats that are considered as high for the TSOs should contribute to mitigation of risks. Auditing
and review of the policy ensures that the policy is up-to-date and provides adequate protection of assets and
systems. As the framework is technical in nature and does not depend on specific legislation, it can be implemented in any TSO of the CROSSBOW region. Specifics of the country and national cybersecurity frameworks
can be considered in the governance model.
The implementation of operational security at TSO level includes establishment of various processes and
procedures which should be conducted by the TSO cybersecurity centre. The establishment of incident notification procedure requires clear distribution of tasks and responsibilities within the TSO cybersecurity centre, bearing in mind the need to perform this task timely and efficiently, under different operating conditions.
In this context, the practices discussed in section 3.2 should be considered. The procedure should be evaluated by the NCA or CSIRT in order to ensure that it is applicable and efficient.
The proposed framework incorporates all essential aspects of cybersecurity protection. The requirements to
provide adequate protection for legacy assets, while maintaining interoperability with new devices and technologies, creates a gap that should be addressed not just by the cybersecurity policy at TSO level and cooperation with manufacturers/vendors for availability of security updates, but also, through certification of
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products, implementation of standards and exchange of information. As discussed in the previous section,
the EU cybersecurity framework, especially the Cybersecurity Act has already set the basis for this process.
The internal TSO governance model for implementation of the framework can vary and depends on the company organizational setup. A major recommendation in setting up the model is to take into account the interdisciplinarity of the problem of cybersecurity and to design the governance to make use of the high-level
skills of employees from different sectors. A simplified model that can be applied is presented in Figure 33
showing that the TSO cybersecurity centre should cooperate with ICT, operation and control and planning
sectors as well as with the security liaison officer. A strong internal cooperation is required as the underlying
infrastructure, i.e. products, systems and communication networks are substantial for the operation of all of
these sectors.
Cybersecurity governance at TSO level

TSO management

ICT sector
TSO Cybersecurity Centre
Cybersecurity TSO team
• Policy responsible
• Operational security responsible
• Incidents notification and handling
responsible
• Cooperation responsible – CSIRTs
and other relevant entities

Operation
and control
sector
Planning
sector

Security liaison officer
(Critical Infrastructure
Directive)

And/Or
Cybersecurity framework at national level

National Competent
Authority

CSIRT

NIS Cooperation Group

Protection of CI
National Authority

Single point
of contact

CSIRTs Network

Single point
of contact

National
level

EU level

Figure 33 Simplified cybersecurity governance model

The cooperation of the TSO cybersecurity centre with the ICT sector ensures exchange of knowledge between
IT and OT security experts and taking into account the differences in cybersecurity approach in the ICT and
IACS. The cooperation with the operation and control sector is important in performing operational cybersecurity tasks and uncovering possible intrusions in the system. As discussed in section 3.5, the attacks evolve
in complexity and use several threat paths (vectors) to spread in the system, thus creating the so called killchains. In the environment of increased complexity and interoperability between devices, the cooperation
between the IT and OT experts should help in revealing the possible paths that the attackers may use to
ultimately gain control over field equipment and control devices. The monitoring and control functions are
essential for the TSO operation and control sector, but also, these functions may be used to uncover suspicious behaviour and intrusions. The expertise of employees in the operation and control sector should be
used in the design of the cybersecurity protection measures as well as in risk scenarios. The cooperation
between the TSO cybersecurity centre and the planning sector is also important for the development of risk
scenarios and taking into account future developments of the system. The coherent cybersecurity policy on
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organizational level can be accomplished only by strong cooperation between sectors and considerable investment in people and their skills.
External cooperation with the national authorities and the designated CSIRT, as required in the NIS Directive,
should ensure effective implementation of the operational security processes related to vulnerability assessment and incident notification and handling. As the Procedural Act 2018/2/MC-EnC requires designation of
national authority and CSIRT in EnC CPs, the implementation of the governance model is applicable to all the
countries of the CROSSBOW region. Furthermore, cooperation through networks of trust, as the European
Energy Information Sharing and Analysis Centre (EE-ISAC) improve the resilience of the electricity networks
by timely sharing of information about threats, vulnerabilities and incidents. The inclusion of EnC CPs TSOs
in these centres should be considered, as the threats are common and affect all interconnected electricity
networks.

D8.4 Cyber Security communication procedures and impact of disruption events

92

CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

7

CONCLUSION

The growing need to enhance cybersecurity has driven the development of a set of legislation that tackles
cybersecurity from various aspects. The EU regulatory set is built on the three pillars of cybersecurity – resilience, deterrence and defence. The comprehensive analysis of the cybersecurity regulatory framework presented in this report shows that building resilience on national level is supported by the implementation of
the NIS Directive and the Cybersecurity Act. These acts also create the environment for developing resilience
on EU level. This is enabled by the enhanced cooperation between relevant entities, including ENISA, the NIS
Cooperation Group as well as mutual cooperation for exchange of information about incidents among SPOCs
of neighbouring countries. The deterrence pillar is related to implementation of measures to dissuade attackers of their intentions to disrupt the operation of various systems through cyber-attacks and to enforce
prosecution for those who do so. The EU Directive on attacks against information systems provides the conditions for applying appropriate measures at national level. Building successful defence depends strongly on
the actions undertaken by companies, their cybersecurity policies and the active implementation of standards and guidelines for protection of devices and information networks. In addition, the Blueprint for rapid
response enables coherent and common response to large-scale attacks and increases the defence capabilities on EU level. The implementation of some parts of the EU cybersecurity legislation in the Western Balkan
countries which is supported by the EnCS, creates the adequate environment to increase the cybersecurity
capabilities in these countries. In fact, introducing obligations from EU cybersecurity legislation for EnC CPs
ensures the implementation of the EU cybersecurity practices before the actual adoption and implementation of the relevant directives and regulations.
The assets, products and services that are essential for the operation of transmission systems and may be
affected by threats are also discussed in this report. The analyses of past incidents in the energy sector clearly
show that IACS-SCAD and information networks are often the target of the attackers. Corruption of their
functions may produce various effects on the system, as malfunctioning of the devices, unauthorised remote
access and control of substation equipment, corruption of data and other undesirable effects. The IACS and
ICT products that are used in transmission systems should be developed in a manner that ensures data protection and integrity as well as cybersecurity. Therefore, developers and manufacturers should implement
security-by-design and the relevant standards. The CROSSBOW products are designed considering these requirements, as presented in this document. Considering the objectives of the certification schemes on EU
level it becomes clear that the certification schemes will significantly enhance the security of ICT products,
services and processes. The certification schemes should ensure data protection; authorization of access;
identification of dependencies and vulnerabilities and restoration of availability and access to data, services
and functions after incidents. Furthermore, the certification should confirm that ICT products, services and
processes do not contain known vulnerabilities. The security of ICT products, services and processes by-default and by-design should be ensured. Consequently, their use in transmission systems will have a positive
impact on increasing the cybersecurity of the whole system. However, the transmission systems encompass
legacy and new technologies and equipment, causing power systems to have functional equipment which
was not designed for the fast-evolving cyber threats. The detection of vulnerabilities and cooperation with
manufacturers/vendors for patches and updates of software functionalities is especially important for the
security of legacy equipment.
The lessons from past attacks and their impact analyses indicate that the protection of these devices should
be developed in cooperation among OT and IT experts, which ensures that all vulnerabilities are detected,
and adequate protection solutions are applied. By implementation of standards and integrating skills and
knowledge of experts from various fields (power systems, automation and ICT), the company will ensure that
the critical assets are protected. In fact, the holistic approach in cybersecurity encompasses people, processes and products (technologies, systems). The “human factor” is often used by attackers to open hidden
doors and introduce malware or other malicious software into the systems. Social engineering is a common
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link of the kill-chain developed by attackers. Therefore, raising awareness on cybersecurity among the employees is considered as one of the most important steps in increasing the capability to avoid cyber-attacks
or minimize their effects.
The development of cybersecurity framework at company level requires establishment of various processes
that ensure operational security. Additionally, the analyses presented in this document show that implementation of regular risk assessment procedures is considered as a requirement for development of an effective
cybersecurity policy. Audits and revision of the established policy are substantial for keeping the pace with
the fast-evolving threats. This is also important for keeping track on the costs for implementation of cybersecurity measures which have to be justifiable. The proposed cybersecurity framework for TSOs envisages
cooperation between the TSO cybersecurity team (centre) and TSO management, which is essential for both
providing available resources for implementation of the policy and for monitoring of its implementation. The
processes at company level should include incident notification and reporting to relevant national bodies.
The clear distribution of roles and tasks should ensure effectiveness of these processes. Again, the analyses
of impacts of past incidents show that timely notification can contribute to decrease of the spread of the
incident across sectors and borders. The investigations indicate that networks of trusts and awareness systems would have a significant impact in incident handling and increasing the cybersecurity capability at company level.
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