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EXECUTIVE SUMMARY 

 

Deliverable 8.2 describes and presents the results of the second task of WP8. This task deals with the 
development of the network supporting tools which are used within the WAMAS and their integration with 
other CROSSBOW products. 

The main focus of the document is to present the summary of tools currently available within the WAMAS 
system as well as future developments and implementations. Two main WAMAS modules are introduced:  

¶ WAProtector system as a main data concentrator and the real time power system stability analysis 
and reaction system. Additionally the WAProtector system serves as a Regional WAMS system in 
South-East Europe. 

¶ Other modules (included in the WAMAS) that are more focused on the short and mid-term security 
aspects, taken into account the market results, the current status of the grid and the best forecast 
available. The idea is to identify overall problems in the grid, either in real time or, better, forecast 
them based on the market results and available forecasts. 

For the future implementation for real-time stability assessment, the algorithm for state estimator were 
tested based on data from SCADA and time synchronised phasors from PMU devices. In the next step 
proposed algorithms will be implemented for real-time operation. 
 

Expected benefits based on WP8: 

¶ Improvement of the regional power system stability.  

¶ Improvement of the regional power system observability. 

¶ Implementation of automatic remedial action schemes for power system operation closer to the 
limits. 

¶ Correlation of market requirements with actual power system capabilities. 
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1 INTRODUCTION 
 

1.1 PURPOSE OF THE DOCUMENT 

Deliverable 8.2 describes and presents the results of the second task of WP8. This task deals with the 
development of the network supporting tools which are used within the WAMAS and their integration with 
other CROSSBOW products.  

This document presents the current achievements related to: 

¶ The regional wide area monitoring system (WAMS) based on PMUs and SCADA data. 

¶ Implementation of the WAProtector system as a central data concentrator as data source for other 
modules in CROSSBOW project. 

¶ WAMAS architecture and its Integration in CROSSBOW ecosystem. 

 

1.2 SCOPE OF THE DOCUMENT 

This document provides the overview of the work in WP8 for the period of first 10 months of the task. 

The document presents: 

¶ Concept of the WAMAS. 

¶ Concept of the WAProtector system as a main data concentrator in the WAMAS. 

¶ Implementation of interconnectivity between TSOs based on PMU data and SCADA data. 

¶ Implementation of real-time analytical functions for detection of low frequency oscillations, voltage 
stability, frequency stability monitoring and line thermal monitoring.  

¶ Implementation of state-estimator based on the off-line PMU and SCADA data as the first step before 
the implementation for real-time operation. 

¶ Implementation of WAMAS modules for short and mid-term security aspects taken into account the 
market results, the current status of the grid and the best forecast available. The idea is to identify 
overall problems in the grid, either in real time or, better, predict them based on the market results 
and available forecasts. 

 

1.3 STRUCTURE OF THE DOCUMENT 

The document is organised into six sections.  

Section 1 is the introduction, providing the overview of the deliverable, focusing on the scope of the 
document. 

Section 2 describes the wide area monitoring system based on phasor measurement data. The emphasis is 
on current most common used applications.  

Section 3 presents the WAProtector system where the focus is on the main functionality, its role within the 
CROSSBOW project and use cases directly involved with WAMAS work package.  

Section 4 details with WAMAS internal architecture and its interaction with other CROSSBOW products.   

Section 5 presents a current deployment and further actions. 

Section 6 provides a conclusions.  
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2 Wide area monitoring systems 

2.1 Introduction 

The Wide Area Monitoring System (WAMS) based on time-synchronised measurements from Phasor 
Measurement Units (PMUs) is the only standardised system currently available for real-time permanent 
monitoring of the power system dynamics.  

Conventional Supervisory Control and Data Acquisition (SCADA) systems provide steady, time non-
synchronous information of the power system with time resolution between 1 and 10 seconds. Conventional 
SCADA systems are limited to steady-state measurements and cannot be used for observing system 
dynamics. The use of WAMS based on PMUs enables system dynamic behaviour to be permanently 
monitored. The main benefits are: 

¶ Cyclic data receiving with 50/60 up to 200/240 samples/second for 50/60 Hz power system. 

¶ According to the IEEE C37.118 Synchrophasor standard [1], data must be time tagged with minimal 

time accuracy of 1 ms. 

In practice, when an event occurs the WAMS is the only system providing a reliable global time synchronized 
synchro-phasor data image of the event over a longer period. 

It is expected that in the future power system stability problems will increase. Reasons for that are issues 
which have influence on the dynamical behaviour of the power system such as: 

¶ The increasing number of renewable energy sources like photovoltaic and wind-farms whose 
generation is not time deterministic. 

¶ Power transfer over long distances forced by the electricity market. 

¶ Maximisation of power transfer over existing lines since the construction of a new transmission line 
can be a big issue due to costs, environmental concerns, legalisation problems, etc. 

2.2 Current status of the WAMS 

WAMS measurements have been used for more than 10 years for analysis in different cases in real time and 
detection of power system abnormal operation [2]-[4]. 

WAMS provides better information for the operator in a control centre with regard to:  

¶ Automatic detection in case of oscillations and informing the operator where and what kind are they. 

¶ Faster and more precise stability problems localization. 

¶ Overview in case of power system separation or frequency islands formation. 

¶ Help at power system restoration. 

As mentioned in the introduction WAMS serves as a post-mortem analysis and it enables faster 
reconstruction of dynamic behaviour. 

Based on analysis of WAMS measurements the correction of different settings inside the power system was 
performed. Corrections are related to protection devices settings or power system stabilizers (PSS) settings. 

Additionally the WAMS measurements enable improvement of power system models used for different 
simulation purposes. 

2.3 The most commonly used real-time analysis and detection functions based on WAMS 
measurements 

2.3.1 Low frequency oscillation detection 

WAMS with time resolution of 50 samples per second enables monitoring and detection of electromechanical 
oscillations in range between 0,01 Hz to 4 Hz. 
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The purpose of the oscillation detection is detection of local-plant and inter-area oscillation modes. 
Oscillatory modes range from local plant modes with relatively high frequency of 0,8 Hz to 2 Hz to the slow 
dominant inter-area modes of 0,1 Hz to 0,8 Hz that relate to the coherent speed variations of generators in 
entire network areas against those in other areas.  

Oscillations present a normal behaviour following perturbations in the power system. The power system is 
in a stable operation mode when oscillations are well damped based on the stability controllers. If an 
adequate damping is not guaranteed oscillations may become dangerous for the integrity of the 
interconnected power system. 

Inter-area oscillations 

In large interconnected electric power systems, like Continental Europe Synchronous Area, inter-area 
electromechanical oscillations may occur because of weak links between power systems or local problems 
related to system operation. These oscillations involve power flows, as well as voltage and current oscillations 
that may cause tripping of lines or generators and thus lead to severe disturbances [5].  

The last big un-damped inter-area oscillations in Continental Europe occurred on December 1st 2016 [6]. The 
cause of oscillations was unexpected outage of a line in the French system (on the western 400 kV 
interconnection corridor with the Spanish system) which caused the oscillation of 0,15 Hz with duration 
around 5 minutes [6].  

Recordings from PMUs installed in Ljubljana, Bucharest, Almelo, Stuttgart and Magdeburg for event occurred 
on December 1st 2016 are shown in Figure 1. The time window is 8 minutes. The first chart presents the input 
signal in oscillation detector that is the power system frequency. The second chart presents the filtered 
frequency mode. The third chart presents the actual real-time automatic recognized oscillation frequency. 
The maximal oscillation magnitudes were around 12 mHz. Measurements from Ljubljana (green), Bucharest 
(white), Magdeburg (orange), Almelo (blue) and Stuttgart (red).  

 

 

Figure 1: Un-damped inter-area oscillations with frequency 0,15-0,16 Hz detected on power system 
frequency [7] 

 

The detail from recordings is given in Figure 2 with time window of 1 minute and 10 seconds. 
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The coordination between Spanish and French operators was very efficient and they agreed to reduce 
scheduled exchange from 2250 MW to 1000 MW, consequently, the oscillations were totally damped [6]. 

This event demonstrated that coincidence and combination of different factors could influence on the system 
stability. In fact it showed that power transmission over long distances together with too high impedance 
can cause a too low system damping with respect to inter-area oscillations and should, therefore, be treated 
carefully [6]. It is also important to note that prompt coordination between the TSOs played a vital role in 
the mitigation of the transient. 

 

 

Figure 2: Detail from Figure 1. Time window is 1 minute and 10 seconds [7] 

 

Local oscillations 

The reasons for local oscillations in the power plants can be caused by: 

¶ Non-optimal settings or malfunction of the generator governor and excitation system. 

¶ Incorrect setting of power system stabilizers (PSS). 

¶ Incorrect settings of joint controller. 

Another reason for local oscillations can be operation of big consumers like iron/steel factories. 

2.3.2 Voltage monitoring 

Voltage monitoring based on synchrophasors usually includes: 

¶ Voltage range detector. 

¶ Voltage angle difference detector. 

Voltage range detector is used for supervision on voltage profile based on voltage magnitude. When the 
voltage magnitude is out of the tolerated limits, the detector will send the alarm and alert the operator. 

By synchrophasor technology, it is possible first time to compare voltage phase angles from different 
locations in the power system. Phase angle difference is an important indicator of the stress in the power 
system as a result of heavily loaded lines. It is also of great value during system reconnection manoeuvres. 

2.3.3 Frequency monitoring 

Frequency monitoring based on synchrophasors usually includes: 
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¶ Frequency range detector. 

¶ Rate of change detector. 

¶ Islanding detector. 

Frequency range detector is used for supervision of the power system frequency if it is within specified limits. 

Rate of change detector reacts when the rate of change of the power system frequency exceeds the limits. 
Usually the changes in power system frequency are expected in case of bigger generation or load outage. 

Islanding of the power system can be related to: 

¶ The separation of a large interconnected system. 

¶ The splitting of a power system into several islands. 

¶ The separation of a significant portion of the power system. 

WAMS enables the detection of islands in the power system. Methods for islanding detection can be based 
on frequency or/and voltage phase angle differences. 

An example of visualisation of frequency islanding detection is presented in Figure 3 and it contains: 

¶ Chart presenting frequency trend for each frequency island.  

¶ Geographical presentation of buses given in different colours regarding to different islands.  

¶ Table with current values: 
o Number of islands. 
o Frequency for each island. 

 

 

Figure 3: Example of islanding detection visualisation 
 

2.4 From WAMS to WAMPAC 

Remedial action schemes (RAS) can be designed based on detection functions described in section 2.3 and 
additional user programmable functions based on algorithms comprising:  

¶ [ƻƎƛŎŀƭ όŀƴŘΣ ƻǊΧύΣ arithmetic operations (+, -, *, /Χ) and relational operators (>, <, =...). 

¶ Complex arithmetic functions. 

¶ Timers. 

¶ Counters. 

¶ Etc. 

Combination of RAS with data gateway functionality gives possibility to send commands directly to the 
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substation automation or into the SCADA centre, as can be seen Figure 4.  

 

        

 

Figure 4: Control possibilities: Command send directly to substation automation (left); Command send to SCADA 
(right) 

 

When talking about the WAMPAC the most important issue is how fast the protection scheme and the control 
action can be done.  
 

2.5 CROSSBOW Regional WAMS/WAMPAC system  

Within the WP8 is implemented the Regional WAMS system based on WAProtectorTM system (more 
information about the WAProtector system is in section 3). 

The base for the Regional WAMS/WAMPAC system are real-time data from PMUs, and SCADA data from 
European TSOs in south-east region.  

The Regional WAMS/WAMPAC contains one central data collecting system from different data sources, as 
can be seen in Figure 5. Data sources are:  

¶ PMU devices installed at different transmission system operators (TSOs). 

¶ TSO PDC/WAMS systems from participants of the CROSSBOW project. 

¶ TSO SCADA systems from participants of the CROSSBOW project. 

¶ Other data sources as IEDs/RTUs located at battery storages, etc. 

¶ External back-loop systems which use WAMS data for advanced real-time analytical algorithms. The 
WAMAS project will act as data servers for the real-time state estimator developed by The University 
of Manchester. 

General advantages of proposed solution: 

¶ All data are centrally collected. 

¶ Central overview of the power system situation enables performing wide area stability analysis in 
real-time and post-mortem. 

¶ WAMS technology is the only technology which enables permanent high resolution power system 
dynamic monitoring. 

¶ In case of an event all data are time synchronised and immediately available for analysis. 

¶ Real time detection results can be used for automatic control or for operator manual actions in the 
control room. 
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Figure 5: Proposed WAMS/WAMPAC system architecture 

 

CƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ ta¦ ŘŜǾƛŎŜǎ ŀƴŘ ŦǊƻƳ ¢{hΩǎ t5/κ²!a{Σ ǘƘŜ ǎǘŀƴŘŀǊŘ L999 /отΦмму 
ǇǊƻǘƻŎƻƭ ƛǎ ǳǎŜŘ ǿƛǘƘ ǊŜǎƻƭǳǘƛƻƴ ƻŦ рл ǎŀƳǇƭŜǎ ǇŜǊ ǎŜŎƻƴŘΦ 

!ƭŀǊƳǎ ŀƴŘ ǎŜƭŜŎǘŜŘ ƳŜŀǎǳǊŜŘ Řŀǘŀ ŀǊŜ ǎŜƴǘ ǘƻ {/!5! ǎȅǎǘŜƳǎ ōȅ L//tκ¢!{9Φн ƻǊ L9/ слутлπрπмлп 
ǇǊƻǘƻŎƻƭΦ  

CƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ w¢¦ǎ ŀƴŘ ²!a{ ƻƴŜ ƻŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻǘƻŎƻƭǎ ƛǎ ǳǎŜŘΥ L9/ слутлπрπ
млпΣ L//tκ¢ŀǎŜΦнΣ 5bt оΣ ht/π¦!Σ av¢¢Σ ŜǘŎΦ 

Advantages for operators in the control room could be:  

¶ 9ƴŀōƭƛƴƎ ƘƛƎƘŜǊ ƻōǎŜǊǾŀōƛƭƛǘȅ ƻŦ ǘƘŜ ǇƻǿŜǊ ǎȅǎǘŜƳΦ 

¶ 9ƴŀōƭƛƴƎ ŜŀǎƛŜǊ ŀƴŘ ŦŀǎǘŜǊ ǊŜπǎȅƴŎƘǊƻƴƛǎŀǘƛƻƴ ŀƴŘ ǊŜǎǘƻǊŀǘƛƻƴ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳ ŀŦǘŜǊ ǇƻǿŜǊ 
ǎȅǎǘŜƳ ǎŜǇŀǊŀǘƛƻƴΦ ¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ Ŏƻǎǘǎ ŦƻǊ ǘƘŜ ǎƘƻǊǘŜǊ ŘǳǊŀǘƛƻƴ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳ ƻǳǘŀƎŜ ŀǊŜ 
ǊŜŘǳŎŜŘΦ 

¶ tǊƻǾƛŘƛƴƎ ǘƘŜ ƻǇŜǊŀǘƻǊǎ ǿƛǘƘ ǇƻǘŜƴǘƛŀƭ ƭƻŎŀǘƛƻƴǎ ŦƻǊ ŘȅƴŀƳƛŎ ǇǊƻōƭŜƳǎ ǎǳŎƘ ŀǎΥ  
o [ƻŎŀƭ ŀƴŘ LƴǘŜǊπŀǊŜŀ ƻǎŎƛƭƭŀǘƛƻƴǎΦ 
o ±ƻƭǘŀƎŜ ǇǊƻōƭŜƳǎΦ 
o {ŜǇŀǊŀǘƛƻƴ ƻŦ ǘƘŜ ǇƻǿŜǊ ǎȅǎǘŜƳ ƛƴǘƻ ŦǊŜǉǳŜƴŎȅ ƛǎƭŀƴŘǎΦ 
o DŜƻƎǊŀǇƘƛŎŀƭ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ǾƻƭǘŀƎŜ ŀƴƎƭŜ ŘƛŦŦŜǊŜƴŎŜǎ ŀƴŘ ǾƻƭǘŀƎŜ ǇǊƻŦƛƭŜǎΦ 

¶ tƻǎǎƛōƛƭƛǘȅ ŦƻǊ ǘƛƳŜ ǎȅƴŎƘǊƻƴƛǎŜŘ Řŀǘŀ ǘǊŀƴǎŦŜǊ ŦǊƻƳ ²!a{ ƛƴǘƻ ¢{h {/!5!κ9a{ ǎȅǎǘŜƳΥ 
o 9ǾŜƴǘǎ ŘŜǘŜŎǘŜŘ ƛƴ ²!a{ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ǎŜƴǘ ŘƛǊŜŎǘƭȅ ǘƻ {/!5!κ9a{Φ 
o ¢ƛƳŜ ǎȅƴŎƘǊƻƴƛȊŜŘ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŘƛǊŜŎǘƭȅ ƛƴ {/!5!κ9a{Φ 
o ¢ƛƳŜ ǎȅƴŎƘǊƻƴƛȊŜŘ ǾƻƭǘŀƎŜ ŀƴƎƭŜ ŘƛŦŦŜǊŜƴŎŜ ƳƻƴƛǘƻǊƛƴƎ ŘƛǊŜŎǘƭȅ ƛƴ {/!5!κ9a{Φ 

¶ /ƻƻǊŘƛƴŀǘŜŘ ŀƭŀǊƳƛƴƎ ŀƴŘ ǊŜƳŜŘƛŀƭ ŀŎǘƛƻƴǎ ƛƴ ŎŀǎŜ ƻŦ ŘŜǘŜŎǘŜŘ ŜǾŜƴǘ όŀōƴƻǊƳŀƭ ƻǇŜǊŀǘƛƻƴύΦ 
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Advantages for post mortem data analysis: 

¶ tƻǎǎƛōƛƭƛǘȅ ŦƻǊ ŀǳǘƻƳŀǘƛŎ ŜǾŜƴǘ ǊŜǇƻǊǘƛƴƎ ŀƴŘ ŀƴŀƭȅǎƛƴƎΦ 

¶ !ƴŀƭȅǎƛǎ ƻŦ ŘȅƴŀƳƛŎ ōŜƘŀǾƛƻǳǊ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳ ŀƴŘ ƛŘŜƴǘƛŦȅƛƴƎ ƛƴŎƻǊǊŜŎǘ ǎŜǘǘƛƴƎǎ ǎǳŎƘ ŀǎ t{{ 
ǎŜǘǘƛƴƎǎ ƛƴ ǇƻǿŜǊ ǇƭŀƴǘǎΦ 
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3 WAProtector 

3.1 Main features  

The WAProtectoǊϰ ƛǎ ŀ ŎƻƳǇƭŜȄ ǎȅǎǘŜƳ ŦƻǊ real-time power system wide area monitoring, protection and 
control based on synchrophasors. 

WAProtectorTM basic architecture consists of three main parts, as shown in Figure 6: 

¶ WAProtector - software for real-time data processing. 

¶ WAProtector GUI - Multi-user Web SCADA for real-time data presentation. 

¶ UniFusion Engineering Studio - tools for design and configuration of UniFusion based solutions. 

 

Figure 6: WAProtector system architecture 

 

WAProtector ς Real-time Data Processing Device 

WAProtector is a software solution for real-time data processing of wide-area monitoring, protection and 
control. Main features are: 

¶ Universal data gateway: It enables data exchange from different data sources as PMU devices, RTUs, 
IEDs, PDCs, SCADA/EMS. 

¶ Phasor Data Concentrator. 

¶ Real-time power system stability analysis and detection:  
o Low frequency oscillation monitoring. 
o Voltage stability monitoring. 
o Frequency stability monitoring. 
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o Power flow monitoring,  
o Short circuit monitoring. 

¶ Triggering of alarms and events. 

¶ Data storage for post-mortem analysis. 

¶ Real-time data exchange with other phasor data concentrators. 

¶ Real-time data exchange with SCADA/EMS systems. 

¶ Remedial action schemes for SIPS (System Integrity Protection Schemes). 

WAProtector GUI - Multi -user Web SCADA 

WAProtector GUI is Multi-user Web SCADA for real-time data presentation. The main features are: 

¶ Simultaneous connection of several users to the WAProtector system. 

¶ Presentation views can be configured for each user separately. 

¶ Access permissions can be managed for each user separately. 

¶ Flexible and easy custom-designable displays. 

¶ Real-time and historical numerical data presentation of measured and calculated values. 

¶ Two and three-dimensional time-base curves. 

¶ Polar coordinate phasor diagrams. 

¶ Special graphical objects like PV curve (power-voltage curve). 

¶ Event history browsing. 

UniFusion - Engineering Studio 

UniFusion Engineering Studio is user-friendly tool for configuration the whole WAProtector system. The main 
features are: 

¶ Configuration performed by graphical functional blocks. 

¶ Complex process operations without programming. 

¶ User-friendly design. 

¶ Remote configuration through the Internet. 

¶ Configuration can be performed on-line or off-line. 

¶ Real-time data diagnostics. 

3.2 WAProtector in CROSSBOW project 

The main roles of the WAProtector are the real time security analysis and fast reaction in case of detected 
event.  

As a data gateway the system collects data from: 

¶ PDCs installed in TSOs by IEEE C37.118 protocol. 

¶ SCADA systems by IEC 60870-5-104 and TASE.2 protocol. 

¶ Batteries by MQTT protocol. 

¶ External services by FTP protocol. 

System sends data to other applications used within the WAMAS by: 

¶ OPC-UA protocol. 

¶ TASE.2 protocol. 

¶ FTP protocol. 

The system performs real-time analysis and detection functions. Currently available applications are: 

¶ Low frequency oscillation monitoring. 

¶ Voltage magnitude monitoring. 

¶ Voltage angle difference monitoring. 
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3.2.1 Low frequency oscillation monitoring 

As described in 2.3.1 in large interconnected electric power systems, like Continental Europe Synchronous 
Area, inter-area electromechanical oscillations may occur because of weak links between power systems or 
local problems related to system operation.  

Beside inter-area oscillations, detector also monitors local oscillations. 

In case of detected un-damped or progressive oscillations proper actions must be taken, such as decreasing 
of power exportation, decreasing of power production. 

Low-frequency oscillation detector is configured for active power and for the power system frequency.  

Output from oscillation detector contains: 

¶ Dominant frequency of the detected oscillation. 

¶ Magnitude of detected oscillation mode. 

¶ Damping factor of detected oscillation mode. 

¶ Start signal if detected oscillation is over the tolerated limits. 

¶ Trigger signal (alarm) if detected oscillation is over the tolerated limits longer as can be tolerated. 

Example of visualisation is given in Figure 7 and contains: 

¶ Measured value chart ς oscillation detector input signal is active power. 

¶ 3D trend chart showing detected modes with full dynamic. 

¶ Chart of magnitudes of the detected modes. 

¶ Chart of damping factors of the detected modes (s-plane). 

The time window is 1 minute. Un-damped oscillations have frequency around 1Hz and magnitude of 1,5 to 2 
MW. Oscillations present 2-3 % of active power. 

 

Figure 7: An example of visualization of low frequency oscillation detection on active power ƛƴ .ŀƧƛƴŀ .ŀǑǘŀ  

 

Oscillation analyser enables analysis of different oscillation modes described by the magnitude, damping and 
filtered modes from different locations. Examples are given in Figure 8 and Figure 9. At the right side the user 
can select the frequency mode(s) and observed values. At the left side the user can select between different 
measured point locations. Time window is 10 minutes. Measurements from Serbia (white and blue), Croatia 
(yellow and red) and Montenegro (purple and green). The first chart presents the input signal in oscillation 
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detector that is the active power, the second chart presents the filtered frequency mode (0,133 Hz to 0,237 
Hz), the third chart presents the actual recognized oscillation frequency, and the fourth chart presents the 
damping. 

The oscillation analyser enables analysing flexibility by means of data variables selection and time period 
selection. 

 

Figure 8: Recording of low frequency oscillations monitoring based on active power 

 

 

Figure 9: Detail from Figure 8. Time window is 2 minutes 

 
























































