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EXECUTIVE SUMMARY 
 

This deliverable presents the results related to the architecture of the products and use cases to be devel-
oped and tested, respectively, in the course of the CROSSBOW project. The deliverable focuses on the results 
of the work carried out under tasks T3.1 and T3.2 that address the analysis of the existing and future infra-
structure to be used in the CROSSBOW project, as well as the design of an open, secure, and flexible infra-
structure. 

The deliverable was developed under WP3 that targets to develop an interoperable, secure and flexible ar-
chitecture, which will consider transmission grids addressing active networks with high penetration of re-
newables, integrating distributed and concentrated storage, and with various energy ancillary services- e.g. 
demand response-, to optimize the functionality for all actors, including the end-user. Moreover, the pro-
posed architecture enables complex markets for energy and energy services, with dynamics from one hour 
down to one minute and associate quality of service. 

The purpose of the deliverable within the context of CROSSBOW is twofold: 

• the identification of the current and the future ICT infrastructure in the region. The current infra-
structure includes the existing dispatch centers, TSO and DSO infrastructure and the relevant equip-
ment (RTUs, Smart Meters, PMUs, Protection, etc.) that will be involved in the CROSSBOW demon-
strators. Regarding the future ICT infrastructure, CROSSBOW takes as reference the new Regional 
Operation centers that should be in operation in the near future. So, it is important to understand 
the capabilities of the ROCs as well as the planned infra-structure and 

• the development of an open, secure and flexible customer-centric architecture which will allow the 
optimal utilization of the interconnections in a scenario of high penetration of renewables, increased 
storage and demand response. The solution that will be developed should be smoothly integrated in 
the existing national infrastructure, both for TSOs and DSOs, as well in the existing and new to come 
regional control centers. 

To provide and consistent and systematic approach to the modelling of the use cases and the description of 
the proposed CROSSBOW architecture, the Smart Grid Architecture Model (SGAM) framework was exten-
sively utilized. The power of SGAM is that it allows for the unified modeling of the different use cases by 
analyzing them into layer. Starting from the lowest SGAM layer (Component Layer), this would describe the 
physical layer of the grid, which includes the system equipment, protection infrastructure and network de-
vices. Next comes the Communication Layer which refers to the protocols and mechanisms used for the ex-
change of information between the model entities. The Information Layer deals with the information objects 
and data models exchanged between UC actors/functions, followed by the Function Layer which refers to 
the UC different functionalities. 
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1 INTRODUCTION 

1.1 PURPOSE OF THE DOCUMENT 
This document part of the work carried out in WP3 and specifically the identification of the existing regional 
infrastructure and the development of an open, secure and flexible customer-centric architecture for the 
products and services of CROSSBOW. 

WP3 is closely related with the work carried out in WP1 and WP2 as one may observe graphically from the 
figure below. 

 

Figure 1: CROSSBOW foundations 

1.2 SCOPE OF THE DOCUMENT 
The scope of this deliverable is to present in a systematic and consistent manner the work carried out under 
tasks T3.1 and T3.2 of WP3 of the CROSSBOW project. Specifically, the deliverable was developed under WP3 
that targets to develop an interoperable, secure and flexible architecture, which will consider transmission 
grids addressing active networks with high penetration of renewables, integrating distributed and concen-
trated storage, and with various energy ancillary services- e.g. demand response-, to optimize the function-
ality for all actors, including the end-user. Moreover, the proposed architecture enables complex markets for 
energy and energy services, with dynamics from one hour down to one minute and associate quality of ser-
vice. 

The purpose of the deliverable within the context of CROSSBOW is twofold: 

• the identification of the current and the future ICT infrastructure in the region. The current infra-
structure includes the existing dispatch centers, TSO and DSO infrastructure and the relevant equip-
ment (RTUs, Smart Meters, PMUs, Protection, etc.) that will be involved in the CROSSBOW demon-
strators. Regarding the future ICT infrastructure, CROSSBOW takes as reference the new Regional 
Operation centers that should be in operation in the near future. So, it is important to understand 
the capabilities of the ROCs as well as the planned infra-structure and 

• the development of an open, secure and flexible customer-centric architecture which will al-low 
the optimal utilization of the interconnections in a scenario of high penetration of renewables, in-
creased storage and demand response. The solution that will be developed should be smoothly in-
tegrated in the existing national infrastructure, both for TSOs and DSOs, as well in the existing and 
new to come regional control centers. 
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1.3 STRUCTURE OF THE DOCUMENT 
The document is structured as follows. In Section 2 an overview of the existing and regional infrastructure to 
be used in the context of the CROSSBOW project is presented. The Smart Grid Architecture Model (SGAM) 
framework that will be used for the modeling of the use cases, as well as for the proposed architecture for 
the CROSSBOW is described in detail in Section 3. In Section 4, an overview of the CROSSBOW-specific high-
level use cases is presented along with participating actors, while the proposed architecture to be developed 
for the CROSSBOW products is discussed in Section 5. Finally, Sections 7 to 15 present in full detail the archi-
tecture of the use cases according to the SGAM framework. The use case relations with other use cases, as 
well as their representation using the Component, the Communication, and the Function layers are also pre-
sented, along with the underlying communication technologies used. 
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-(secure)ICCP/TASE2 

-IEC 101/104 

-TCP/IP 

-ssh 

Comments 

 

Data 

Data Model Used 

 

Data Objects Exchanged 

 

Personal Data NO 

Personal Sensitive Data NO 

Integrity  YES 

Availability High 

Data Retention Period 36 months (expandable) 

Comments 

 

Smart Grid Architecture Model Framework 

Component Layer Zone(s) Operation 

Component Layer 
Domain(s) 

Transmission 
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The Storage SAN is also implemented in redundant configuration as per the following picture: 
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