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Executive Summary

The modern sciety depends on electricity and, as a result, any changes in electricity related technologies
are likely to cause certain societal changes. In the i@ energy systems, consumers are mainly passive
electricity consumerdJnder theSmart Grigharadigm, theconsumers can play a more active role in the new
energy system as prosumers. For the Smart Grids to be deployed successfully, censilhmered ¢ be

much moreengagel and betterinformed in to achieve high levels of energy awarenésghe same time,

while the protection of the environmentanges high on the priority list of the consumensyst people do

not associate electricity usage with its environmeratatl climate changanpact The awareness about this
impact and about the possible ways to actively mitigate it, including energy and conservation and their active
role under the Smart @t paradigm, could be am important societal driver for change.

In the present documentve investigateSmart Grid as tool of compliance to the European Union's (EU)
ambitious objectives for 2020, that is, 20% of renewable enemyces (RE$enetration, 20% of CO2
emissions reduction and 20% increase in energy efficidesides the energy targets for 2020 adopted by
the European Council in 2007, the present document pays special attention to the Energy Roadntap 2050
and accepts decarbonisation as a bmeachieve by 205@ur qualitative research examined the views of all
members of the Smart Grid value chain in relation to the electric power system's efficiency, reliability, quality
and safetyOur investigation followed the Strategic Energy TechnoRign (SET Pl&ppinting out that the

lower capacity of distributed generation in certain areas of seedaltern Europe (SEE) could be improved
with the implementation of Smart Grid's technological advand¥s. adopted an explanatory paradigm
research this literary analysis with no hypotheses formed. In other words, we sdaratonstructs and
connections (inductive) which are often related to qualitative reseaiidie social, cultural, and ethical
constraints of Smart Grid were the focus of our shigation due to the fact that these are carefully regarded

by electric power system planners and operators.

Prior literature on Smart Grid augmentation has placed great importance on strengthening and
communicating cybesecurity solutions t@ll membersof the value chainDifferent examples of countries

in central, northwestern and southiwestern EU with already adopted consursemtred planning
approaches highlight the need for citizen centred Smart Grid technological developimeneview of more

recent theoretical and empirical research on the future electric power systeismuih-eastern EuropeSE[E

shows that there has been nearly zero evidence on how local stakeholders' view of Smart Grid development
and how the accompanying social, culturabagthical constraints could be tackled effectiveBur data

based investigation focuses on this particular field of research and examines the responses of participants
from SEE, nameBosnia and Herzegovina, Bulgaria, Croatia, Greece, FYR Macedonien&pot Romania,
Serbia, Slovenidn SEE, there stremendousvariation in Smart Grid readinesBhere has been a special
focus on privacy, security, equity, and energy poverty issues that are highly associated with the development
of national and transational electric power systems.

Based orthe above, wehave conceived questionnaire that was distributed by CROSSBOW:'s partners to all
members of the Smart Grid value chain in Bosnia and Herzegovina, Bulgaria, Croatia, Greece, FYR Macedonia,
Montenegrg Romania, Serbia, Slovenits questions tapped on fundamental social, cultural and ethical
factors that determine Smart Grid growtlA total of 78 participants answered a series of 53 questions
addressing privacy, security, equity and energy poviesdyesThe obtained responses indicate that there

are countryspecific social, cultural and ethical concerns in planning and exetugtthgmallandlarge-scale

electric power systemdt is worth noting thathe CROSSBQOydrtners with already developd®ES operating

units seemed to be at ease with the prospects of Smart Grid deployment and iedywa@ommunication
requirements. Our analysis indicates that stakeholder empowerment remains a critical factor for
understanding Smart Grid technologies and ueidig investmentuncertainty for utilities, Transmission

1COM (2011) 885 final (15.12.2011), 'Energy Roadmap 2050
2COM (2009) 519 final (07.10.2009), 'Investing in the Development of Low Carbon Technologies){SETPlan
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System OperatoréT SQ, Distribution System OperatoDSQ, regulators, and other key decisiomakersin

the study area In other words, CROSSBOW's partners in SEE have to improve local stakeholders'
understanding of ®art Grid technologiesand required Information and Communication Technology (ICT)
toolsand procedures.

The studied insights and lessons ledrifrom prior Smart Grid development efforts in EU as well as
CROSSBOW's questionnaire respsnpoint out the need for organised capacity building interventions
across all levels of the Smart Grid value chthie.deployment of renewable electricity generation, storage,
transmission and market exploitation requires long term of lbegn local st&eholder preparationThe

results of arr analyses underline the importance of utilising different preparatory actions in sustainable
Smart Grid development in SB#ore importantly, it was made clear that the issues of privacy, security,
equity and energyoverty have to be explored with the participation of all members of the value chain, prior

to introducing Smart Grid technologies in SEE's electric power market as it has been observed in many other
EU countriesLocal stakeholders for Smart Grid develamhin SEBEeedto understand the importance of

the data exchange process and the developmerditfational awareneskr wide-area monitoring

At the same time, more, our survey suggests that Smart Grid planners in SEHohaivgage local
stakeholdersin improving state estimator models foa better structuring of reattime grid conditions, to
advancedynamic planning models fa greaterunderstanding of how power systems will deal with grid
disturbancesand to advance the modefsr managing plausiblfuture disturbances and outags. There is

highly technical and technological information that has to be understood by all members of the Smart Grid
value chainTherefore, capacity building in the context of the social, cultural and ethical constohiBtaart

Grid constitutes a fundamental precondition for its sustainable development.

Our data suggest that SOs and DS@sedto adopt a strategy for accelerating Smart Grid progress toward
a more secure grid not only for participants but also for theirenelectric power industrylt has to be
communicated that smart digital devices will have to rely on newa&ed access points to the grid, hence
making customer privacy and cyksecurity paramount to Smart Grid successSIBE In the future, all
membes of the Smart Grid value chain will have to consider the implementation comprehensive cyber
security plans that will be entrenchéaltheir policies, technologies, and boess practices in order to e

par with the European Union's agenda 2020, 20add 2050.Finally, the responses of CROSSBOW's
guestionnaire indicate privacy, security, equity, and energy poverty issues will have to be addressed by all
members of the value chain in order to minimise sustainability risks and to enbargdrticipationof
investors in building a new Smart Grid systenBasnia and Herzegovina, Bulgaria, Croatia, Greece, FYR
Macedonia, Montenegro, Romania, Serbia, Slovenia in SEE
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1 Introduction

1.1 Purpose of the document

The main goal of this document is to examine $ogial, cultural, and ethical aspects of Smart Gaittl to
address eneconsumer/prosumer security, data privacy, equity, and energy poverty. The current trends and
challenges of this particular field of interdisciplinary reseant developmenare evalated with the aim

to createa democratic and userentred European electricity system that will support people's involvement
and empowerment across all stages of Smart Grid growth. Different points of view were considered with the
end-consumer/prosumer regeiving the mostattention. Our propositions and suggestions on the social,
cultural, and ethical parameters affecting Smart Grid groarébased on questionnaire data obtained from
CROSSBOW's partner regionsBosnia and Herzegovina, Bulgaria, CroatiseeGe, FYR Macedonia,
Montenegro, Romania, Serbia, Slovenia in.SEE

1.2 Scope of the document

The document tackles privacgecurity equity and energy povertyatters inSEE'Smart Grid development

It explores the roles dhe General Data Protection Regulation (GORREndconsumer/prosumer security,
variable pricing, energy poverty as well as riglesrisks andarriers of cooperation among al&ic power
generation,storage and transmission companies 8mart Grid design and deployment in SEEExamines
the existing variability in regulatory constraints and incentive mechanisms as wihltasstakeholders'
responsibilities(i.e. generators suppliers, transmission system operators, distribution system operators,
consumers, operators of smart grid functions, public authorities, taxpayersjre@nart Grid design and
implementationin the designatedoutheastern Europ€SEEregion.The alove conjectures and discussions
guided the partners in their decision to distribudequestionnaire to relevant actors in the participati@gE
countries that is,Bosnia and Herzegovina, Bulgaria, Crqod&ieeece, FYR Macedonia, Montenegro, Romania,
Serba, Slovenia in SEB,order to shed light ithis geographical areaf CROSSBQW

3 Smart Grids are defined as electricity networks that edficiently integrate the behaviour and actionsaif users
connected to it- generators, casumers and those that do bothin order to ensure areconomically efficient,
sustainable power system with low losses and high quality and security of suaply safety.
(http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/expert_groupldf
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Figurel: Countries participating in the CROSSBOW's sisidle questionnaire survey
Each of the above countries participdtin CROSSBOW's srslhle questionnaire survegnd distributed
approximately 10 questionnaires to relevant members of the Smart Grid value chain. Descriptive and
gualitative analyses of the 78 respondents are provided further betemce, the main partfahis document
entails the presentation of the CROSSBOW questionnaire responses obtained from relevant actors in each
participating country.The aim of the document is to provide all members of the Smart Grid value chain,
especially decision makers, pglidevelopersand investors in souteastern Europgwith data driven
conclusions and recommendations relevamprivacy, security, equity and energy poverty matters.

1.3 Structure of the document

The contents of the present document are divided ifit@ sedions.

A The first section entails a critical review of theoretical and empirical work of the social, cultural and
ethical constraints of Smart Grid development in general and SEE countries in particular.

>\

The second section of this document is dedicatethtorationale, the structure and the content of
the questionnaire used in this study.

A The third section is dedicated to the analysis of questionnaire responses and the lessons learnt.
A The fourth section of the document is dedicated to the discussioasfits

>\

The last section of the document is dedicateddonclusions andecommendations.

The document has an extensive number of appendices, which are mostly dedicated to descriptive and
comparative analyses of the CROSSBOW questionnaire responses.
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2 Literature review, experience and best practices

Overview

Society heavily depends on electricity and, as a result, any changes in electricity related technologies are
likely toinitiate a chain okocietalreactions and interestdn the traditional energyystems, consumers are
mainly passive electricity consumeidore recentreports suggest that Smart Grid consumers can play a
more active role in the new energy system as prosumess.the Smart Grids to be deployed successfully,
consumer engagement wilblve to improve drasticallj2], [3]. In such caset is desired that the consumers

will be more informed in order to achieve high levels of energy awareness. Despite the fact that the
protection of the environment constitutes a strong concern, most people do not associate electricity usage
with its environmental impadi3].

In the past, society thought about electricity as a commadity that could always be available and that power
grids can only run frorgeneration, to transport, and distribution in order to reach the consurtrethe 21st
century, society views electricity generation and use as a sustainable, reliable, clean, and affordable
commodity accessible to §ll], [4]. Electricity, as a clean, energy efficient, and secure commodity with unique
characteristics of instant gendran and consumption through electric circuits, has created many new
technological, social, economic, legal and ethical concerns that have to be addressed in the modern Smart
Grids era[5]. At the EU level, the discussions about Smart Grid started in 2005 when the European
Commission Directorate General for Research created the European Technology PlatfivenHiectricity
Networks of the Future, also called European Technology Platform Smart Grids (www.smartgrids.eu), with
more than 100 stakeholders and the support of Framework Programs 5 drtte@latform consists of the
relevant industry and academid close look on tls particularwebsite shows that the majority of the
participants represent the industry, that is demand, metering and retail, the gaamo Commission and
academia.

It has been noted thaEU's strategy for Smart Grid places increagednterest iy f 2 Ol € a0l 1 Sk
involvanent in the Energy Union and Smart Grid growthallengesThis outlook has stimulated further
interdisciplinary research in the sustainable electridigld [6]. Power networks have moved from the
demandfollowing principle to a potential supplgriven one[7]. New bidirectional power networks in EU

are handling challenging constraints, such as, the dispatch and predictability of power prodédtibe.

same time, consumers have taken a more active role in the management of consumptionsomdegases,

Ay St SOGNROAGE LINRBRAzOGA2Y I 3IA DAY Bondueisf]. Ii additioik S O 2 vy
the experiences and attitudes of the industry, the reseacommunity, European, national and regional
governments, nord 2 GSNY YSy i | ¢ 2NBFYA&lLGA2yas +a 5Stf I &
associationsand opiniorleadershave been steered toward moost efficient energy generation and new
business development approachi@. There is a shift from a focus on clients or consumers of social policies

as usersnd choosers, to a more active engagement of citizens as agents in the making and shaping of the
social policies that affect their live®©n the basis of thaboveconjectures we concluded thathe actions

and activities of citizemvolvementin general and consumers/prosumers in particular, have become very
valuable in sustainable Smart Grid plannifignere is a clear need for knowing more abdwandling
interdisciplinary social issues that touch ugemart Grid relatedafety, security, equity, and ergy poverty
behaviour, as well as the social constrains of energy technology sy@gnikis important social aspect that
surrounds electric power systems is neglected in the literature, despite the fact that there is a mutual
influence and depenehceamongSmart Grid members difie value chain communitji0].

Bottom-up sociaicultural approaches

Contrary to the concept of technological determinism, sacidtural approaches consider technological
development as socially dependefii0]. Accordindy, technologiesshould be theoutcomes of discussions
and negotiations among relevant stakeholders, such as, scientists and technologists, economists,
sociologists, consumer psychologists, policy makers, entreprensamgyovernmental organisations and the
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media.Each stakeholder can haddferent interpretations, create diverse expectations, and express group
specific interests in technolod¥1]. This study explores the social, cultural, and ethical aspects of Smart Grid
with its supporting technologies that determinvehat is possible for the future and how expectations are
structured, how they appear, disappear or resist and influence the interasti needs of the members of

the Smart Grid value chaifil], [12] Everyone woul agree with the premise that social expectation
determine the development of new policies, which in turn prompt the members of the value chain to decide
how meaningful these are to them in terms of profit, comfort, safety and secdrily It is understood that

Smart Grid could benefit greatly from the-operation of science antechnologyin order to resolvehe
broader sociecultural and ethical ambivalences, controversies and heterogeneous visions among actors may
reinforce the development of new technologies and strengthen its sustainaldioly

Most of the research carried omfart Grid refers on how relevant knowledge is negotiated among all
relevant parties and how governmentould intervene. There are many references to government
interventions primarilypy introducing policies thatanfacilitate structural changesind suport information,
coordination and externalites controlissues, a well as initiateegulatory guidelines and procedures aiming
to protect certainfirms and industrie$14]. Consequently, governments, the business communitizens
and consumers/prosumers carcooperate for the introduction ofnew technologies for Smart Grid
deployment, policy formulation, and regulation of the electricitynket during the early stages othe
transition to Smart GrigtL0].

With respect to the European Union, new business models, actors, anevayoutilitycconsumers/
prosumers acknowledge the citizen perspectives and tivida in Smart Griddowever, little is known about

the ways ofchanging and shaping the participation of the members of the value dhaBmart Grid
deployment particularly ttose that can helgitizens as well as consumers/prosumers, in adopting the co
players role.Some researcheneport that there are various actions that may increase the acceptance of
Smart Grid and will ease and simplify the use of relevant energy and ICT technologiesTimeS&clude
greater visibility of information about theenefits of new ICT technology utilisation, enhanced familiarity
with smart electricity power systems through pilot projects, and empowerment of citizens, and
prosumers/consumergl5].

Somestudies have tried to measure behavioural change as well as energy consumption patterns in citizens,
and end-consumers/prosumer$16]¢[18]. This line of research emphasises the importance of contextual
clarity and coherence isharing information withcitizens,and end-consumers/prosumersbout energy
gereration, storage, transition and consumption as well as the characteristics of demand patterns and
associated devices observed at horirgerestingly enough, the role, opinions, attitudes, drivers and barriers

of citizens as consumers/prosumers in a newrgly system have not been studied extensivilis unknown
whether the transition towards new models of electric power systems will turn passive consumers into
engaged citizens with an extended consutsfarosumer'srole. Smart Grid requires active cgis in energy
consumption and prosumption that could probably be supported through participatory exercises in small
scale electric power systems.

Some relevant esearch questions

Smart Grids have become a common concept despite the fact that we areefiiing what smart really
YSIFyad W{YINIySaaQ A KCTdaveldhnentziike the IQdrm2tnfThirys (NB,AIltificidl R
Intelligence (Al), etfl9]. These areas of knowledge have been the driving force behind smart technologies
and have become the key to further developments in the epesgctor. The drive towards a Smart Grid
began with the growth of small and distributed energy generation combined with an interest in achieving
high levels of either setfonsumption, or local consumption of that eneff@®]. This achievement prompted

the movement of the grid away from its previous hierarchical structure. Currently, Smart Grids rely on
innovative technologies, such as intelligent and autonomous controllers, advanced software for data
management, and twavay communications between power utilities and consumers/prosumers in order to
create automated and distributed energy delivery netwofR$]. The new power systems will haveetie
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intelligent technologies incorporated across the entire system, from power generation, storage, transmission
and distribution, to electricity consumption at the customers'/prosumer's premises, with the aim of
improving the efficiency, reliability, arghfety of the systen22].

Smart Grids have had an increasing potential to solve several problems, such as achieving climatic goals by a
more costefficient way of using electrigi networks. More importantly, Smart Grids are considered to be
higher electricity consumption reinforcers for all members of the value chain, while energy solutions can
potentially be solved fastg23]. Improving energy consumption by consuming when-t@rbon energy is
plentiful and/or exploiting the flexibility of some consumption in order to provide services to the grid as a
whole has strengthenedn$art Grid development. In other words, Smart Grids development has gradually
led to finding new means for identifying and utilising new innovations in generation, consumption, storage
or network assets for managing the electricity d@&]. In addition, Smart Grid development embraces the
move towards smart metering and the reduction of unnecessary AC/DC conversions in generation and
consumption through DC distribution network®l]. There is an increasing trend towards a network of
different networks and even different energy types (electrical, heat) that need to be interconnected and need
to communicate with each otherot deliver an optimised solution and to ensure resilience. These are
important solutions that need to be addressed by all members of the energy value chain.

In this part of our literature review, we explore the level of Smart Grid teeduientific knowledg,
motivations and epistemic reasoning that the different stakeholders of the value chain have to have in order
to participate actively in the process. In order to do so, we paused answered the following two questions:

1. What is the most effective approdcfor involving different members of the value chain in Smart Grid
growth?

Germany and Frandeave adifferent outlook on power generation. Germarafter the Fukushima disaster
announced its move towarda low-carboneconomyby closing all of its seven nuclear power plants by
December 2022, while France, continues to generate most of its electricity from nuclear power[p]ants

[8], [24] In both examples, government policies on national electric power networks is harg&a®art Grid
growth with different narratives dealing with knowledge transfer to different members of the value chain on
how national electric power systems will operaff@om these two examples it becomes apparent that Smart
Griddevelopmentneeds the apport of the state but relies onew interdisciplinangpproachegor managing
holistically relevant energy technologies, systems, economies and markets, new regulatory frameworks,
citizen, consumer/prosumebehaviour insightsas well asother soco-cultural behaviours and ethical
concerns.

Over the recent years, the sustainable Smart @dgelopment has been empowerirgitizens as well as
consumers/prosumers, while reinforcirtbe cooperation among members of the value chain Numerous
researchersnd pdicy makerdiave underlined th@mportance of adopting a crossterdisciplinary approach

in reinforcing the adoption andlevelopment of new solutionfor more safe and secure electric power
systemd10], [15k[18]. The energy literature also highlights the need for employers and emplogpesity
buildingwith skills in utilising statef-the-art digital and commuigiation technologies, sharing of resources
and expertise, and developing new interdisciplinary cooperation, as underlined in the Strategic Energy
Technology Plan (S¥Tan) and the Energy Union stratg§y, [24]. In other words, a holistic energy system
approach is being promotefbr overcoming existing boundarie@/ith this conjecture in mindve examine
further belowtheoretical and empiricadpproaches relevant tonsart Grid growth while focusing on the
social, cultural, and ethical issuestrenchedin Smart Grid implementatiof25].

2. How could all members of the value chain be involved in Smart Grid growth?

Thefuture of electricity Smart Grids is expected to be a radical technological, environmental, and economic
upgrade of the old systenit has argued thaBmart Grid developmentsill have to be supported by either
technologybased approaches, which focus on the use of technology in enhancing the intelligence of the grid
through communication and electronic equipment installations on nekwoeser premises, or by output

D1.3 Social and ethical aspects 17



and storage units enabling a transnational Wholesale market

@;;Sbow CROSS BOrder management of variable renewable energies

based approaches, which deal with technological problem sol¥®ig[15k[18], [26] Moreover, citics have
argued that Smart Gridill change the interactions among members of the value ch@nexample, in most
member states task of the DSO is to distribute the electricity to the consuraewib this still be the main
task of the DSO when the conventional grid will be transformed into a Smart Grid? In adulistaipability
requires more socially intrusive technologies that will be influencing the daily lifecitifens,
consumers/prosurarsand will be resulting in an uneasy relationship.

So far, it has become rather clear that easkersneed to be prepared for gradually accepting these changes

in their homes and daily routines, and, hence, to meet the requirements for participationarn Srid§27].

The readiness of all members of the Smart Grid value chain for a new efsmirer system with discrete

roles for its members requires concrete opportunities for capacity building based on needs and roles. Societal
needs fulfilment and stakeholder roles satisfaction implies adjustments in technological and technical

capabilities.This more recent approach on societal needs satisfaction and social acceptability of the Smart

Grid has reinforced its sustainability prospects, while leaving behind prior considerations presenting Smart
Grid as a soleltechnological implementation.

In recent years, the term "Smart Grids" has been treated as synonymous to the low carbon electricity
challenge by most members of the relevant value chain and has been related to important social, cultural,
and ethical consideratiof28]. Technological innovations can support the proper functioning of Smart Grids;
however, their technalgical maturity is linked to the social, cultural, and ethical factors influencing its wider
acceptance from potential usef®7], [28] Smart Grids can play a pivotal role in meeting EU's energy
efficiency goali reinforcing the transformation of our entire energy system from how energy is produced,
distributed, and consumed to how different members of the value chain respond to inevitable social, cultural,
ethical constraint$29].

CROSSBO®\Yuestionnaire has helped us understand how to improve Smart Grid sabikiy by taking

into consideration the identity and role of the players and how they are connected in the larger value chain.
It was assumed that innovation can create technological niches for Smart Grids, and these can penetrate the
larger societechnobgicalstate in order to transform the electricity system. The partners of CROSSBOW
agreed that any electricity transformation will need to include mechanisms and strategies on behavioural
analysis and incentive structures for improving the consumer'sioreess' quality of life and for making the

most of a utility. These are definitely important parameters in Smart Grid structure and function that have
not been addressed properip many articles and reports in the social sciences literature of Smart Grids.
These parameters relate to the social, cultural, and ethical constraints of Smart Grid communication and
exchange of information among the different members of the value chdih [15[18], [26][29].

As indicated aboveSmart Grid research and implementation has focused mainly on finding solutions for
technical problems and improving available technolodgis.Smart Grids to be successful, a holistic analysis

of uncertainties and externalities needs to be carried during the early stages of their deployment with social,
cultural, and ethical factors taken into consideration. Public acceptance for Smart Grids could be improved
by addressing social, cultural, aetthical energy problems as well as identifying new challenges and solutions
towards a more sustainable Smart Grid sysf2ific[29]. It has been also proposed that for public acceptance
purposes, Smart Grid project applications have to put a stronger interest in security and privacy issues, as in
the case of smart metering0].

In closing, lhe social, cultural, and ethical issues of Smart Grid are associated with privacy requirements that
are highlighted in the new Europe&DPH1]. It must be noted that the privacy is also important for the
eventual acceptance of Smart Grids by the public. Wile examine the potential privacy and security
weaknesses of Smart Grid€Ghapterd of this report.The parameter of privacy has received special attention

in this document, given recent reports on how easily large networks caargeted by various cyber and
other threats, as indicated in GDPR. It is well known that the size of the data collected from future Smart
Grid elements are expected to be of biggergnéude than the ones being collected up until now. The

D1.3 Social and ethical aspects 18



and storage units enabling a transnational Wholesale market

@;;Sbow CROSS BOrder management of variable renewable energies

potential privacy consequences are presented inEmgaging the consumer/prosumsection of this study

[2].

We will examine the potential privacy and security weaknesses of Smart Grids in Chafjites report. The
parameter of privacy has received special attention in this document, given recent reports on how easily
large networks can be targeted by various cyber and other threats, as indicated ifGDPR well known

that the size of the data collected from future Smart Grid elements are expected to be of bigger magnitude
than the ones being collected up until now. The potential privacy consequemeepresented in the
Research on individual behaviour reveals a great variety of relevant activities and factors that influence
consumer engagement in Smart Grid growfBl]. With respect to modelling the behaviour of
consumers/prosumers a number of independent variables influence the level of commitment of individuals
(i.e. to own and operate a Distributed Energy Resource), the levBIElgFenetration among the population

in a particular geographical area (as a percentage), the implementation area'scsitici@l demographics,
consumer/prosumer socieconomic background, income, status within urban or rural residential
environments, ownership of vetles and devices, country available infrastructures, policy and regulation
contexts, market prices for power commodities and services, the weather conditions other external factors
[38].

It has been argued that electricity consumers do not have the samiives, perceptions, or technological
understanding as electricity producers. Interestingly enough, transforming consumer behaviour into a
prosumer one, can be influenced by policy and regulation, information, incentives, institutional support. In
addition, financial incentives are effective means for preparing various end users in adopting effective Smart
Grid innovationg[38], [39] Different pilot projects that use new Smart Grid related technologies and
applicatiors play an important role in showing to the consumers the effectiveness and efficiency of
successfully utilised new technologies ug88]. Some researchers argue that certain information about
energy consumption and energy efficiency can be adequate. All activities targeting a better Smart Grid
understanding of the consumers/prosumers requires an interaction with tt{{88]. Building trus is
important for a successful lorgrm relationship. Consumers need to understand the problem and the
provision of relevant information about energy consumption is an example of such engag@hent

In recent years there has been an increase of consumer engagement in a number of private projects entailing
citizen participation[10], [15[18], [26] Consumer behaviour changes are hard to predict, and private
investors are reluctant to invest in such projects. Under these circumstancdie urding has become

vitally important[2]. Most consumer engagement projects focus on the residential sector. This preference
originates from energy providers target) the households. There is some potential in energy efficiency of
residential consumers in dispersed locations. The leading organizations in such projects are mostly DSOs and
other energy companieigtO].

Traditionally, relatioship between consumers and utilities has been -siteed. Most of the utilities
resources have been allocated to energy generation and distribution. Nowadays, utilities are being
transformed from energy suppliers to energy management advi§p4s.

Privacy concerns and new privacy regulagieection of this studj2].

2.1 Social aspects

2.1.1 Smart Grid acceptance

EU's strategy foa clean, secure, and efficient energy system has to be supported by Smart Grids that match
generation with consumption, especiabigcause of the characteristicsr@hewable generation and storage

[30]. This requires a better understanding of the social asp#dtee demand for services and its implications

for energy use. It also implies that innovative services that allow consumers to benefit from consuming
flexibly will be needed alongside new regulatory or market structures to facilitate {fg@imHence, there is

a need for many more active participants in the energy system avidex range of control services, requiring
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coordinated local, regional and national objectives for matching demand with supply and security of supply,
including the control of distributed (local and more central) energy storage facilities. The move towards
carbonneutral energy generation that matches demand implies that systems can no longer operate in
isolation but have to be combined into a systefisystems, that preferably function without the need for a
human operatof20].

Furthermore, public acceptance of Smart Grid development entails social aspects that play a fundamental
role in shaping directions and decisioj@. In addition, a longerm EU strategy targeting technological
integration coupled with societal needs, new population growth demographics, transport needs, community
infrastructure and services will ensure the successful development of robust networklimgdeols and
innovative engineering applicatior{S]. In other words, Smart Grids implementation willcseed when
technology meets the needs of consumers/prosumers as well as when there is information sharing and
engagement with the communit24]. This implies that innovative engineering developments for Smart Grid
of the future have to be shared with end users through community consultations, consumer/prosumer driven
ICT productand service$24]. Many energy experts suggest that the social aspects ofggn8mart Grids

are often overlooked with most attention being given to technical issues. It has been argued that that
uncertainties and externalities originating from Smart Grids could be easily resolved with the involvement of
all members of the value ein (regulators, financial institutions, consumers/ prosumers, utilities and new
players) during the planning stages of deployment as well as during implemen{&liorlence, public
acceptance of Smart Grid dpgations can be attained through the involvement of local stakeholders in
addressing energy problems and examining the drivers of a sustainable Smart Grid energy[&}sfé]n.

[8]

A more efficient Smar®rid system has to rely on a more active role of consumers/prosurfibesdemand
response concept entails changes in electricity consumption by theuses in response to supply
conditions[30]. To achieve this, the consumer will have to be engaged and providedinfithmation,
additional services, and incentives in order to benefit from potential selective reductions in load. These
reductions will come mainly from commercial and industrial users but also from households, coordinated
and combined by aggregators aather energy services companies (ESCOs). Smart Grids are a tool to enable
consumers/prosumers to better manage their energy consumption for their own benefit and for that of the
whole electricity system. Implementation will need to build on trust, as coresstend to resist to new
technical, regulatory, and market solutiof&i].

Along these linesf researchsmart meters have been developed and deployed in several EU countries based
on current EU legislation calls for the rolit of smart meters to at least 80% of consumers until 2020 in all
memberstates, except where a comprehensive cost benefit analysis yields a negative oy82jng&mart
meters alone do not provide for user interaction and, henlcaye little effect on user behavioyB0].
Moreover, the ability to collect and treat data should enable home automation solutions that focus on load
management and overall energy efficiency as well as convenience and sg3irityith household energy
consumption related to a cobination of technology and endser behaviour, there is concern over the lack

of product and service design to support consumers in their new [8@s Smart Grids and meters could
facilitate tariff innovation to improve endse efficiency that results in direct sags to
customers/prosumersin addition, ariff solutions can also be designed for specific concerns, such as
reliability and affordability. For the wider system, the ability to reflect system conditions through price signals
may lead to greater awarenessd behavioural adjustments, resulting in reductions of peak demand and
therefore deferred grid investmen{83]. The underlying assumption is that consumer/prosumer decisions
are affected by the economics of consumption and, though inelastic in terms of total denh@nchrtsumer

is at least flexible enough to shift the hours of consump{ej.

However, the hardware is only a platform from which to build an informed consuirieen response and
ensure demand driven changes in the use of energy. An automated system to triggienehfer electrical
appliance use would still require user intervention for adjustments that better suit consumer [@@das
well as the shift of choice toward 'smarter' applian¢23], making engagement crucial. The type of service
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contract expected by the consumer/prosumers vary as a function of different end user incentives and
solutions requested to adopt Demand Response schdB¥sIn order to maximize potential adoption, the

roll out procedures need to be accompanied by policy interventions that induce technology change in a
purposeful direction[35]. Certainly, success also requires market design and regulations that promote

dynamicpricing tariffs as well asformation campaigns to increase consumer awareness.

It has been argued in the literature that Smart Grids will be widely accepted when technological
developments are accompanied by consumer/prosumer behaviour maodification. For such changes to occur,
a skady cooperation needs to be established with ersgrs. There are three different possibilities for
influencing consumer acceptance, including:

- Easier and simpler installation and usage of the technology combined with broader understanding of
the publicaboutthe novelties they introduce;

- Clear information regarding sheterm and longterm benefits of Smart Grigls

- Pilot projects to provid&nowledge and raisawarenesdgor the use of newwiechnologesand reduce
consumer concerns.

For Smart Grids to be gloyed successfully, public acceptance is vital. Smart Grids should be accepted on all
layers which can be divided into: sogolitical, community and market. For faster Smart Grid adoption,
governmental social and political frameworks need to be cohevdtitt community concerns and market
drivers. Regulators and policymakers are required to propose policies that facilitate the community and
market acceptance. Socmlitical acceptance is the first of the three layarsd refers to policies that will
require the exchange of different types and levels of knowledge among different members of the value chain
Community acceptance flse second layer which can be achieved by articulating the opinions, concerns, and
proposals ofocal stakeholders and local dagirities. The third layer is market acceptance, where producers,
distributors, supplierscitizensand consumersprosumersinvest in and use Smart Grid related technologies
[24].

2.1.2 Externalities in Smart Grids

A recent report that analysed the database of Smart Grid R&D, counted 950 projects with investments
totalling 5 billioneuos[36]® Ly | RRAGAZ2Y G2 | ff HyEUSountriasppeadddly { G I G
GKSY GKS& IINB F LI NIYSNI Ay 2yS aswithiHe Sighastinvésthan LINE
are smart network management, demand side management as well as integration of distributed generation
and storage. These domains add up to around 80 % of the total investment. Because of the high investment
field, several sdal implications should be considered when analysing positive externalities in Smart Grids.

To name just a feyB7]:

- Jobs: New investments in Smart Grids have direct impact on job creation in applicable sectors. With
increased deployment of new Smart Gridsyvel®epment of Smart Grid related technologies such as
electric vehicles, smart homes, smart appliances and RES require more highly skilled w{Bkf{z0¢

- Ageing work force and new skill requirements: In the next couple of years maditigsutvill lose their
current employees because of retirement. Smart Grids are a relatively new concept and as such requires
new job profiles. High levels of adaptability are desired. It is also important to have proper training for
the workforce curreny not up to date with recent improvemen{8], [20].

2.1.3 Engaging the consumer/prosumer

Research on individual behaviour reveals a great variety of relevant activities and factors that influence
consumer engagement in Smart Grid growfBl]. With respect to modelling the behaviour of
consumers/prosumers a number of independent variables influence the level of commitment of individuals
(i.e. to own and operate a Distributed Energy Resource), the levBIEgfenetration among the population

in a particular geographical area (as a percentage), the implementation area'scsittci@l demographics,
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consumer/prosumer socieconomic background, income, status within urban or rural residential
environments, ownership of vetles and devices, country available infrastructures, policy and regulation
contexts, market prices for power commodities and services, the weather conditions other external factors
[38].

It has been argued that electricity consumers do not have the samiives, perceptions, or technological
understanding as electricity producers. Interestingly enough, transforming consumer behaviour into a
prosumer one, can be influenced by policy and regulation, information, incentives, institutional support. In
addition, financial incentives are effective means for preparing various end users in adopting effective Smart
Grid innovations[38], [39] Different pilot projects that use new Smart Grid related technologies and
applicatiors play an important role in showing to the consumers the effectiveness and efficiency of
successfully utilised new technologies ugd8]. Some researchers argue that certain information about
energy consumption and energy efficiency can be adequate. All activities targeting a better Smart Grid
understanding of the consumers/prosumers requires an interaction with tt{{88j. Building trus is
important for a successful lorgrm relationship. Consumers need to understand the problem and the
provision of relevant information about energy consumption is an example of such engag@hent

In recent years there has been an increase of consumer engagement in a number of private projects entailing
citizen participation[10], [15k[18], [26] Consumer behaviour changes are hard to predict, and private
investors are reluctant to invest in such projects. Under these circumstancdie fuding has become

vitally important[2]. Most consumer engagement projects focus on the residential sector. This preference
originates from energy providers tardget) the households. There is some potential in energy efficiency of
residential consumers in dispersed locations. The leading organizations in such projects are mostly DSOs and
other energy companieigtO].

Traditionally, relatioship between consumers and utilities has been -sited. Most of the utilities
resources have been allocated to energy generation and distribution. Nowadays, utilities are being
transformed from energy suppliers to energy management advi§4s.

2.2 Privacy concerns and new privacy regulation

2.2.1 General Data Protection Regulation

Unlike traditional power systems, the members of the Smart Grid value chain can be better informed by two
way communication systems. In some EU countries, the entire Smart Grid already operates as an active
electricity market with customers shifting loads well as generating and storing electricity by considering
near realtime prices and other economic incentives. Through bidirectional electricity flows, prosumers sell
excess stored energy back to the grid when prices are high. Moreover, most Smastaketiolders
(generators, suppliers, transmission system operators, distribution system operators, consumers, operators
of smart grid functions, public authorities, taxpayers, etc) are dependent on a continuous data exchange and
storage of related behaviaal patterns, habits and customs about energy ugds. This form of free amess

to data has yielded interesting patterns on consumers/prosumers interests and market and/or government
benefits.

It is known that the Smart Grid functioning presupposes the establishment of laws and regulations for privacy
and security for the protaon of personal information and the prevention of privacy violation from
breaching local data and remote copigs, [41] The new General Data Protection Regulation (GDPR) of
European Commission introduced in May"'22018[42] has replaced the previous data protection directive

from 1995. The aim of the legislation is to protect EU citizens from different types of data breaches. Among
other changes, the most notadlnes are the requirements of removing any personal data from databases
with strict rules for data protection officers and penalties for companies that fail to satisfy the conditions.
hNEFYAT FGA2YE Ay oNBIFOK OFy NBOSNOS LISyt aArASa adl
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2.2.2 Data privacy
A study on data sharing between companies in Europe identified different types of data Jddting
- Data nonetisation: Companies gain revenue from data sharing with companies.
- Data marketplaces: Businesses that gain revenue from bringing data suppliers and data users together.

- Industrial data platforms: Closed environments made for easier development of new
products/services. Data sharing of this type may be free.

- Technical enablers: Businesses offering technical solutions that enable data sharing.

- Open data policy: Some companies share data free of charge to enable better development of new
products/services.

2.2.3 Potential privacy consequences of the Smart Grid

With the deployment of Smart Grids and smart meters it will be possible to collect, retain, share, and reuse
the consumer data. Consumption data for all consumers can be 4@ dNew services will enable the
communication with devices in both directionEhedata shaing with energy management companies and
service providershould be performeaautiously. Data sharing with organizations from different countries
will need to be studied in detail as it could include sensitive informajjn.

2.3 Endconsumer/prosumer security

Social factors impact the performance of Smart Grid systems, even though Smart Grid technology has been
adequately accepted. The performance of Smart Grid systems will reach its peak when tt@nenchers

fully accept if23]. For a successful Smart Grid deployment, we need to overcome technological challenges
and to accommodate changes in the way consumers/prosumers value the technology for electricity
generation, transmission, storage and distributi®0]. It must be nota that there are still end users who

take electricity for granted, a social and cultural outlook that hash@mnge [45]

2.4 Cultural and ethical aspects

2.4.1 Energy poverty

Energy povertys a state wherénousehold are unable to maintain adequate living comfort levels, due to
unaffordable costs of enerdy6], [47] The adequate living levels can refer to the possibility to obtain World

I SFEGK hNBFYATFGA2WONI 0oR @hyv3a 2NEAWE | [46JR{47H Mosvéver, ¥ 2 NJ 2
adequate comfort levels can also be determined in a different way and can differ among other cultures and
are related to the insulation and the ability tse certain energy services like heating, cooling, hot water,
cooking, lighting, washinf46], [47]

As mentioned in[34], a report on energy poverty in SEE, that includ®R Macedonia, Montenegro,
Romania, Serbia, Slovenigsovo*, FYR of Mzedonia and Albania, suggestit energy use per capita is
lower in Kosovo®, FYR of Mzedonia and Albanithan of European Union (EU) countries, even though the
inefficiency of household insulation, appliances and heating systems would require it to be higher compared
to that of EU, to reach similar comfort levgd§], [47] Interestingly enough, electricity consumption in SEE

is up to twice as high as in EU, causing higher burden on SEE households with high electrigié¢lcosts.

4 (*United Nations Interim Administration Mission in Kosovo pursuant to the United Nations Security Council Resolution
1244

5 (*United Nations Interim AdministratioMission in Kosovo pursuant to the United Nations Security Council Resolution
1244
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There are many countries in the Balkans that struggle with the regular payment of utility bills. More than 30
% of the total populatiorin Greece, Serbia and Bulgaria struggle with such paymdriis.

2.4.2 Variabk electricity pricing

Currently, most countries use a flat tariff system. With recent changes to the industry, higher costs and bigger
investments will be needed to satisfy energy efficiency goals and curb greenhouse gas emissions.
Furthermore, if technolgies and policies were to achieve their potential to completely revolutionize the
electric power grid, legitimate challenges of equity should be addressed. These challenges should be tackled
beforehand in order not to pause Smart Grid progi@&s3, [46], [47]

Dynamic pricing is a concept, where prices peak during high consumption and grid congestion periods and
fall otherwise[33], [48] It is a version of timef-use (TOU). There are many different ways to introduce
dynamic pricing (criticgbeak pricing, whee prices are higher than they were before dynamic pricing in hours
with high consumption and lower than before when the consumption is lower; another method imeal
pricing, where prices change every hour and reflect the situation on the market)y btadies exison the

topic of benefits of dynamic pricing (including demand reduction, cost reduction and economic efficiency
gain) while some other studies opposdburden on energy poor households because of additional costs)
But the unfairness arguent of the dynamic pricing for energy poor households should not be valid, due to
their low consumption and fewer electric appliances and therefore lower electricity pfiels.

If Smart Grid projects focused solely on technical and ecoradraspect, without taking into account cultural
and ethical considerations the costs might be higher than those planned af3irst.

2.4.3 Risks and barriers

The idea of the Smartrid is to useCT to gather and act on behavioural information from both consumers
and suppliers in an automated fashian order to improve the efficiency, reliability, economics, and
sustainability of the production and distribution of electricity. However, along withhdr energy
consumption, greater connectivity also entices a far greater number of securityDisggite the Smart @&l
concept already demonstrating its benefits cases of using micgods to maintain powein certain areas
during blackouts (i.ehurricane Sandy ithe USA2012), there are still growingoncernsthat this could be
exploited by cybercriminals or terroristgiterregional energy cooperation can play a vital role in ensuring
sustainable energy security for neighbouring regions or statésrregional power trading networks can help
meet energy demand while maximizing scarce natural resoumgsusing the different peak times of
neighbouring countries, regional power trade can reduce the need to build new power generation plants in
eachcountry.Regional and interregional could promote effective energy cooperation among SEE countries.
However, energy infrastructure such as transmission facilities and soft infrastructure such as regulatory
frameworks and trade facilitation mechanisms &mart Grids are often absent in paecession countries in
SEEDefinitely the lack of shared energy policies and electric power infrastructure for-lbooder Smart

Grid electric networks hinders regional and crbssder cooperation as well as diversifition of energy
sources, making them vulnerable to oil price volatility. On the basis of the above, some of the risks and
barriers for Smart Grid sustainable development could be supported by RES policy homogeneity and local
stakeholder empowerment

2.5 Othersociocultural aspects

Cultural aspectsan assist the participants of the Smart Grid value chain to understand the risks and benefits
of participation in a Smart Grid and to enhance the acceptance of Smart Grid operation by the public at large.
As a partof the engagement process, the consusi@rosumers have to acquire a stroegvironmental
awareness with projects that promote RH&e members of a Smart Grid value chainalao improve the
knowledgeand understandingf the shortterm and longterm benefits of Smart Gridand to engage
consumers/prosumers in the proceY].
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Through various projects in EU and around the wdylid has become clear that understanding the social
aspects of Smart Grid development can help the members of the value ardaciding which technologies
will be considered for the development of the future gridhere is a necessarily fdeliveling to all members

of the value chaim longterm strategy aimed at integrating technology withmmunity needsSmart Grids
could syport communitypopulation growth, transportation needs, community infrastructure and services
with cutting edge robust network modelling tools and innovative engineering.

Moreover, it is important to support the different Smart Grid actors in taking sndadisions when
technology meets the needs of consumers, the second when there is sharing of information and
understanding, and an engagement with the community. By incorporating innovative engineering with
community consultation, consumer driven IT protu@nd social media, we can create a vehicle for
consumers to be active participants in the technological development of the smart energy grids of the future.

2.5.1 Raising awareness

European projects use many channels to interact with the consumers and toestigag.Reports are made

public and there are many press releases as well as media events that cover such projects. Each EU project
has its own website with most of the information available onOne of the best methods to reach
consumergprosumersis throughthe social media anéhformation material that may accompamjectricity

bills. Although raising consumer awareness and involvement is a slow process, conguosersersneed

to understand that interactive demand management is the best way to isergaid efficiencyand use

energy more efficiently4], [21], [44]. In order to do so, a clear dissemination and communication strategy is
needed that will take into consideration the social, cultural, and ethical constraints of Smart Grid growth in
SEE.

If we were to successlly implement Smart Grids from both technological and social acceptance point of
view, it is essential to combine expertise in developing energy grids, modelling networks, connecting
distributed generation, and integrating electric vehicles with a commyusmigagement strategylhe more

the members of the value chain understand the Smart grid issues, the greater is the opportunity to drive the
energy industry and the market to provide products and services that will support smart decisions.

6 https://www.smartgrid.gov/files/The_Smart_Grid_Annotated_Bibliography Essential_Resources_fo 200909.pdf
" https://shapeenergy.eu/wpcontent/uploads/2017/07/SHARENERGXnnotated-Bibliography . ENERGYSTEM
OPTIMISATIOANDSMARITECHNOLOGIES.pdf
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3 CROSSBOW questnaire on the social, cultural and ethics aspects of Smart
Grids

Chapter 3 presents and briefly describes the methodology adopted for developing and distributing
CROSSBOW's questionnaire which addresses the social, cultural and ethics aspects of SritanaSrid.
designed in a way that would enable participants frBosnia and Herzegovina, Bulgaria, Croatia, Greece,
FYR Macedonia, Montenegro, Romania, SerbiaeBiavn SEE to answer all the questions quickly, by
providing the preferred response. Some questions required detailed answers that had to be typed or hand
written.

The questionnaire was sent to all partners of the proje@&dsnia and Herzegovina, Butigg Croatia, Greece,

FYR Macedonia, Montenegro, Romania, Serbia, Slovenia in SEE vimihimeGoogle Form with concrete
instructions for participation and data delivery to The University of Ljubljana. Each partner in the 9 SEE
countries mentioned eaidr was requested to find approximately 10 volunteer members of the Smart Grid
value chain in order to fill out the questionnaire.

The questionnaire was dividedfime different sectionsA quick overview was provided for each one of them.
Subsequent desiptive analyses were carried for each section category at country level. Firstly, we calculated
the average responses for specific questions. Then, the goal of the analysis was to provide in order to present
to future readers of this study the obtainedf@irences between countries as well as the deviations from the
average responsén addition to the country level analysis, analysis on a utility level was also made.

There were three types of questions used in the questionnaire:

- YES/NO questions, othengi&nown as polar questions, where respondents had to choose between
FyasgSNER GéSa¢e¢ |yR aGy2¢o

- wkdAy3a aoltsS ljdSatdAaz2ya NS RSaA3aySR G2 OF LI dzN.
FyagSNBE OFyY NIy3IS FTNRBY aGaldNRydFf2e cRANRYNB $¢ | ANS
AYLRNIFYyGe 2N apés NBaLISOGAGSteod

- Open ended questions, where it is desired that respondents write what they want when answering
the question.

The questionnaire targeted Smart Grid relevant members of the value chain. Thenjesategorization
serves as a guideline for a better comparison between utilities and countries. The participants were divided
into the following categories of value chain agents:

- TSOs
- DSOs

- Relevant regulatory agencies (Energy agency, Communicationsyadrrblic information watchdog or
Consumer Association)

- Suppliers

- Aggregator

- Demand response actors (industry)

- RES generators

- ¢SOKy2t238 LINPOARSNER oxtt az2¥i¢6lNBI {/!513% X0
- Storage providers

The questionnaire was divided in five different sectioné 9cgnRumer security from your personal point of
GASEES a5FGF LINAGIFO@és Gt NAOAYy3IA>X SldaAade FyR SOKA
G h  KS MLltdra® aspets).
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3.1 Social aspects

The social aspects of Smart Grids were divided tiwtosubchapters, that is, security, in the sense of-end
consumer security; and privacy, in the sense of data privacy of user data ranging from privacy of personal
data to consumption patterns.

3.1.1 Security

In this section, the focus is on potential securitynenabilities of Smart GridsVith the usage of new
technologies, new challenges as cyl#iacks on the equipment, failure of ICT equipment should be
considered CROSSBQWguestionnaireinvestigated the different points of view of different stakeholders

The questions skedthe participants opinion abowecurity concerns including cybattacks, failure of ICT
networks, security of big databases and power disruptions as a consequence of loss of infrastructure due to
security issuesThe first part focuse on the participant's point of view abosecurity aspects need to be
addressed beforehand’ he respondents had to rate security vulnerabilities of Smart Grids from 'least to most
important'. One example is listed below, the remaining are entailed imtiestionnaire cited in Appendix 1
(subsectiorB.1).

Tablel: Example question: Security

9EF Y|t 26SNJ RAANHZLIGA 2 Y AYENG A ONHzOO bzt S | §/

3.1.2 Privacy

The second part of the social aspects focuses on data privacy. The questionnaire focuses on the end
consumer considerations regarding identification of theft and profiling patterns. The Generd?idédation
Regulation (GDPR) was mentioned. The enforcement date of the GDPR Wad Rfay 2018. The
respondents were asked if they are aware of the new legislation and how will it affect their business.

We prepared the questions regarding the data pcivaOne example question is listed below, others are in
the questionnaire in Appendix 1 (subsecti®n).

Table2: Example question: Privgc
9EI Y|52 @2dz 2MRYyAMNISSFIRKI S | ye& O2yaAARSNI GA2
GKSY dzaAy3a avYlI NI YSGSNEK

3.2 Cultural and ethics aspects
¢CKS GKANR LI NI 2F GKS 1jdzSadA2yylANBE NBfand&hicali 2 1 F

O2yOSNya¢e¢od LG Aa ltaz LINIAFfte O2yySOGSR G2 GKS
asked the respondents regarding the data sharing with organizations from other countries in the region and
their assessment of theQ)y SNJ f LJdzoft AOQ&a Ay (iSNBad Ay wo{ AyidSaN
addressed.

3.2.1 Ethical concerns

The respondents had to answer questions where they could choose answatiaenthe range of strongly
disagree and strongly agree. The lagbtanswers required detailed answers. One example question is listed
below, others are in the questionnaire in Appendix 1 (subse@itn

Table3: Example questionEthical concerns

9EFY|LA GKS 3SYySNIft LlMzoftAO AYGiSNBaiGSR A
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3.2.2 Pricing and equity consequences of Smart Grids

Pricing and equity consequences part of the questionnaire was desfgneespondents to rate potential
consequences from lowest to highest. One example question is listed below, others are presented in the
guestionnaire in Appendix 1 (subsecti®ri).
Table4: Example question: Pricing and equity consequences
9EI Y|/ 2yGNRffAYd 2F 5SYIYyR wSaLRyX& | dif AR &I
; FOGA2ya O2dzZ R 0S SR o6& YIFNJSG LN

3.3 Othersocio-cultural aspects

In this section we asked the respondents whether-epndsumers take electricity for granted, whether they
think that electric vehicles will replace internal combustion engines and whether information regarding new
technologies is egsto find and understandable or not.

At the end, we asked them about environmental awareness and privacy awareness and what is their
company doing to raise it. One example question is listed below, others are in the questionnaire in Appendix
1 (subsectior8.1).

The following statements needed to be answered with strongly disagree to strongly agree:

Table5: Example question: Other socicultural aspects

= =

9EIY|[Ly P2t OSYR/AO0UAY { BINB / wh{{.h2z OFYKGSATLT
4 YR AyO

dzy RESNEGFYRAY3 2F SySNH& a2dNDS

3.3.1 Lack of trust

The questions referring to lack of trust mostly address risks when participating in the multinational market
and when participating with organizations from other countrig@uestionnaire respondents needed to
evaluate the risks/statements. One example question is listed below, others are in the questionnaire in
Appendix 1 (subsectiod.1).

Table6: Example question: Lack of trust

9EI Y|l 26 KAIAK OAYy &2dzNJ 2LIAYA2Yy0 I NB GKS N&aj

3.3.2 Raising awareness

In this topic, we asked the respondents about awareness and promotion of RES in their company as well as
whether sufficient information is available on the topic. We also asked about the use of social media to
address the public. Respondents had to rate thetesnents from strongly disagree to strongly agree. One
example question is listed below, others are in the questionnaire in Appendix 1 (subs&djion
Table7: Example question: Raising awareness
9EIY|LY@2t @dSYSyd Ay LINB2SOGa ftA1S /wh{{.h?
dzy RENE G YRAY3 2F SySNH& a2dNDSa FLyR Ayd
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4 Analysis of CROSSBOW questionnaggponses

The questionnairéor measuring the social, cultural, and ethical aspects of SmariMasdent to all partners

on 14" of May 2018. Partners were asked to redistribute it to approximately 10 organizations requesting
answers from a high numbef participants. Within an eighiveek period weeceived a number of answered
questionnairefrom 10 countries. Romania (13), Greece (12), FYR of Macedonia (11), Bulgaria {i®) are
countrieswhich submittedhe highest number of responsddost of the respondents represente8uppliers,
DSOs, TSOs

The analyses of the received questionnaires were conducted in two subsequent steps. The first one was
dedicated to comparison of responsas country level with response averagd$e second one provided
comparson ofquestionnaire responses at utility level with response averages.

The average responseascalculated in the following way:

- YES/NO questiondhe average response calculation was straightforward, we compared the number of
answers of one type withhe total number of answers. The calculated number was between 0 and 1. If
Fff FyasSNR ¢S NBavetagerésponsauerw@dn{oO dzAFl SR | ya g SNE&
calculated value wak.

B amé  NBLINI

N
FdzZf | AINBSYS

- Rating scale questions: all questions had answers scilimg 1-p = 6K S
RA&AIF ANBSYSy(l 6KAES apé NBLINBaSyiaSR
was calculated as mean value of thesg dnswers.

- Open ended guestions: the average answer could not be calculateaubeanswers differ between
respondentsTheseanswersare compared, and a commahreadis established

4.1 Overview

The University of Ljubljana (UL) received a total of 78 completed questionnaires completed by members of
the value chain iBosnia and Herzgovina, Bulgaria, Croatia, Greece, FYR Macedonia, Montenegro, Romania,
Serbia, Slovenia in SEigure2 represents the contribution percentages from each partner count
m Romania
m Greece
m Macedonia
Bulgaria
m Slovenia
m Serbia

m Bosnia and Herzegovina

m Croatia

m Montenegro
Figure2: Respondent's country of origin

As it is evident fronfrigure3 below, the highest percentage gharticipants wharesponded to the question-
naire were the following:
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Supplies (21 %), followed by DSQL7 %) and TSP13 %)We also received responsesindNational Regu-
latory Authorities(9 %), Technology providers, RES generators, Research Associations and other energy re-

lated actors.

4.1.1 Security

m Supplier

mDSO

mTSO

m National Regulatory Authority

m Technology provider (VPP
software, SCADA)

m RES generator

B Research Association

m Storage provider

m Market Operator

m Consumer Association

W Aggregator

Figure3: Utilities that the respondents are representing

Overall, questionnaire respalents chose mostly answers under the assumption that the potential security
vulnerabilities of Smart Grids are important and should be taken into consideratiis isalso visible from

the average responses depictedkigure4. The statements were about potential failures of ICT networks
and equipment, security of big databases antherattacks on smart meters.

In thefollowing sectionthe respondents had to rate series of statements.
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m Average response

Power disruption that can cause loss of
infrastructure and endanger public safet_n

Failure of ICT networks and equipme 3.79

Security of big databases and computers analysm
iKS I 00SaasSR 0O2ya
Intrusion of surveillance technologie ST
Cyber-attacks on smart meters as a threat n
personal security

1 2 3 4 5

Figure4: Average responses for Security

From the obtained statements and average respormeshe Figure4, it is evident that most respondents
found the statements important, especially those addressing the security of big databases and computers
analysing accessed consumer data. As indicatedhé above statements, intrusion of surveillance
technologies and cybeaattacks on smart meters were evaluated as the least important. Power disruption,
failure of ICT systems and cykmtacks were considered as approximately equally important.

4.1.2 Privacy

The second section targeted privadased questions. It was composed of two parts. The first part were
YES/NO questions and the second part were scale rating questions. We used types of questions that helped
us with the clarity of the analysis and better repentation of the answers. There were also two questions

that required descriptive answers.
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m Average response

Do you or your end-consumers have any
considerations regarding the data misinterpretatio 0.68
due to communication/measurement errors?

Do you or your end-consumers have any
considerations regarding the capabilities to monitm
YR O2yiNRf GKS dzal 3S z nmAy St SOGNRO

Do you or your end-consumers in your region find

cyber-attacks on smart meters a threat for person

security (profiling)?

Do you or your end-consumers have any

considerations regarding the profiling/behaviou

patterns?
!!!l!!!l!gggNyxyrﬁxzy 2
Do you or your end-consumers have an
considerations regarding identity theft n
considerations when using smart meters”

0.5 1

Do you or your end-consumers have any
considerations regarding the real-time surveillan
2F GKSANI O2yadzYLIiAzy

o

Figure5: Average responses for Privacy, YES/NO questions

As it can be observed in tHégure5. The question that received the most affirmative answers was the one
addressing data misinterpretation due to communication errors. The respondents also expressed relatively
high consideratias in relation to profiling. Respondents mostly agreed with the above questions, thus, it can
be concluded that most respondents recognize these challedgesie predicted beforehand, the strongest
considerations given by participants concern profiling aammunication errors.

The average responses for the scale rating questions are displaieglire6.
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m Average response

Identity theft
Determination of personal behaviour pattern_m

(profiling)
Determination of specific appliances usclll  IEGEGEGEGEENZ]

Performing real-time surveillance by third partic Sl EIEGNGEGEGEGEEEEEEEE A
Revealing activities through residual datGi NG
Targeted home invasions based on consumpti_m

patterns

Decisions and actions based upon inaccurate d
002YYdzy AOI A2y SNNENH NNE NBR X X
1 2 3 4 5

Figure6: Average responses for Recy scale rate questions
Most respondents agreed with the provided statemenihe highest concern was expressed by the
participants on third party surveillance and on targeted home invasions based on consumptions patterns.

4.1.3 Ethical concerns

m Average response

The general public is interested in the Renewal”
energy sources (RES) integration.

Do you think that end-consumers will benefit from
the ability to better control the cross-border
balancing energy at interconnection points?

Does your company have any considerations/legal
restrictions regarding data sharing with
organizations from other countries in the region?

1 2 3 4 5

Figure7: Average responses for Ethical concerns
The average respondent slightly agreed with the statersentrigure?. The participants recognizeithe
public as interested in the RES integration and that consumers will benefit from the better control of cross
border balancing energy.

4.1.4 Pricing and equity consequences of Smart Grids

Respondents had to scale rate the following statements regarding thtenpal pricing and equity
consequences of Smart Grids from 1 (least important) to 5 (most important).
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m Average response

Controlling of Demand Response units (Heat pump,

obGASNET TNBST SNE xo [Ty ) S 2z ¢

actions could be led by market prices

Smart Grids could help reduce energy pover{Si NGRS

Variable electricity prices putting a burden on
residential consumers requiring a change in ener 3.52
consumption habits

Impact on limitations of consumer autonom
SNBY2GS O2yiNEt(rys EGRGEONG | Lix Aty o

1 2 3 4 5

Figure8: Average responses for Pricing and equity consequences
The average response to the statememt&igure8 showed a slight agreementith the statements The first
statementon controlling ofDemans Respong®R) units wasrated as most important.

4.1.5 Lack of trust

The espondents hadio indicatewhether they agred or disagreé with the statementdn Figure9.

B Average response
How high (in your opinion) are the risks of RE
policy changes that would affect your company®

How high (in your opinion) are the risks of non
payment of services?

How high (in your opinion) are the risks of norm
fulfilment of services?

Do you think the state of economics (capital) an
. . 2.88
subsides is adequate?
What is the overall confidence in electricity marketm

in your opinion?

Do you predict that certain historical conflicts might
play a part in cooperation between the countries irjj  EGTTIECE
the region?

1 2 3 4 5
Figure9: Average responses for Lack of trust
The lowest average respong&s given tadhe statement abouthe state of economics and subsidies. The

state of economics and subsidies was deemedtadie adequate by respondents. The average response
was aslight disagrement with the statement.
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Ri§ks bnon—payrrjent of service;, nefulfilment of seryice§ anq risks of RESApoligyvchanges thgt coulg affect 3
NBEALRYRSYyGaQ O02YLIl ye oSNB O2yaARSNBR® ¢KS NBaLRYyR
future.

Historical conflicts are not expected play a part in cooperation, as this question received neutral responses.
Overall, the respondents have some confidence in electricity markets in the region.

4.1.6 Raising awareness

Respondents had to scale rate the following statements/questions from 1 ¢diratisagree) to 5 (strongly
agree).

m Average response

Involvement in projects like CROSSBOW can/wi
NIFAaS gl NBySaa | yR f NB Gy
Is multi region cooperation on the energy marke
RSAANIO0fS FTNRBY @&2dzNJ] GASH|
Do you think that projects like CROSSBOW w
change the public view of the Smart Grids?
Does your company promote use of the RES u
their integration in wider region?
Do you think that electric vehicles (EVs) have brigi_m
future and will replace internal combustion engines*
Do you think that transportation can run 100% om
renewable energy?
Do you think that the awareness about importanc-E
of self-sufficiency in energy supply is increasing?
Do you think that energy efficiency will improve witlm
broader use of Demand Response units?
Do you think people will find the higher prices frorm
the new energy architecture acceptable?
Do you think that the overall energy consumptiom
YId AYONBIF&S 069+x0 06SO YLX SYSy il i
Smart Grid technology is easy to install and uSSHEGTIIGEGEEEEG
It is easy to understand the short-term and Ionm
term benefits of Smart Grids.
1 2 3 4 5
Figurel0: Average responses for Raising awareness
Most statements received at least a slight agreement with the statements/quesiioRigure10. A strong

agreement was received on the statements about involvement in projects like CROSSBOW that can raise
awareness and lead to better understanding of energy sources and RES integration. Most of theeetspond
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strongly agreed with the statement of interregional cooperation is desirable in the energy market from their
O2YLI yeQa LRAYyU 2F OASs®

Most agreed with the statements that projects like CROSSBOW can change the public view of the Smart Grids
and that the importance of selufficiency in energy supply is increasing.

The question regarding the higher prices from the new architecture were not considered acceptable. It was
the only question that received below neutral (score 3) average response in ttiensec

Respondents slightly agreed that Smart Grid technologies are easy to install and use and that it is easy to
understand shorterm and longterm benefits of Smart Grids. The public acceptance and the perception on
related topics should be higher. Somerk is needed on raising awareness.

4.2 Analysis on a country basis

4.2.1 Bosnia and Herzegovina
A detailed analysis for Bosnia and Herzegovina can be observed in

D1.3 Social and ethical aspects 36



OSSbOl.IJ CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

Appendix 2: Bosnia and Herzegovimanalysis on a country basi8 shorter overview of the conducted
analyses is presented in this subsection.

Six completed questionnaires were received from stakeholddBsamia and Herzegoviréigurellpresents
the distribution of participants (respondents).

3
2
2
1
0
Aggregator DSO NRA Supplier TSO

Bosnia and Herzegovina

Figurell: Number of responses from Bosnia and Herzegovina categorized by utilities

As it can beseen inFigurell, the questionnaire respondents representedriousrelevant actorsthat
includeSuppliers, TSOs, DSEBRAsand Aggregators.

Security
B Average response HE Bosnian and Herzegovninan average response
. 3.75
Security
3.41
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel2: Average Bosnia and Herzegovina responses for Security
On averageBosnian and Herzegoviniaators displayed a stronger disagreement when compared to average
respondents. Relevant actors found the statements to be less impbridreaverage respondent agreed
with the statement that cybeattacks on smart meters pose a threat to personal security, but actors from
Bosnia and Herzegovistightly disagreed with it.

Privacy

The second section targeted privaogised questiondt was composed of two parts. The first part consisted
of YESNO questions andhe second part hadgcale ratingquestions There were also two opeanded
guestions.
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m Average response m Bosnian and Herzegovninan average response

Privacy - YES/NG 0.57
0.67

0.00 0.50 1.00

Figurel3: Average Bosnia and Herzegovina responses for PrivédE\s/NO questions
The answers dBoshian andHerzegoviniamespondents differed from thosef the average respondent. The
biggest discrepancy was thBbsnian andHerzegoviniamespondents mostly did not have any considerations
about realtime surveillanceof their consumption and the determination of the specific appliances used.
Otherwise ,Bosnian andHerzegoviniarmactors mostly agreed with the average response.

m Average response m Bosnian and Herzegovninan average response

. 3.57
Privacy - scale rate
3.23

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel4: Average Bosnia and Herzegovina responses for Privadg sate questions
Regarding privacy scale rate questioBssnian andHerzegoviniarrespondents mostly agreed with the
average respondent, with the exception of real time surveillance performance by third parties.

The most important statement was aboutidtity theft and targeted home invasions based on consumption
patterns.

In this section there were also two open questions where respondents could write their own answers.

Open question 1Do you have any considerations regarding the data sharing of nerasut data relevant
to your consumption? If yes, what are the considerations?

Answers: The levels of responses were mixdtbst companies have had no considerations when sharing the
measurement data, but some noted that they are only prepared to sharsyhem consumption data.

Open question2: Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers: This question also received mixed responses. Sommpanies were aware of GDPR but noted that
it will not affect their business, while others were not aware of it.

Ethical concerns
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m Average response m Bosnian and Herzegovninan average response

. 3.57
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Figurel5: Average Bosnia and Herzegovina responses for Ethical concerns
The general public iBosnia and Herzegovina is interested in RES integration more than the average
respondent.It seems that companies do not have strict legal restrictions, or considerations, about data
sharing with organizations from other countries.

In this section there we also two open questions where respondents could write their own answers.
Open question 1What is your company doing to engage the community and empower the consumers?

Answers. Most responses included consumer education on the importance of energieréfjcwhile others
would do nothingdue tothe nature of their work.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizations from other countries in the region? If YES, which?

Answers. Mostcompanies have no considerations regarding the data sharing with organizations from other
countries.

Pricing and equityconsequences

B Average response B Bosnian and Herzegovninan average response

3.59

Pricing and equity consequence
g quity d 3.54

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00
Figurel6: Average Bosnia and Herzegovina responses for Pricing and equity consequences

Bosnian and Herzegoviian respondents agreed with the possibility that Smart Grids could help reduce
energy poverty more that the average respondent. Regarding impact of variable pricing and energy
O2yadzYLJiAzy KFoAdaz NBaLR y®RBiydo@am@risénwithyavemge respandent I
answers.

Lack of trust
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m Average response m Bosnian and Herzegovninan average response
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Lack of trust S:20
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Figurel?: Average Bosnia and Herzegovina responses for Lack of trust
In this sectionthe respondents had to rate the abowaentioned risks/statements frm the lowest to the
highest risk. The risk of RES policy changes anghaypment of services were comparable with the average
guestionnaire response. Contrary to the average response, the risk dtfdment of services was believed
to be of highest ris. The state of economics and subsidies in the countries in the region is seen as below
adequate from the Bosnian and Herzegovinian respondents compared to the average re§usman and
Herzegoviniamespondents also predicted that certain historicahflicts might play a part in cooperation
between the countries in the region, where the average response was mostly neutral.

Raising awareness

B Average response HE Bosnian and Herzegovninan average response

. 3.54
Raising awareness
3.06
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Figurel8: Average Bosnia and Herzegovina responses for Raising awareness
MostBosnian and Herzegoviniagspondents strongligelieve thatpeople willnot find the higher prices from
the new energy architecture acceptablaterregionalcooperation is seen as a very desirable from Bloes-
nian and HerzegovinialB 4 L2 YRSY 14 Q LR AY(d 2F OASgd

4.2.2 Bulgaria

A more detailed analysis for Bulgaria can be foiméppendix3: Bulgariag analysis on a countrigasis A
concise analysis Wibe presented here.

Total number of responses from Bulgaria is 10

3
2
1
H B B
0
Consumer Demand Storage Supplier TSO
Association Response generator provider
Actor
(industry)
Bulgaria

Figure19: Number of responses from Bulgaria categorized by utilities
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Figurel9 shows that the questionnaire respondents are quite diverse and covered wide range of utilities (8
different utilities including DSOs, TSO, consumer associab&agtor etc.)

Security

B Average response M Bulgarian average response

. 3.75
Security
3.80

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure 20: Average Bulgarian response for Security
Figure 20 shows that the Bulgariaparticipants were en par with thaverage response. Average respondent
agreed with the statement that cybeattacks on smart meters pose a threat to personal security, so did
Bulgarians. Intrusion of surveillance technologies got above the average score. Security of big databases was
found as the most important security aspect of Smart Grids. Surprisingly or not, the lowest rated security
issue was power disruption causing loss of infrastructure and endangering public safety.

Privacy

The second section targeted privaogised questions. Wwas composed of two parts. The first part consisted
of YES/NO questions and the second part had scale rating questions. There were also two open questions.

m Average response M Bulgarian average response

. .57
Privacy - YES/NQ 0

0.00 0.50 1.00

Figure21: Average Bulgarian response for PrivagyY ES/NO questions
Figure21 indicates that the Bulgarian participants gave answers that were mostly YES and above average.
The lowest rated statement here referred to reahe consumpion monitoring and use of specific appliance
which got slightly below the average score. The two most agreed upon statements by Bulgarian respondents
were considerations regarding profiling/behaviour patterns (all ten answers were YES) anditgbles on
smart meters as threat to personal security (averageBuolgariaof 0.9).Hence, Bulgarian respondents in
this area were in line with the average response.

H Average response B Bulgarian average response

. 3.57
Privacy - scale rate
4.33

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure22: Average Bulgarian response for Privaggcale ratequestions
Similarly with the preceding responsdsgure22 shows that the Bulgarian respondents seem to mostly
agreed with the assumptions and gave scores that aréechigher than the average respondentEhe

D1.3 Social and ethical aspects 41



OSSbOUJ CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

Bulgarian participants found all of the raised privacy issues very important with the average Bulgarian
response being higher than the average in all statements.

The least important statement according to Bulga utilities was the determination of the specific
appliances being used.

There were two more opernded questions in this section where participants were asked to provide their
concrete opinion concerning sharing data measurements relevant to thesucoption and awareness of
the new GDPRIhe review of these opeanded question can be found Appendix3: Bulgariag analysis on

a countrybasis

Ethical concerns

B Average response M Bulgarian average response

3.57
3.33

Ethical concerns

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure23: Average Bulgarian response for Ethical concerns
As indicated ifrigure22, the general public in Bulgaria is not particularieissted in further RES integration
and the BG average score is quite lower than the overall average score on this topic. The companies in
Bulgaria seem to have certain legal restrictions or considerations regarding data sharing with relevant
organizationgrom other countries.

Another two opeR'SY RSR |jdzS&aiGA2ya Ay GKA&A aSOGA2y NBIj dzA NBF
engagement witithe community ancconsumer empowerment. Specific considerations about data sharing

with organizations from the region were also requested. The review of these-@péed questions can be
found inAppendix3: Bulgariag analysis on a countilyasis

Pricing and equity consequences

m Average response ® Bulgarian average response

. . 3.59
Pricing and equity consequence 303
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Figure24: Average Bulgarian response for Pricing and equity concerns
The average response obtained in Bulgaria from controldRgnits was found to be equally importafdr
the average respatent. Bulgarian utilities disagreed more with the average respondent under the
assumption that Smart Grid may help reduce energy poverty. Apparently, Bulgarian respondents do not think
that variable electricity pricing would have significant impact on energy consumption habits.
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Lack of trust

B Average response M Bulgarian average response

W)
Lack of trust
2.97
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Figure25: Average Bulgarian response for Lack of trust
Figure25 suggests that the Bulgarian participants indicate that the risk of RES policy changes and non
payment of services are higher than the overall average level with the previous statement higily s
higher. When it comes to the state of economics and the level of capital, the Bulgarian respondents are a bit
more sceptical than the average responder with a score of 2.5 which is below the average. A natural distrust
in the electricity market iseflected by the lowest rated response (2.30) in this category which is way beneath
the average result.

Raising awareness

m Average response M Bulgarian average response

. 3.54
Raising awareness
3.53

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure26: Average Bulgarian response for Raising awareness
Figure26 shows that the average Bulgarian response in fa@stion is en par with the overadiverage.
Interregional cooperation was rated the highest among Bulgarian participfinésBulgarian representatives
showed very convincingly that they do not support the statement that the general public will find higher
prices from energy architecture acceptable (lowest score from the entire questionnaire).

4.2.3 Croatia

A detailed analysis on the respons#<roatiacanbe observed imppendix4: Croatiag analysis on a country
basis A shorter analysis ipresented inthis subsectionWe received the responses of fiveroatian
participants

2
0
Market Operator Supplier
Croatia

Figure27: Number of responses frorroatiacategorized by utilities

Asit can beseen inFigure27 above Croatia has collectegtsponses from all relevant parties regarding power
system operation. In that manner, responses from Croatian DSO, TSO, Market OperadtbtAnaye been
collected, as well from one of the suppliers.

D1.3 Social and ethical aspects 43



CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

Security
m Average response m Croatian average response
: 3.75
Security
4.17
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Figure28: AverageCroatian responsefor Security

Inspection ofFigure28 aboveindicates thatCroatian respondents are finding security questions to be more
important than theaverage. Beingnore specific, all security questiomsceived prettyhigh ratings.The

biggest issue for the respondents is security of big databases and computers analysing consumer data,
followed by cybefattacks on smart meters and failure of ICT networks.

Privacy

m Average response m Croatian average response

. 0.57
- d
Privacy YES/N

0.00 0.50 1.00
Figure29: AverageCroatian responsefor Privacy YES/NO questions

Figure 29 above presents the analyses of YES/NO questions regarding pricacybe stated that the

Croatian representatives have somehow a similar opinion as the average respondent and agreed with half of
the questions.The biggest difference can be observed in the -taé surveillance of en® 2 y & dzY SN &
consumption and the determination of specific appliances used that are not considered a préttlether

guestions have been answered similarly with the average resgoin

m Average response m Croatian average response
3.57

Privacy - scale rate 3.01

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure30: AverageCroatian responsefor Privacy scale rate questions
Figure 30 above presents an analysis of scale rate quesfitiesCroatian respondents differed in their
answers to questions when compared with the ege respondent's answers. In general though, the
Croatian participants considered privacy consequences as a little bit more important than the average
respondent.In other words, the respondents found privacy consequences of decisions and actions based on
inaccurate data as well as identity theft to be less important, while they considered all other privacy
consequences as more important, especially the ones about profiling, determination of personal behaviour
patterns and performing regime surveillancéy third parties.

In this section therevere alsotwo open questions whereespondents could writéheir own answers.

Openquestion1: Do youhaveanyconsiderations regarding the data sharisfgneasurement data relevant
to your consumption? If yes, vahare theconsideration®
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Answers Considerations are mainly related to the data sharing regulation and security issues that could lead
to position disclosing.

Open question 2Are you aware of new General Data Protection Reguldtitips://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers All of the participants are aware of GDPR and almost all have already implemented it. Others are
in the process of implementing.

Ethical concerns

m Average response m Croatian average response

3.57
3.88

Ethical concerns

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00
FHgure 31: Average Croatian responses for Ethical concerns

Figure 31 above presents the participants' ethical concelinsan be stated thathe averageCroatian
respondent agrees more with the question statements than the averagpondent and with pretty high

rating score. This is especially true for the general public's interest in RES integration and considerations/legal
restrictions regarding data sharing.

In this section there were also two open questions where respondentkiavrite their own answers.
Open question 1What is your company doing to engage the community and empower the consumers?

Answer 1 Some of the participants referred to the annual report requested by law, while mentioned the
preparation of a cost benefit analysis.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizationgrom other countries in the region? If YES, which?

Answer 2 Data sharing is regulated by the law or by signing NDAs with respective organizations.

Pricing and equity consequences
m Average response ® Croatian average response

3.59

Pricing and equity consequence
g quity q 3.80
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Figure32: AverageCroatian responsefor Pricing and equityconsequences
Figure 32 above presenitmpact of SmarGrids on pricing and equity consequenckgan be observed that
the average Croatian respondent thintkgs will haveaslightly higher impacvhen compared tdhe average
respondent. The biggest difference deen onvariable electricity pricesvhich areputting a burden on
residential consumers requiring a change in energy consumption habits.
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Lack of trust

m Average response m Croatian average response
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Lack of trust
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Figure33: AverageCroaian responsedgor Lack of trust

Figure 33 above shows that the Croatian average response on lack of trust questions is rated slightly higher
GKFY | @SNF IS LI TS bigGestidiffeyeiic® is deBnarLadgingaisk effects2 Yy NB A LR Y RSY
company possibly due to RES policy changes, where Croatian participants provided responses that were
higher than the average respondent's.

Raising awareness

m Average response m Croatian average response

Raising awareness 3.54
’ 3.75

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00
Figure34: AverageCroatian responsefor Raising aweeness

Figure 34 above suggests that the rating scoreSrofatianson the averagerate awareness questions were
higher than the ones obtained from the average respondent. The lower rating scores were related to the
guestion about understanding of sheterm and longterm Smart Grid benefits as well as the question about
transportation energy resource$he Croatiangesponded with aigh valuescores on theiinvolvement in
projectslike CROSSBOWiterregionalcooperationin the energy market, EVs abbiemand response units

4.2.4 Greece

A detailed analysis for Greece candiiservedn Appendixs: Greece; analysis on a country basis shorter
analysis Wl follow here.
We received twelve responses from Greek respondents.
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Figure35: Number of responses from Greece categorized by utilities
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As it can be observed in Figurgdbove, the questionnaire respondents represented various relevant actors,
including Suppliers, RES Generators and Technology providers with the most represented participants in
guestionnaire responses being Communications Agencies, DSOs, ResearchiétssoE®®s and Vertically
Integrated Utility.

Security
B Average response B Greek average response
. 3.75
Security
3.89
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Figure36: Average Greek responses for Security
Figure 36 presents a comparison of Greek average responses with the total average responses from all
participants in this sain. It is shown that the Greek respondents found the security statements to be almost
equally important as the average respondent.

The Greek respondents seem to be more cautious than the average respondent up to the level of risk losing
infrastructure am putting public safety in danger.

On average, Greek respondents rated most statements on the security of Smart Grids from redigm
importance.

Privacy

The second section targeted priva®fated questionsand consisted of two partsThe first partentailed
YES/NQ@uestions while the second part encompassedale ratingyuestions In addition, here were two
openendedquestions.

m Average response B Greek average response

Privacy - YES/NG 0.57
0.68

0.00 0.50 1.00

Figure37: Average Greek responses for Privacy, YES/NO questions
Figure 37 presents Greek participants' responses that were mainly above the average rating score.

Threats of reatime consumption surveillance, behaviour patterns as well as monitoring and controlling
plugged in devices are the issues that Gregke tre highest scores.

The averag&reekresponse for the scale rating questions is displayed beliowhis set of statements, the
respondents had t@rovidestatementratingsrangingfrom 1 - least important to 5 most important.
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m Average response B Greek average response
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Figure38: Average Greek responses for Privacy scale rate questions
Figure 38 above presents Greek rating scores that seem to follow the average pattern. The only slight
deviation is related to the threat of determining the use of specific appliances whisrehown that Greek
respondents do not care so much about revealing the appliances they use.

In this section there were also two opemded questions where respondents could write their own answers.

Open question 1Do you have any considerations regagithe data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answer 1:1t seems that the Greeparticipants iInCROSSBOW's questionnaire are somehow divided in
relation to consumption data sharinghere is cosiderable variation in the obtained answers concerning
malicious thirdparty usage.

Open question 2Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answer 2:Most respondents were aware of the GDPR and had already adjusted their business functioning
accordingly.

Ethical concerns

In this set of statements, the respondents had to answer by rating the statements frdeadt important
to 5- mostimportant.

m Average response B Greek average response
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Ethical concerns 9
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Figure39: Average Greek responses for Ethical concerns
In Figure 9, it is revealed that Greek respondents perform similarly to the average respondent, providing
quite moderate answers in the questions related toie#th concerns.

In this section there were also two open questions, where respondents could write their own answers.
Open question 1What is your company doing to engage the community and empower the consumers?

Answer 1 The respondents mentioned socialtigities, leaflets, campaigns, technological solutions and
participation in R&D projects.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizations from other countries in the region? If YES¢hh
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Answer 2 Many respondents were unaware of any restrictions. Those who were somehow aware put the
emphasis on EU and log@dtional data sharing regulations.

Answers Many respondents were unaware of any restrictions. Those who were somehow awatteeput
emphasis on EU and local data sharing regulations.

Pricing and equity consequences

m Average response B Greek average response
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Figure40: Average Greek responses for Pricing and equity consequences
Figure 40 presents th@reekparticipants' scores thatre slightlyhigher than the averagscoresconcernng
pricing and equity. The highest value is given to the potential change in energy consumption habits.

Lack of trust

m Average response B Greek average response
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Figure41: Average Greek responses for Lack of trust
Figure 41 presentde responses of the Greek participants who hadaioka series of riskelatedstatements
from the lowest to the highest rating levelShe werallthe Greek responses are in line with the average
ones. It is revealed that only the risk of rpayment d services is valued higher from Greglesticipants
when compared tdhe average responsscores

Raising awareness

m Average response B Greek average response
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Figure42: Average Greek responses for Raising awareness
Figure 42 above suggests that the averaggponsef the Greek participantsere quite in line withthe
average respondeniThe Greekstrongly agred with most of the statements concerning raising awareness.
The future of EVs seems to be rather promising in their view. In addition, the Greek resposeemtgo
greatly believe in Demand Response as well as multiregional cooperation in the energy market. In contrast,

D1.3 Social and ethical aspects 49



OSSbOUJ CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

installation of Smart Grid technology seems to be rather complex, while the short andelondenefits
related to Smart Grids are still & linclear.

4.2.5 FYR of Macedonia

A detailed analysis was provided for Macedonia can be observegpendix6: FYR Macedoniaanalysis on
a country basisA shorteranalysis will follow here.

We received eleven responses from Macedonian respondé&mgsire43 indicated that twoTSOs filled out
CROSSBOW:'s questionnaire. It hdsetolarified that FYR Macedonia does not have two TSOs, but rather the
participants correspond to the two different departments that participated in the survey.

5
4
3
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. []
. - NN R ——
RES generator Research Supplier
Association
Macedonia

Figure43: Number of responses from Macedonia categorized by ugit
As it can be observed in Figureat®ve, thequestionnaire respondents represented various relevant actors,
ranging from Supplier, TSO, D3MAthe RES generator and the Research Association

Security
m Average response B Macedonian average response
. 3.75
Security
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Figured4: AverageMacedonian response for Security
Figure 4 suggests thathe Macedoniarrespondents disagreed slightlyith the average respondenfThe
Macedonian participants in the questionnaire found the statements to be of lesser importance to Them.
Macedonian paicipants agreed with the statements of the average respondent on smart meter cyber
security posing a threat to personal security.

Privacy

The second section targeted privalsgised questionandconsisted ofwo parts. The first part encompassed
YES/NQ@uestions while the second part includedcale ratingjuestions There were also two opeended
guestions.
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m Average response ® Macedonian average response
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Figure45: Average Macedonian responses for Privacy, YES/NO questions
The biggest difference between the Macedonfarticipants' responses and average response is shown in
the responses to theslquestion on identity theft when using smart metekdost Macedonian respondents
answered that they or their enrdonsumers have no considerations about identity theft.

On aveage, most Macedonian participants had some considerations with redgacdpabilitiesto monitor
and control the usage of plugged electrical vehicles.

m Average response ® Macedonian average response
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Figure46: Average Macedonian responses for Privacy scale rate questions
Smilarly with the previous sections, the Macedonian participants rating scores for the statements that were
slightly below the calculated average.

In this section there were also two op@mded questions where respondents could write their own answers.

Open question X Do you have any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answer 1:Few Macedonian respondents had considerations regarding the data sharing of consumption
related measurement data. One noted that this kind of information could be used maliciously (i.e. finding
out if consumers are at home or not).

Open question2: Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, wil it affect your business and what are you doing about it?

Answer 2:Most Macedonian respondents were aware of the GDPR and had already adjusted their business
activities accordingly (customer approval for monitoring data, different tasks to be compliémttive
D5t wXU0 @
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Ethical concerns

m Average response B Macedonian average response
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Figure47:. Average Macedonian responses for Ethical concerns
Figure 47 above indicates that the general public in Macedonia is indeed interested in RES inténation.
companies do not haveoo many legal restrictions or considerations regarding data sharing with
organizations from other countries.

In this section there were also two opemded questions where respondents could write their own answers.
Open question 1What is your company diag to engage the community and empower the consumers?

Answer 1 TheMacedoniarrespondentsuggestedampaigns, public discussions. Liberalization of electricity
market influence the community activities.

Open Question 2Does your company have any comsations/legal restrictions regarding data sharing with
organizations from other countries in the region? If YES, which?

Answer 2 The existing requirements are determined-layv.

Pricing and equity consequences
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Figure48: Average Macedonian responses for Pricing and equity consequences
Figure 47 suggests that thdacedoniansparticipants provided score thatere in line with the average
response. The respondents least agreed with the statement that pricing and equity nendg#have impact
on limitations of consumers autonomy.

Lack of trust

m Average response m Macedonian average response
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Figure49: Average Macedonian responses for Lack of trust
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The Macedonian participants answers indicate that there is low/moderate level of risk witlpdRE®S
changesAlso, the risk of historical conflicts plausibly influencing the cooperationong countries in their
geographicahrea isnot very high.

Raising awareness

m Average response ® Macedonian average response
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Figure50: Average Macedonian responses for Raising asveess

Figure 50 above indicates that most Macedonian respondents strongly agreed with their involvement in
projects like CROSSBOW that can raise awareness and lead to better understanding of energy sources and
increased RES integration.

The Macedonian p#cipants in the questionnaire agreed with the statement that projects like CROSSBOW
can change public view of Smart Grids and that Smart Grid technology is easy to install and use, and its
benefits are obvious.

4.2.6 Montenegro

A detailed analysis of Montenegs submitted scores is presentedAppendix 7: Montenegrq analysis on
a country bais A shorter version of the obtained responses is shown here below.

2

Market Operator ~ Ministry of Economy of Supplier
Montenegro

Montenegro
Figure51: Number of responses from Montenegro categorized by utilities
Figure51 above depicts the responses of different Montenegrin actors of the Smart Grid value Ehan.

different groups ofSmart Grid chainmembersresponded to the questions'hese belongo the following
categories of respondentSupplier, TSONRA Market Operator and Ministry of Economy of Montenegro.
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Security

m Average response m Montenegrin average response
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Figure52: Average Montengrin response for Security
Figure 52 above presentse different typesof Montenegrin respondents agreed with the statements in the
questionnaire and their answers had a similar value with the overall average response values. The sole
response difference was observed in the statement addressing the failure of ICT networgguamchent
which exceeds the obtained average (response value 4.20 vs average value 3.78). Morgatetigriment
regarding the security of big databases wassideredo be less important (response value 3.60 vs average
value 4.01}Yhan the rest of the gerage respondent

Privacy

H Average response H Montenegrin average response

0.00 0.50 1.00

Figure53: Average Montenegrin response for Privacy YES/NO questions
Figure 53 above suggests thisliontenegrin participants mostly disagreed with questions which elicited
'mostly agree' average resporsdrom participants. Montenegrins had no concerns in relation to the
capabilities of monitdng of pluggedin electric devices (score 0) and almost no concern about
profiling/behaviour patterns.

They mostly disagreed with the question on whether they figtlerattacks a threat to personal security
and whether they feel threatened by retine surveillance.

Every category of respondents, including their @athsumers (score 1) expressed some concern with regard
to data misinterpretation due to communicatiémeasurement errors.

In this section, there were also two open questions where respondents could write their own answers.

Open question 1Do you have any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answers Almost everyMontenegrin respondent had no concern with regard to the data sharing of
consumption redted measurementOne participant noted that it is obligatory to share measurement data.

Open question 2Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing aii@ut

Answers None of theMontenegrinrespondentsvas aware of the new GDPR.

The average responses for the scale rating questions is displayed below. In this set of statements, the
respondents had to answer by rating the statements fronielast importantto 5 - most important.
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m Average response m Montenegrin average response
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Figure54: Average Montenegrin response for Privacy scale rate questions
Figure 54 above shows tidontenegrin responsethat were mostly below average respondent scoréle
participants' responses were astly neutral, with some categories of participants slightly agreeing with the
statements.The biggest difference between the Montenegrin participants and the average total score was
observed with the statement on identity theft that targeted home invasitased on consumption patterns.

Ethical concerns

m Average response m Montenegrin average response

) 3.57
Ethical concerns
3.00

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure55: Average Montenegrin response for Ethical concerns
Figureb5above indicates that the Montenegrin respondents disagreed with the statements that the general
public is interested in RES integration and that their company has few considerations witkhdaitag
among members of the value chain in the regidhere was a strong agreement with the respondent average
performance, with consumers foreseeing benefits from the ability to have better control overlooodsr
balancing of electricity indicated a below average score value of 3.00.

In this section there were also two open questions where respondents could write their own answers.
Open question 1What is your company doing to engage the community and empower the consumers?

Answers A respondentnoted that they strategic document writep could promotethe active role of
citizenswhile the rest of the consumers showing no supdortengaginghe consumers in the process.

Open Question 2Does your company have any considerations/legstrictions regarding data sharing with
organizations from other countries in the region? If YES, which?

Answers All respondents noted that their company has no such considerations.
Pricing and equity consequences
B Average response E Montenegrin average response

3.59

Pricing and equity consequence
g quity d 3.38

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure56: Average Montenegrin response for Pricing and equity consequences
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Figure 56 above indicates that thdontenegrin representatives in the survey mostly agreed with the given
statements with their answers being close to the obtained average responses. Thetllifgrence was
elicited on the statement about the potential consequence of the actions of controllin@pBunits led by
market pricesMontenegrins did not find the statement important, while the average respondent did.

Lack of trust

m Average response ® Montenegrin average response

3.26
Lack of trust
3.29
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure57: Average Montenegrin response for Lack of trust
Figure 57 shows th&lontenegrin participants mostly agreed with the statements presented and their
answers are similar to the average responsem their responses we can concluthat the risk of non
payment of services is pretty high and it received the highest score (response value 4.00 vs average value
3.46). The respondents strongly rejected any thought about certain historical conflicts as playing a part in
crossborder. Othe answers to answers were in line with the average ones.

Raising awareness

m Average response m Montenegrin average response

- 3.54
Raising awareness
3.65

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure58: Average Montenegrin response for Raising awareness
Figure 58 suggested thdontenegrin participants in the survey agreed with the provideatesinents and
gave answers which were similar to the average respofAbaost all of them agreed that involvement in
projects like CROSSBOW can raise awareness and lead to better understanding of energy sources and
increased RES integratiofhey also agresewith the importance of interregional cooperation in the energy
YIN] SG 6KAOK Aa RSaANI of SMomtdhBgyn parcipantS sfréngiNERIRve thatl2 A v (
EVs have a bright future and will eventually replace internal combustion engind¢sarichnsportation can
run 100 % on renewable energy.

Montenegrin respondents indicated that citizens will not find higher prices for the new architecture
acceptable and that it is not easy for the ordinary citizen to understand 4bort and longterm benefits of
Smart Grids.

4.2.7 Romania

The detailed analysis for Romania is presented uggrendix8: Romania analysis on a country basithe
short analysis is presented below in line with questionnaire findings. A total of 13 responses were received
from Romanian respondents.
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Figure59: Number ofresponses from Romania categorized by utilities
Figure59above indicates that thRomaniarguestionnaire respondents represented various different actors
from the enegy value chain, that is, many DSOs, T8} Manufacturer, RES generator, Research, Supplier
and Technology providethe respondents completed the whole questionnaire.

Security
B Average response HBRomanian average response
. 3.75
Security
413
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure60: Average Romanian responses for Setyu
Figure 60 presentshe responses of thé&komanian participants in the survehich showedmore concern
than the average respondent with Securiihe average respondent agreed with the statement that cyber
attacks on smart meters pose a threat p@rsonal security with Romanians strongly agreeing with this
statement.

Intrusions of surveillance technologies, security of big databases and computers analysing on the accessed
O2yadzySNRa RIFGF a ¢Sttt & 7FI Af dzNdBoveaberage store @i ¢ 2 NJ
Romania participants.

Power disruption that can cause loss of infrastructure and endanger public safety was found to be the most
important Smart Grid security aspect by the Romanians.

The first conclusion is that there is realyear related to security due to smart grid concept (ITC in extent).

Privacy

The second section targeted privalsgised questions. It was composed of two parts: The first part entailed
YES/NO questions, while the second part included scale rating queslibare were also two open
guestions.
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m Average response B Romanian average response

0.57

Privacy - YES/NG
0.64

0.00 0.50 1.00

Figure61: Average Romanian responses for Privacy, YES/NO questions
Figure 61 one above indicates thhe Romaniarparticipantssurpassedhe average respondent in almost
all statements. Tére was an exception ithe case of 'capabilities to monitor and control the usage of
pluggedin electrical devices', where the reported score was below average. The highest concern of
Romanians was expressed in the statement about identity theft whergusimart metersin addition, the
Romanian participants as important risks plausible data misinterpretations due to
communication/measurement errors and also due to profiling/behaviour patterns.

The Romanian respondents submitted answers that were all abbtaned average responses. The lowest
rated statement was that regarding the capabilities to monitor and control the usage of phig@éettrical
devices while the statement regarding identity theft when using smart meters received the highest rating.

H Average response B Romanian average response

. 3.57
Privacy - scale rate
3.75
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure62: Average Romanian responses for Privacy scale rate questions
Figure 62 follows the same pattern withe previous sectionindicating thatthe Romanian participants
provided scores that exceeded those of the averaggpondent.In addition, the Romanian participants
argued in the survey that home invasions based on consumption patterns will play an important factor in the
public acceptancddentity theft were also believed to be important. The less important statengleat still
close to average), was the one on personal behaviour patterns (profiling).

Ly GKAA aSO0GA2y GKSNB ¢SNB faz2 (g2 2Ly ljdSadrzy
Open question 1Do you have any considerations regarding the data sharingeaSurement data relevant
to your consumption? If yes, what are the considerations?

Answers Most Romanian participants replied that they do not have any considerations regarding data
sharing on measurement data.

Open question 2Are you aware of newseneral Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers All Romanian respondents reported that they were aware of the new General Data Protection
Regulation. From a totalf 13 respondents, 11 of them will take/have already taken measures to comply
with the new Regulation, while 2 of the respondents claimed that the Regulation will not affect their business.
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Ethical concerns

m Average response B Romanian average response
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Figure63: AverageRomanian responses for Ethical concerns
Figure 63 shows that the Romanian respondents scored above average in all statements. In accordance with
the reported feedback, the Romanian participants in the survey showed a strong interest in RES integration
andthought that end consumers will strongly benefit from the ability to better control ctomsler balancing
of energy at interconnection points. Companies in Romania seem to have certain legal restrictions or
considerations with regard to data sharing witfganizations from other countries. In this section there were
also two open questions where respondents could write their own answers.

Open question 1What is your company doing to engage the community and empower the consumers?

Answers The respondentsin Romania mentioned consultation and public workshops, media
communication, PR actions, informing actions. One respondent mentioned the promotion of thegrictro
concept.

Open Question 2Does your company have any considerations/legal restrictiegearding data sharing with
organizations from other countries in the region? If YES, which?

Answers Seven Romanian respondents said that they do not have any considerations/legal restrictions while
the rest of them said they have considerations, likstfievel European Model Clauses (EUMC).

Pricing and equity consequences

B Average response B Romanian average response

3.59

Pricing and equity consequence
g quity q 385
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Figure64: Average Romanian responses for Pricing and equity consequences
Figure 64 suggests that tiomaniarparticipantsfound the statement about contibng DRunits as more
important when compared to the average respondeiithe Romanian respondents agreed with the
statement that Smart Grids could help reduce energy poverty more than the average respoDserdll,
the Romanians maintained that Smarti@ could reduce energy poverty. In addition, the Romanians
participants realise that such 'cost reductions' would come with the price of reconsidering consumption
habits and also the control of some home appliances.
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Lack of trust

m Average response B Romanian average response
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1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure65: Average Romanian responses for Lack of trust
Figure 65 depicts thathe Romanian participants maintained that the risk of RES policy changes (even
subsidies had a lowering trend) are high and that-pagyment of services and nédulfilment of services are
high.
¢tKS NBaLRyRSyiaQ 20SNIrftft O2yFARSYOS Ay GKS w2Yly.
statement concerning state of economics (capital) and the adequacy of subsidies the average score was
below average.

Raising awareness

m Average response B Romanian average response

- 3.54
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3.60
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Figure66: Average Romanian responses for Raising awareness
Figure 66 shows thaht average Romanian response value is close to the overall avéfageRomanian
respondents strongly agree with the statementhat involvement in projects like CROSSBOW raise
awareness and lead to better understanding of energy sources and increased RES intdgtati@gional
O22LISNI A2y Aad @SNE RSAANI O6f S T NEWw Romaniar2pdrticipants y NI
suggested that projects like CROSSBOW can change the public view on Smart Grids. Even with a low
penetration of electrical vehicles, Romanians are confident that EVs have a bright future and will replace
internal combustion engines.

4.2.8 Serbia

A detailed analsisfor Serbia can be found iAppendix9: Serbiag analysis on a country basi& shorter
analysis will follow here.

We received six responses from Serbian respaotglé-igure67 depicts utilities from Serbian respondents.
Supplier, DSO, TSO were among utilities that participatedrbst, but we also received responses from
Storage provider, Aggregator and Researsbo&iation.
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Figure67: Number of responses from Serbia categorized by utilities
Security

m Average response M Serbian average response
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3.83

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure68: Average Serbian responses for Security
Figure 68 shows thathe Serbian participants provided slightly higher responses than the average
respondent. The Serbian respondents considered power disruption and failure of ICT networks and
equipment as less important, whereas security of big databases and intrusion of surveitahoelbgies
were characterised as more important when compared to the average respondent scores.

Cyberattacks on smart meters as a threat to personal security were considered as the most significant
security aspect of Smart Grids.

Privacy

The second seittn targeted privacypased questions. It was composed of two parts. The first part there were
YES/NO questions and the second part had scale rating questions. There were also two open questions.

m Average response m Serbian average response

0.57

Privacy - YES/NG
0.50

0.00 0.50 1.00

Figure69: Average Serbian respoas for Privacy, YES/NO questions
Figure 69 above indicates that tis=rbian participants provided a similar answer to the one obtained from
average respondent. The highest score differences were obtained in the capabilities to monitor and control
the usageof pluggedin electric devices and retime surveillance of consumption and determination of the
specific appliances used. Interestingly enough, the Serbian participants did not consider these factors as a
major threat. In addition, they agreed less wittobnsiderations concerned with identity theft when using
smart meters and profiling as compared to the average respondsgniast, they considered cybattacks
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on smart meters and data misinterpretation due to communicatioréasurement errors as threatgving
higher scores on these statements than the average respondent.

m Average response B Serbian average response

. 3.57
Privacy - scale rate
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Figure70: Average Serbian responses for Privacy scale rate questions
Figure 70 above indicates that the findings resemnthke outcomes reportedn the previous section, the
Serbian respondentscale ratedprivacy questionsas less important than the average respondeiithe
Serbian participants consider identity theft as the most important privacy concern of Smarti@ddsdition,
they considered profilingreakttime surveillance by third parties and decisions and actions based on
inaccurate data as being highly importaf@n the contrarythe Serbian respondents did not consider as
significant privacy concerns the use of specific appliances as well agpnif@mation revealing activities
based on residual data and targeted home invasions revealinglgaddS N & O2yadzyLJiAzy LI i

In this section there were also two open questions where respondents could write their own answers.

Open question 1Do you hae any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answers The majority of the Serbian respondents expressed concerns about, sharing of this type of data,
citing various easons such as trading position, personal behaviour and habits, which are considered to be
confidential information.

Open guestion 2Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business dmvhat are you doing about it?

Answers Only oneSerbianrespondent claimed to be aware of GDFRe fact that the completion of
CROSBOW's questionnaire was carried very shortly after the regulation entered into force and that Serbia is
a nonEU country, ray explain the answer to this question.

Ethical concerns

m Average response B Serbian average response
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Ethical concerns 9
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Figure71: Average Serbian responses for Ethical concerns
Figure 71 above suggests thette Serbian participants generally agreed with the average respondent. The
generalpublic in Serbia is less interested in RES integration than the average respondent and there are
seemingly less considerations and/or legal restrictions regarding the data sharing with organizations from
other countries. The Serbian respondents value thadijit of the ability to better control the crodsorder
balancing energy at interconnection points higher than the average respondent.

In this section there were also two open questions where respondents could write their own answers.
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Open question 1What is your company doing to engage the community and empower the consumers?

Answers The respondents mentioned various active methods, such as providing consultancy to the grid
users, creating campaigns and trying to inform the community and consutneesldition, some of the
respondents were much more passive in relation to this matter, claiming they prefer to focus on utilising
their website only, or utilising nothing at all.

Open Question 2Does your company have any considerations/legal restrictegerding data sharing with
organizations from other countries in the region? If YES, which?

Answers The respondents mainly had considerations and/or concerns about legal restrictions related to
confidential and market sensitive data, revealing produtapability, trading position and sharing internal
standards and procedures.

Pricing and equity consequences

B Average response M Serbian average response

3.59

Pricing and equity consequence
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Figure72: Average Serbian responses for Pricing and equity consequences

Figure 72 above suggests that tBerbian pdicipants agreed with the notion that variable electricity prices
will require a change in energy consumption habits more than the average resporidentimpact of
controlling DRunits managed by utilities and the limitations of consumer autonomy received scores that
were lower to those of the average respondemhe Serbian respondents disagreed with the possibility of
Smart Grids helping in energy poverty reduction more thataherage respondent.

Lack of trust

m Average response M Serbian average response

Lack of trust S:20
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Figure73: Average Serbian responses for Lack of trust
Figure 73 above shows thdtd Serbian respondents exhibitagignificantly higher confidence in electricity
markets, while the state afconomics and subsidies were considered inadequate. The Serbian respondents
recognized that certain historical conflicts might play a part in cooperation between countries in the SEE
region.
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Raising awareness

m Average response B Serbian average response
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Figure74. Average Serbian responses for Raising awareness
Figure 74 suggests that th®erbian respondents strongly agreéth the conjecturethat projects like
CROSSBOW raise awareness and lead to better understanding of energy sources and increased RES
integrationand that Multi region cooperation is very desirable. They somewhat agree with the conjecture
that that Smart Grid technology is easy to install and use and that it is easy to understand ifeshahd
longterm benefits. The Serbian respondents beliewhat people will not find higher electricity prices
acceptable.

4.2.9 Slovenia

A detailed analysifor Slovenia can be observed Appendix10: Slovenia; analysis on a country basi&
shorter analysis will follow here.

We received nine responses from Slovenian respondents.
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Figure75: Number of responses from Slovenia categorized by utilities
As it is shown irFigure 75, the questionnaire respondents represented various relevant actors, from
Suppliers, TSOs, DSOs being the most common to Market operatwes, €&changes, Technology providers,
NRAsand Tradershat wererepresented only once in the whole questionnaire particip&gtsup.

Security
m Average response m Slovenian average response
. 3.75
Security
3.20
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Figure76: Average Slovenian responses for Security
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Figure 76 above indicates th#te Slovenian respondents highly disagreed with the average respondent.
Slovenians found the statements to be less importdrte average respondent agreed with the statement
that cyberattacks on smart meters pose a threat to personal security, whileeSians disagreed less
strongly with it.

The statements about intrusion of surveillance technologies as well as loss of infrastructure and
endangerment of public safety due to power disruption received answers that were slightly below those of
the average @sponse.

The security of big databases was found as the most important security aspect of Smart Grids.

Privacy

The second section targeted privacy related questions and consisted of two parts: The first part included
YES/NO questions while the second pawtompassed scale rating questioifiere were also two open
ended questions.

B Average response M Slovenian average response

. .57
Privacy - YES/NQ o
0.44

0.00 0.50 1.00

Figure77: Average Slovenian responses for Privacy, YES/NO questions
Figure 77 above shows thaid Slovenian respondents gave different answers wémmpared to those of
the average respondenthe biggest discrepancy in the scores of Slovenian participants in the survey referred
to their view of not finding cybeattacks on smart meters a threat to personal secuiynilarly, they do not
consider asa threat the capabilities to monitor and control the usage of electrical devices and behaviour
patterns.The Slovenians provided response values that were close to average responses and slightly agreed
with considerations related to profiling and data interpretation.

B Average response M Slovenian average response

. 3.57
Privacy - scale rate
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1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure78: Average Slovenian responses for Privacy scale rate questions
Figure 78 above indicates thtte Sloveniarparticipants responded as in the previous section alightly
disagreed with the average respondent in the Privacy scale rate questions séttaidition, theSlovenian
respondentsbelieve that identity theft will not be an important privacy concern, while determination of
specific appliancewill not play a factor in public acceptance.

The most important was the statement about performing raale surveillance by third parties and home
invasions based on consumption patterns. Decisions and actions based upon inaccurate data were also
considered to be imprtant.

In this section there were also two open questions where respondents could write their own answers.

Open question 1Do you have any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?
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Answers Few Slovenianrespondents had considerations about data sharing of consumption related to
measuremendata.One participant noted that this kind of information could be used maliciously (example:
to find out if consumers are at home or not).

Open question 2Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will itaffect your business and what are you doing about it?

Answers Most of the Sloveniarrespondents were aware of the GDPR and had already adjusted their
business accordingly (customer approval for monitoring data, different tasks to be compliant withf#) GD

Ethical concerns

m Average response H Slovenian average response
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Figure79: Average Slovenian responses for Ethical concerns

Figure 79 above suggests that the general public in Slovenia is interested in RES integration slightly more than
the average respondent. The comnies seem to have certain legal restriction or considerations regarding
data sharing with organizations from other countries.

In this section there were also two open questions where respondents could write their own answers.
Open question 1What is youcompany doing to engage the community and empower the consumers?

Answers TheSloveniarrespondents mentioned loyalty cards, special offers, companies that specialize in PV
installation and spreading the knowledge. Lower costs based on lower ecangymption.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizations from other countries in the region? If YES, which?

Answers TheSloveniarespondents expressed that some sensitive datanca be shared and that there
some legal restrictions in place.

Pricing and equity consequences

m Average response ® Slovenian average response
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Figure80: Average Slovenian responses for Pricing and equity consequences
Figure 80 above shows thdie average response recorded in the statement about controlliRgnits less
important than the average respondent but agreed with it nonetheld$® Slovenian respondents agreed
more than the average respondent with the conjecture that that Smart Goddéd support energy poverty
production.
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Lack of trust
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Figure81: Average Slovenian responses for Lack of trust
Figure 81 above indicated thate Slovenian participants in the survey maintained that the risks of RES policy
changes and nompayment of services are oWy contrast, they suggested that the state of economics and
subsidies in the countries in the region are adequate. Slovepaaticipantsbelieved that certain historical
conflicts might play a part in cooperationtieen the countries in SEE.

Raising awareness

m Average response ® Slovenian average response
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Figure82: Average Slovenian responses for Raising awareness

Figure 82 above shows thatast Slovenian respondents strongly agree with the statements on involvement

in projects likeCROSSBOW raise awareness and lead to a better understanding of energy sources and
promote increased RES integrationterregionalcooperationis seen as a very desirable from the Slovenian

NB & L2 Yy RSy (i & ThelSIBvenjaiis belidveddhatPmjdike CROSSBOW can change the public view

of Smart Grids and that their company is promoting the use of RES and their integration in the wider region.
The Slovenian respondents also believed that people will not find higher prices from energy architecture
acceptable and disagreed with the statement that shientm and longterm benefits of Smart Grids are easily
understandable.

4.3 Analysis on a utility basis

4.3.1 Supplier

A more detailed analysis for Supplier can be foundppendix 11: Supplier analysis on a utility basig\
brief overview will be presented here.

We have a total of 16 responses from Supglierthe region.
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Figure83: Number of responses from Supplier sorted by country

Figure 83 above depicts thégh levels ofparticipationinterestfrom FYR of Macedonia and Greece, as well
asthe moderate participation from Slovenian and Bosnian aletzegoviniarsuppliers

Security
B Average response B Supplier's average response
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Figure84: Average Supplier response for Security
Figure 84 above shows ttgupplier responsethat are in line with the overall average responses in this
section.According to Suppliers, the most important factor influencing securippveer disruption that can
cause loss of infrastructure and endanger public safyycontrast, cybeattacks on smart meters are not
as important in threatening security.

Privacy

The second section targeted privaogsed questions and consisted of twarfs. The first part consisted of
YES/NO questions and the second part had scale rating questions. There were also twenagxen
questions.

B Average response B Supplier's average response
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Figure85: Average Supplier response for Privag)Y ES/NO questions
Figure 85 above shawthat nost participants answered that themselves as well as their@msumers
expressed concerns about data misinterpretation due to communication errors.
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The average responses for the scale rating questions is displayed below.

m Average response m Supplier's average response

. 3.57
Privacy - scale rate
3.51

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure86: Average Supplier response for Privaggcale rate questions
Figure 86 above presents ti&upplies responses in thisategorywere about equal to the average.

This section contained two more op@&mded questions where respongdts could give their view on certain
topics.

Open question 1Do you have any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answers Most of the respondents answered thatdj do not have any considerations about sharing
consumption related dataSome of them pointed out that it is confidential information and that it could
create problems either to business. or to customers, or both.

Open gquestion 2Are you aware of new Geral Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers Most of the Suppliers were aware of new GDRBnetheless, they were uncertain about how it
will affect their business

Ethical concerns

m Average response ® Supplier's average response

3.57

Ethical concerns

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure87: Average Supplier response for Ethical concegrecale rate questions

Figure 87 above shows thatK S { dzLJLJX A SNBA Q NI LI intBisipats SNBE | 02 3S (KS

This section included two open questionbere respondents could express their opinion on the matters at
hand.

Open question 1What is your company doing to engage the community and empower the consumers?

Answers This question received varied feedback. Answers were ranging from participatidaropean
funding projects, use of social media and other communication channels to raise awareness on RES and
energy efficiency, provision of energy consumption reports, consumer education, use of loyalty cards, etc.

Open Question 2Does your comparlyave any considerations/legal restrictions regarding data sharing with
organizations from other countries in the region? If YES, which?

Answers Some did not have restrictions for data sharing, some have clear data share policy, while others
treat all dataunder mandatory NDA agreement.
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Pricing and equity consequences

m Average response ® Supplier's average response

3.59

Pricing and equity consequence
g quity q 382

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00
Figure88: Average Supplier response for Pricing and equity concerns

Figure 88 above shows that ti&uppliers respondents strongly believe that variaddkctricity prices put a
burden on residential consumers and will require a change in energy consumption habits.

Lack of trust

m Average response ® Supplier's average response

3.26

Lack of trust
3.45

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure89: Average Supplier response for Lack of trust
Suppliers evaluated that risk of nguayment d services is higher than the average respondent. Similarly,
they rated the risk of noffulfilment of services much higher than the average respondent. Other responses
were similar to the average ones.

Raising awareness

m Average response ® Supplier's average response

- 3.54
Raising awareness
3.45

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure90: Average Supplier response for Raising awareness
The Suppliers strongly agreed with the statement that involvement in projects like CROSSBOW can raise
awareness and lead to better understanding of energy sources and increased RES integration as is the
average opinionMultiregional cooperation received a high rating but below the average score in this case.
The Suppliers believe that projects like CROSSBOW can change the public view of Smart Grids. Also, the
Suppliers are optimistic about broader useDiunits, increase of use of EV as well as installation and use of
Smart Grid technology.

4.3.2 DSO

A detailed analysis for DSO can be observégpendix 12: DSQanalysis on a utility basié shorter analysis
will follow here.
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We receivedL3responses from DSOs.
5
4
3
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Bosnia and  Bulgaria Croatia Greece Macedonia  Romania Serbia Slovenia
Herzegovina

DSO

Figure91: Number of responses from DSOs categorized by country
As it is showrin Figure91, most (4) of the DSO respondents were from RomaBidgaria and FYR of
Macedonia were represented by two DSOs each and the remaining countries by one DSO.

Security

In this section the respondents had to answer by rating the statements fretadkt important to 5 most
important.

m Average response mDSO's average response

3.75

Securit
y 3.53

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure92: Average DSO responses for Security
Figure 92 above shows thathen comparing DSO averagesponses with all average responses in this
section, it can be observed that DSO respondents found the statements to be slightly less important
compared to the average respondent.

On average, DSOs rated most statements, regarding the security of Snast M medium to highly
important.

Privacy

The second section targeted privalsgised questions. It was composed of two parts. The first part there were
YES/NO questions and the second part had scale rating questions. There were also two open questions.

m Average response mDSO's average response

Privacy - YES/NG 0.57
0.67

0.00 0.50 1.00

Figure93: Average DSO responses for Privacy, YES/NO questions
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Figure 93 above indicates thASO responses were mostly above the average respondent. The only exception
is the threat of consumption redime surveillance where #nrespondents seem to be somehow divided.

The average DSO responses for the scale rating questions are displayedibéhisvset of statements, the
respondents had to answer by rating the statements fronielast important to 5 most important.

m Average response B DSO's average response

3.57

Privacy - scale rate
341

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figue 94: Average DSO responses for Privacy scale rate questions
Figure 94 above indicatethé participants had to scale rate the privacy impact of Smart Grids. DSO rating
seems to follow the average one. The only notable deviatigrléged to the threat of revealing activities
through residual data, where it is shown that DSOs do not value highly this risk.

In this section there were also two open questions where respondents could write their own answers.

Open question 1Do you hae any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answers It seems that DSOs are somehow divided concerning consumption data siausmgers vary from
& y 2 £onsiderations regarding malicious thiparty usage.

Open guestion 2Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers Two thirds of the respadents are aware of the GDPR and are in the process of complying with it
by following all the relevant procedurels.should be noted that DSOs from FYR of Macedonia and Slovenia
were not aware of GDPR at the time of the questionnaire.

Ethical concerns

Inthis set of statements, the respondents had to answer by rating the statements froleast important
to 5- most important.

H Average response B DSO's average response

. 3.57
Ethical concerns
3.51

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure95: Average DSO responses for Ethical concerns
Figure 95 above revealed that DSOs providedescthat were very close to the average response and gave
guite moderate answers in the questions related to ethical concerns.

In this section there were also two open questions where respondents could write their own answers.
Open question 1What is youcompany doing to engage the community and empower the consumers?

Answers The respondents mentioned campaigns, adds, leaflets, workshops and communication with the
customers through web.
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Open Question 2Does your company have any considerations/legaticti®ns regarding data sharing with
organizations from other countries in the region? If YES, which?

Answers Most DSOs mentioned no restrictions especially on aggregated data. Two of them referred to GDPR
and another two to market and trading confideslities.

Pricing and equity consequences

m Average response mDSO's average response

3.59

Pricing and equity consequence
g quity q 336

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure96: Average DSO responses for Pricing and equity consequences
Figure 96 above shows th&SO respondents are in line with the average response in three of the four
statements of picing and equity concerns. However, they do not seem to believe that Smart Grids could help
reduce energy poverty.

Lack of trust

H Average response B DSO's average response

Lack of trust Si28
3.17

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure97: Average DSO responses for Lack of trust
Figure 97 above depicts that this sectionrespondents had to rate the lack of trust risks/statements from
the lowest to the highest risk. DSO responses were mostly in line with the average respondent. It is revealed,
though, that the risk of noipayment of services is valued less from DSOs congpavith the average
response.

Raising awareness

H Average response B DSO's average response

- 3.54
Raising awareness
3.56

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure98: Average DSO responses for Raising awareness
Figure 98 above indicates th&SO responses were generally in line with the average respondent. DSOs
strongly believe thatheir involvement in projects like CROSSBOW can raise awareness and lead to better
understanding of energy sources and increased RES integration following the average re3peise.
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responses also reveal a gregitimism regarding the future role of E\fsthe transportation sector and high
expectations from multi region cooperation on the energy market.

However, DSOs are moderately optimistic when it comes to the benefits of Smart Grids as well as the easiness
of Smart Grid technology to be installedshould be also noted that, following the average response, they
FNB ljdA (S LISaaAYAaGAO o62dzi LIS2LX SQa | OOSLIil yoS 2
4.3.3 TSO

A detailed analysis for TSO can be observégpendix 13: TSQanalysis on a utility basié shorter analysis
will follow here. We received 10 responses from TSOs.
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TSO

Figure99: Number of responses from different countries
Figure 99 above shows that TSOspanded in a similar pattern with the exception of FYR Macedonia. It has
to be clarified that FYR Macedonia does not have two TSOs, but rather the participants correspond to the
two different departments that participated in the survey.

Security
H Average response B TSO's average response
. 3.75
Security
3.90
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure100: Average TSO responses for Security
Figure 100 above shows th@iSOs have answered that they are slightly more concerned about security
questions than the average respondent and rateglativelyhigh This was clearlgresented in ICT networks

and equipment failure
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Privacy

B Average response B TSO average response

Privacy - YES/NQ 0l
0.67

0.00 0.50 1.00
Figure101 Average TSO responses for Privacy, YES/NO questions
Figure 101 above suggests thatiwregardto privacy questions, TS@greed consistentlwith questionnaire
statementsmore than the average respondent and the level of agreemsridres wasolid. Thehighest
difference was obtainedin end-consumer considerations regarding the data misinterpretation due to
communication/measurement error@nd profiling/behaviour patterns.

m Average response B TSO's average response

3.57

Privacy - scale rate
3.36

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel02 Average TSO responses for Privacy, scale rate questions
Figure 102 above shows that TSOs responddtigajuestionsaddressingprivacy issuesvith lower rating
scores than the averagespondent.This score raises many issues that have to be considered by Smart Grid
stakeholders in relatioto the consequences of decisions and actions that rely on inaccurateldaieever,
we noticed that there are participants who consider this statetnaress importance

In this section there were also two open questions where respondents could write their own answers.

Open question 1Do you have any considerations regarding the data sharing of measurement data relevant

to your consumption? If yesyhat are the considerations?

Answersa 2 a4l 2F GKS ¢{h& R2YyQli KI @S lye O2yaiARSNIGAZ2Y
it publicly. One of the TSOs states that measurement operator must define access rights.

Open question 2Are you awareof new General Data Protection Regulation (https://www.eugdpr.org/). If

yes, will it affect your business and what are you doing about it?

Answers¢ KSNBE ' NB RAFTFSNBYyOSa Ay (GKS IyagSNARA 2F ¢{ hQ:
implementedthe Regulation, others are in the process of implementing it, while another group is not aware

of GDPR.
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Ethical concerns

m Average response mTSO's average response

3.57
3.36

Ethical concerns

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure103 Average TSO responses for Ethical concerns
Figure 10&bovedepicts the same differenda responses that was obtained in ethical concerns questions.
TSOs again provided response ratings that were slightly higher than the average response. This can be
attributed to stronger agreement with questions/statements about esehsumers benefits resing from
better control of crosorder balancing of energy exchange at interconnection points.

In this section there were also two open questions where respondents could write their own answers.
Open question 1What is your company doing to engage tmmmunity and empower the consumers?

Answers Most of the TSOs do something to engage the community and empower the consumers. The
answers vary from providing annual reports, providing consultancy to grid users respecting market and
system operation, orgdning public hearings for capital projects and public discussions for participation of
consumers in procurement of ancillary services.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizationgrom other countries in the region? If YES, which?

Answers In this question the influences of the different national laws can be observed. Some of the
2LISNF G2NB R2y Qi KI @S Fyed NBaUGNAROGA2yas odzi ionzald 2
of secrecy.

Pricing and equity consequences

m Average response B TSO's average response

.. . 3.59
Pricing and equity consequence 345

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel04: Average TSO responses for Pricing and equity consequences
Figure 104 above indicates thBSOs agree less than the average respondent in relation to pricing and equity
statements and the only statement that they find more relevant than the average respondent is the one that
states that Smart Grids could help reduce energy poverty.
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Lack & trust

m Average response mTSO's average response

3.26
3.03

Lack of trust

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel05: Average TSO responses for Lack of trust
Figure 105 above shows thaBO0s in generalaimthat lack of trust is not/would not be a problem and do
not rate it too high. They rate it lower than the average rasgpent.

Raising awareness

m Average response mTSO's average response

. 3.54
Raising awareness
3.49

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel06: Average TSO responses for Raising awareness
Figure 106 above indicates theSOperform close to theaverage shangthe average respondent's opinion
regarding awareness issudsdowever, sinificant differencesvere foundin opinions regardinghe Smart
Grid benefits understanding and transportatiohenergy sources.

4.3.4 National Regulatory Authority

A detailed analysis fadRA can be observeékppendix 14National Regulatory Authority analysis on a util-
ity basis A shorter analysiwill follow here.

Figurel07below, presents the scores of 7 respondents all b&lajonal Regulatory Agencifsm different
countries.

1
0
Bosnia and Bulgaria Croatia Macedonia Montenegro Romania Slovenia

Herzegovina

NRA

Figure107: Number of participants from different countries foNRA
Figure 107 above shows that NRAs responded in a totally similar pattern as the TSOs, with the exception of
FYR Macedonia.

D1.3 Social and ethical aspects 77



CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

Security
m Average response m NRA's average response
. 3.75
Security
3.50
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure108 Averageb w ! r&sponses for Security
Figure 108 above indicatdhat NRAsexpressed aslight disagrement in comparison with the average
respondent. More importantlyNRAglisagreed with the statement that cybattacks on smart meters pose
a threat to personal security and that power disruption can cause loss of infrastruantdrendanger public
safety.

Privacy

The second section targeted privalsgised questions. It was composed of two parts. The first part there were
YES/NO questions and the second part had scale rating questions. There were also two open questions.

m Average response B NRA's average response

Privacy - YES/NH

0.00 0.50 1.00

Figure109: Averageb w ! r@sponses for Privacy, YES/NO questions
Figure 109 above shows that NRésponded at levels well below the levelgloé average utility respondent.

hy @SN} 3IS:T GKSe@ FyasSNBR dliggest diffeyency Beivden tha avaiaeS |j dz
response and w! r@sponses was for the last statement, where they do not have any considerations
regarding the data misinterpretation as well as no considerations regarding the identity theft or profiling.

The aveage responses for the scale rating questions is displégow. In this set of statements, the
respondents had to answer by rating the statements frorieastimportant to 5- most important.

m Average response B NRA's average response

. 3.57
Privacy - scale rate
3.73
1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel10: Averageb w ! r@sponses for Privacy scale rate questions
Figure 110 above presents the answers of NRAprivacy scale rate questionslRAs reported that they
mostly agreed with the \serage respondent, except for identity theft and home invasitrat linked to
consumption patternsand, thus, were consideregs most and lastimportant, respectively.

In this section there were also two op@mdedquestions where respondents could tertheir own answers.
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Open question 1Do you have any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

Answers None of the respondents had any considerations.

Open question 2Are you aware of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers This question received mixed responses. Some were not aware of the new &ldRf®ers were
aware of it and were using consultants for advice.

Ethical concerns

m Average response B NRA's average response

3.57
3.29

Ethical concerns
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Figurelll Averageb w ! r@sponses for Ethical concerns

Figure 111 above suggests that NR&yseewith the conjecturethat general public isnterested in RES
integration more than the averagespondent. On the contrary, NRBAslievethat end-consumers will not
benefit frombeing able tacontrol better crossborder balancing energy at interconnection points.

In this section there were also tiwopenendedquestions where respondents could write their own answers.
Open question 1What is your company doing to engage the community and empower the consumers?

Answers Encouraging public discussion, consultations and public workshops. Gihwranies that are
related more to the private sector do not engage the community that much.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizations from other countries in the region? If W#8¢h?

Answers Most have no considerations or do not know of them.

Pricing and equity consequences

m Average response B NRA's average response

- . 3.59
Pricing and equity consequence 358
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Figurell2 Averageb w ! r@sponses for Pricing and equity consequences

Figure 112 above suggests that NR&seedwith the average respondents. More importantly, tiNRA
participants agreed with the possibility that Smart Grids could help reduce energy poverty and that variable
electricity prices are putting a burden on residential consumers requiring a changerigyesmsumption
habits.
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Lack of trust

m Average response m NRA's average response

W)
Lack of trust
3.36
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Figurell3 Averageb w! r@sponses for Lack of trust
Figure 113 above suggests thidRAsresponded that the risk of RES policy changes is high, same as
confidence in electricity market$n addition, NRAsuggested thathe state of economics and subsidies in
the countries in the region are not adequate. The Respondents predictdddntain historical conflicts ay
play a role in the cooperation among countries in SEE.

Raising awareness

m Average response B NRA's average response

3.54

Raising awareness
3.76
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Figurell4: Averageb w ! r@sponses for Raising awareness
CA3IdzNBE wmwmn | 62 @ Srespotrie@sShighiysagrée Kvlthithe btatemerd theergy efficiency
will improve with broader use dDRunits. They also stronglgigree with the statement that projects like
CROSSBOW can change the view of the Smart Grids and also can lead to a better understanding of the RES
integration.

4.3.5 Technology provider

A detailed analysis for technology providers can be four&bipendix 15: Technology provideanalysis on
a utility basis A shorter analysis will follow here.

We received five responses from technology providers.

3
2
2 2
1
0
Greece Romania Slovenia

Technology provider (VPP software, SCADA)

Figure115 Number of responses from Technology providers categorized by country
As it can be observed Figurel15above, we receivedompletedquestionnairefrom Technology providers
in Greece (2), Romania (2) and Slovenia (1)
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Security
B Average response B Technology provider's average response
. 3.75
Security
4.12
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Figurelle! gSNJ 3S ¢ SOKy 2t 238 LINRPOARSNRAE NBaLkR2yasS T2N
Figure 116 above shows thdechnology providers agreed a lot more than the average respondent on
Security mattersThey viewed security of big databases as the most important factor, and found- cyber
attacks on smart meters, intrusion of surveillance technologies and power disruption as being very significant
security factors. Interestingly, technology providers had a nearly identical result as the average respondent
for the failure of ICT networks and @igment.

Privacy

The second section targeted privalsgised questions. It was composed of two parts. The first part there were
YES/NO questions and the second part had scale rating questions. There were also two open questions.

B Average response B Technology provider's average response

0.57

Privacy - YES/NG
0.63

0.00 0.50 1.00
Figure117.! @SNIF 38 ¢ SOKy2f 238 LINBPGARSNRAa NBalLRyaS FT2NJ t NN
Figure 117 depict¥echnology providet responses were mostly higher than the average respondent. They
had a slightly lower value for profiling and a sigaihtly lower value for data misinterpretation
considerations. Th&chnology providers and their ermbnsumers consider the capabilities to monitor and
control the usage of pluggeid electrical vehicles more than the average respondent.

B Average response B Technology provider's average response

3.57

Privacy - scale rate
3.91
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Figure118! @SN} 38 ¢ SOKy2f 238 LINRPOARSNRE NBaLRyasS FT2N t NA
Figure 118 above suggests thiachnology providers found profiling, re@he surveillance, targeted home
invasions based on consumption patterns and revealatiyities through residual data more important than
the average respondentn addition, they found all of the privacy consequences more important than the
average respondent aside from identity theft.

In this section there were also two open questionsanhrespondents could write their own answers.

Open question 1Do you have any considerations regarding the data sharing of measurement data relevant
to your consumption? If yes, what are the considerations?

D1.3 Social and ethical aspects 81



OSSbOUJ CROSS BOrder management of variable renewable energies
and storage units enabling a transnational Wholesale market

Answers Technology providers did not have any considerations regarding data sharing. Some of them
suggested privacy as the only consideration but added that these issues can be solved by using data
encryption and GDPR pseudaonymity.

Open gquestion 2Are you avare of new General Data Protection Regulation (https://www.eugdpr.org/). If
yes, will it affect your business and what are you doing about it?

Answers All of the technology providers were aware of GDPR and were already compliant or about to
comply.

Ethicalconcerns

m Average response ® Technology provider's average response

. 57
Ethical concerns —
4.16

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure119! @dSNJ 38 ¢ SOKy2ft 238 LINRPGARSNR&E NBalLlRyaS F2N ¢
Figure 119 above suggests that Technology providers found the statements more important than the average
respondent. The biggest difference wiaghe considerations and/or legal restrictions regarding data sharing
with organizations from other countries in the region which technology providers found significantly more
important than the average respondent.

In this section there were also two opemded questions where respondents could write their own answers.
Open question 1What is your company doing to engage the community and empower the consumers?

Answers Technology providers offered various responses, each likely describingstiations, such as
providing a DR solutigrpromoting microgrid concept, offering engagement digital platform and services to
raise awareness and educate prosumers, and a VPP (Virtual Power Plant), helping the economy with
secondary and tertiary reservegtform.

Open Question 2Does your company have any considerations/legal restrictions regarding data sharing with
organizations from other countries in the region? If YES, which?

Answers The majority of the respondents did not have considerations reggrdiata sharing with
organizations from other countries, aside from contracts and being compliant with local and national
legislation.

Pricing and equity consequences

B Average response B Technology provider's average response

Pricing and equty qm
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Figure120! @SNJ 38 ¢ SOKy2f 238 LINRPZGARSNRA NBalLlyaS FT2N t NAC
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Figure 120 above suggests thaetrespondents recognized significantly higher consequences/impact on all
guestions in comparison to the average respondent with the biggest difée® being in how they viewed
the effect of Smart Grids on reducing energy poverty and the contiRuiits managed by utilities.

Lack of trust

B Average response B Technology provider's average response

3.26
Lack of trust
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Figure121:! gSNI} 38 ¢ SOKy2f 238 LINRPOARSNDRE NBaLkRyasS F2N
Figure 121 bove suggests thatechnology providers mostly agreed with the average respondent. They
found most of the topics more important than the average respondent aside from effect of RES policy
changes on their company. Technology providers view the role ofrluat conflicts as a much more
important factor than the average respondent.

Raising awareness

B Average response B Technology provider's average response

- 3.54
Raising awareness
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Figure122! @SNJ IS ¢ SOKy2f 238 LINPZARSNRa NBalLRyasS FT2N w

Figure 122 above refers the questionson raisingawareness Technology providers mostly agreed with the
average respondeniThey agreed less on the impact of projects like CROSSBOW in raising awareness about
energy sources and increased RES generation than the average respatalgater, they showed a aey

identical opinion regarding the desirability of multiregional cooperation in the energy market. Technology
providers also disagree with the conjecture that people will find higher prices from the new energy
architecture acceptable but are slightly neooptimistic than the average respondemterestingly, even

though they agree on the importance, they are less optimistic with regard to the bright futuE®/sdnd
improvements in energy efficiency as result of a broader ugaRafnits.

4.3.6 RES generator

A more detailed analysis for RES generator can be fouigpendix 16: RES generatpanalysis on a utility
basis Abrief overviewwill be presented here.

We recaved a total ofs responses from RES generators in the region.
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Figure123 Number of responses from RES generators sorted by country
Figure 123 above shows that RES generators responded in a totally similar pattern with the exception of
Greece.

Security

In this section the respondents had to answer by rating the statements fretaakt important to 5 most
important.

m Average response B RES generator's average response

. 3.75
Security
3.84

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel24: Average RES generator response for Security
Figure 124 suggests thRES generators expressed their concern about the security vulnerabilities of Smart
Grids a little more clearly when compared to the average response. The lestdfatements (about security
of big databases, surveillance intrusion and cydtacks on smart meters) were received the same rating
score (4.20) and were well above the average score.

Privacy

The second section targeted privaogised questions. It wasomposed of two parts. The first part consisted
of YES/NO questions and the second part had scale rating questions. There were also tvemdgzen
guestions.

First we take a look at the YES/NO summary figure.

m Average response B RES generator's average response

. .57
Privacy - YES/NQ =
0.40

0.00 0.50 1.00

Figurel25: Averagge RES generator response for PrivacyES/NO questions
Figure 125 indicates th&ES generator responsyelson this question wereelativelyequal to the average.

It was indicated that the most important issue is the targeted home invasions based on consumption
patterns.The lowestscore was given to statements abadentificationof usedelectricappliances.
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There were two more opegnded questions in this sectignwhere participants were asked about their
opinion concerning sharing data measurements relevant to their consumption patterns as well as awareness
of the new GDR The review of these opeanded questions can be found Appendix 16: RES generatpr
analysis on a utility basis

H Average response m RES generator's average response

. 3.57
Privacy - scale rate
3.50

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel126: Average RES generator response for Privasgale rate questions
Figure 126 above prested the RESjenerator responseto this questionthat were nearly equal to the
ratings of theaveragerespondent

The most importanissue conjecture that was rated focused lbome invasionstemming for information
related to consumption patternsThe reference to theletermination of used appliance®ceivedleast
important values

There are two more opegnd questions in this section where participants were asked about their concrete
opinion concerning data sharing of measurement data relevarhé@r consumption and awareness of the
new GDP Regulation. The review of these eprded questions can be foundAppendix 16: RES generator

¢ analysis on a utility basis

Ethical concerns

In this set of statements, the respondents had to answer by rating the statements frdeadt important
to 5- most important.

m Average response ® RES generator's average response

. 3.57
Ethical concerns

3.05

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel27. Average RES generator response for Ethical concerns
Figurel27aboveindicatesthat f £ 2 F ( KS ratifgfscorgasSwérs belottie2aikEage respatent's
score It is worth notingthat RES generators found the above statements as not being satanpoRES
generators consider that the general public interestRES integratiois not ahigh priority.

This section included two open questions where respondents could express their opinion on the matters at
hand. The review on these questions candaid inAppendix 16: RES generatpanalysis on a utility basis

Pricing and equity consequences

In this set of statements, the respondents had tsaer by rating the statements from-least important
to 5- most important.
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m Average response M RES generator's average response

- . 3.59
Pricing and equity consequence 350

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel28 Average RES generator response for Pricing and equity concerns
Figure 128 above depicthe average response of RES generators in this seatidntis in line withthe
overall average.

RES generators provided responses that were slightly below the averageandelieve that Smart Grids
would contribute to reduce energy poverty. TheSREenerator respondents gave neutral responses on
variable electricity pricing that will put a burden and will force a change in consumption habits.

Lack of trust
In this section respondents had to rate the risks/statements from the lowest (1) to thestigisk (5).

m Average response M RES generator's average response

Lack of trust 9:20
3.37

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel29 Average RES generator response for Lack of trust

Figure 129 above indicates that the RES generator respondents are marginallytéghteeoverall average
score.

This is not a surpiiisg result, gienthat the risk of RES policy changeasrated the highest, this being very
important for RES integration and development in SEE. Nothing really stands out in this part as practically all
responses, except for the first one, are close to the overallager

Raising awareness

In this section the users had to disagree/agree with the statements on a scale of 1 (strongly disagree) to 5
(strongly agree).

m Average response ® RES generator's average response

- 3.54
Raising awareness
3.72

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure130: Average RES generator response for Raising awareness
Figure 130above shows thatite average RES response in this section is a little higher than the average
NBaLRyRSyiQa a0O2NBd® wo9{ NBaALRYRSyGa aidNrpy3fte | INB
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CROSSBOW can raise awareness and lead to a better wamdingt of energy sources. Increased RES
integration was the average opinion. RES generators believe that projects like CROSSBOW can change the
public view of Smart Grids but are a little behind the overall aved§& generator responses scored higher

than 4.00 in the next five assumptions, including promotion and integration of RES, future of EVs, transport
running 100% on renewables, sslifficiency increase of energy supply d&Rimproving energy efficiency.

4.3.7 Research Association

A more detailed analys for Research Associations can be foundppendix 17Research Associatian
analysis on a utility basié brief overview will be presented here.

We received adtal of 5 responses from research associations:

3

2
1
0
Greece Macedonia Romania Serbia

Research Association

Figurel31 Number of responses from research associations sorted by country

As it can be observed in Figure 131 above, we received five completed questionnaire responses from
Resarch Associations from Greece, FYR Macedonia, Romania and Slovenia.

Security

In this section the respondents had to answer by rating the statements fretaakt important to 5 most
important.

m Average response B Research Association's average response

. 3.75
Security
4.12

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel32 Average ResearchAssociation response for Security
In Figure 132 aboveResearch Associations expressed their concerns about the security vulnerabilities of
Smart Gridsnore strongly tharthe average respatent. Security of big databases, surveillance intrusion and
failure of ICT networks and equipment were rated well above the average score.

Privacy

The second section targeted privasgised questionand composedf two parts. The first part consisted of
YES/NO questions and the second part had scale rating question® Whee also two opemnded
guestions.

First we take a look at the YES/NO summary figure.
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B Average response B Research Association's average response

Privacy - YES/NG 0.57
0.70

0.00 0.50 1.00

Figure133 Average Research Association response for Priv@@ES/NO questions
Figure 139 above presentise average Researdhssociatios response in this sectiowhichis well above
the overall average, indicating a high concern for the issue. A more detailed view on the answers provided
shows thatthe main concerrof Research Associatio{with scores of 0.8) refer to real tiensurveillance of
consumption and load identification, profiling and data misinterpretation due to communication errors.

The average responses for the scale rating questions is displayed here below. In this set of statements, the
respondents had to answday rating the statements from 4least important to 5 most important.

B Average response B Research Association's average response

3.57

Privacy - scale rate
3.80

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure134: Average Research Association response for Privasgale rate questions
Figure 134 above presents thgerageesponse®f Research Associatison this questionandwere slightly
above average.

Interestingly enough, identity theft was presented as the most important factor by research institutes,
scoring 4.40 compared to the average of 3.The determination of specific appliances used and tieze
surveillance by third parties were also of great significanc&ésearchAssociations.

There are two more operndedquestions in this section where participants were asked about their concrete
opinion concerning data sharing of measurement daavant to their consumption and awareness of the
new GDR The review of these opeended questions can be found Appendix 17Research Associatian
analysis on a utility basis

Ethical concerns

In this set of statements, the respondents had to answer by rating the statements frdeadt important
to 5- most important.

m Average response B Research Association's average response

. 3.57
Ethical concerns
3.52

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure135: Average Research Association respoifiseEthical concerns
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Figure 135 above indicates that Research Associations consider the above statements as of medium
importance.They do not express any stroongncerns on data sharintn addition, they strongly believe that
end-consumers will benefit from the ability to control cressrder balancing.

This section included two opeended questions where respondents could express their opinion on the
matters athand. The review on these questions can be founfdpendix 17Research Associatiganalysis
on a utility basis

Pricing and equity consequences

In this set of statements, the respondents had to answer by rating the statements frdeagt important
to 5- most important.

m Average response B Research Association's average response

- . 3.59
Pricing and equity consequence 405

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figure136: Average Research Association response for Pricing and equity concerns
Figure 136 abovensws that he Research Associations have exhibited a better awareness about pricing and
equity. For research institutes, the most important aspect was contrblRufnits by utilities with actions led
by market prices, as well as limitation son consumeoaomy placed by remotely controlled appliances. In
addition, research institutes are also concerned with the fact that variable pricing may put a burden on
consumers that will have to change their energy consumption habits. Finally, the opinion thatgidart
may help in reducing energy poverty is supported more than the average.

Lack of trust
In this section respondents had to rate the risks/statements from the lowest (1) to the highest risk (5).

m Average response B Research Association's average response

W)
Lack of trust
3.14

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel37: Average Researchssociation response for Lack of trust
Figure 137 above depicts tiesearch Associatioaserage score which is lower than the one obtained from
the average respondenihe overall confidence to other electricity markets is relatively high. In addition,
Research Associations argue that the state of economics and subsidies are adequate. The risk of non
fulfilment of services is quite high thoughinally, research associations believe that the historical conflicts
will not play a part in the cooperation gbuntries in the area and that, as expected, there is no risk by RES
policy changes.
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Raising awareness

In this section the users had to disagree/agree with the statements on a scale of 1 (strongly disagree) to 5
(strongly agree).

m Average response B Research Association's average response

. 3.54
Raising awareness
3.67

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Figurel38 Average Research Association response for Raising awareness
Figure 138 above suggests that tResearch Associatioraveragein this section islightlyhigher than the
I SN IS NBcare2 Yy RSy G Qa
Multiregional cooperationin the energy market is desirable for Reseafdsociationsln addition, Research
Associations stronglggree with the statemenon projectinvolvementlike CROSSBOW can raise awareness
and lead to better understanding of energy sources and increasechRig&tion as is the average opinion.
Research Associations also strongly believe that projects like CROSSBOW can change the public view of Smatrt
Grids.Finally, Research Associations strongly believe that electrical vehicles have a bright future and will
replace internal combustion engines. The lowest scores are achieved in the question regarding prices from
the new energy market architecture. In this case, research associations believe that the people will not accept
price increases.
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5 Discussion of Rests

In this research documengo far,we haveexamined the social, cultural and ethical aspects of Smart Grid
with an emphasis on energy storage management, renewable energy exploitation, consumer engagement
and consumer modelling as indicated in the sumised form of CROSSBOW's questionnaire responses
presented inTable8 below.

Table8: Number of responses per utility, questions with the higét score
Utility Responses| Highest score and the related question

(4.27) Variable electricity prices putting a burden on residentia

Supplier 16 - . . .
consumers requiring a change in energy consumption habits

DSO 13 (4.31) Is multi region cooperation on tleamergy market desirable
FNRBY @2dzNJ O2YLI yeQa LRAY(d 27

TSO 10 (4.80) Is multi region cooperation on the energy market desirat

FNRBY @2dzNJ O2YLI yeQa LRAY(Hd 27
(4.67) Involvement in projects like CROSSBOW can/will raise
NRA 7 awareness and lead to better understanding of energy sources
and increased RES integration?

Technology providen 5 (4.75) Smart grids could help reduce energy poverty?

RES generator 5 (4.50)Targeted home invasions based on consumption pattern

(4.80) Is multi region cooperation on the energy market desiral
FNRBY @2dzNJ O2YLI yeQa LRAY(Hd 27
(4.67) Do you think that transportation can run 100%enewa-
ble energy?

(5.00) How high (in your opinion) are the risks of RES policy
changes that would affect your company?

Others 11 /

Research Associatig 5

Storage provider 3

Market Operator 3

Total responses 78 /

The participants in CROSSBD#uestionnaire expressed strong concerns on the following socially relevant
matters:firstly, the cost of services under a Smart Grid implementation framework anpetezption The

issue ofwho is going to cover the cost of new services has been clexyessed bguppliers It is worth

noting that consumers/prosumers are aware of the need for changing electricity consumption pditerns

there is no study examining how this can be attainedaddition, interregional cooperation constitutes a

major corcern for DSOs and TSOs in the small geographical area of SEE. This implies that regulatory
interventionsfor interregional and multicultural cooperation on Smart grid planning and deployment as well
asand local stakeholder empowerment will have tofoether investigated

Moreover,RES generatorshowed the highest social interest in the Smart Grid framewodomparison the
rest of themembersof the value chain. Their main concern was relategtivacy and security matters
related to information shring on the consumption patterns of citizens and consumers/prosunRES
generatorsthat Smart Grid wilenhance consumers/prosumers understandamyl preferred utilisatiorof
the different technologies with efficient, safe and secuanctions in electricity generation storage,
transmission and integrationnaddition, RES generatokgnsumers/prosumers and policy makers Wwile
to cooperate in order to create the best conditions foswstainableSmartGrid. RES generators will exhibit
consumer/prasumer behaviouwith strong cultural underpinningsn cultivatingtrust among the members
of the Smart Grid value chain.
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