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EXECUTIVE SUMMARY

Themainobjective of Deliverable 8. to provide an overview of the current cybersecutiggues in power
systems with emphasis on transmission networks and generatidme key considered aspects aneperi-

ences from past incidents aride cybersecurity frameworks set on utility, national angdpeanUnion (EU)
level thatshouldensure efficient sharing of information dhreats and incidentand increaseybersecurity
protection.

The main topicgoveredin this report include:
1 Cybersecurity regulatory framewodnd cybersecurity standards andidelines,
1 Overview of notable cybersecurity incidensthe energy sectoand lessons learnt,

1 Implementation of cybersecurity frameworksid practicesn utilities, focusing on transmission sys-
tem operators (TSOsnd power plantand implementation oprocedures foincident notification

1 Cybersecurity in the CROSSBOW ecosyatehmecommendations oimprovement of cybersecurity
in integrated systems.

The analyses and discussions on these tagicsv the significance abnsistenimplementation of cyberse-
curity measures on all levels starting from development and implementation of cybersecurity policy on
company levelstreamlining theactivities on national levand strengtheningcybersecuritycooperation on
EU levelThe findhgs from the analyses can be summarized as follows:

1 Theimplementation of theEUcybersecurity regulatory framewornsures building resiliencand
strengthens the cooperation between the relevant entities on national and EUftavekchange of
information about incidents and threatslhis framework alsantroduces harmonized approach in
deterringattackersandtheir prosecuton followingcyberattackers Furthermore, thecybersecurity
framework enables building @mmon European approach in preventingdamandling largescale
incidentsand developing adequatdefence capabilitied-or the TSOs, theybersecurity obligations
emerge from the cybersecurity framework and their designation as operators of essential services
(OESs)n addition, TSOesponsibilities in cybersecurigmergefrom the electricity legislationes-
pecially regarding development of crisis scenarios and-pigdparedness planswhich consider
cyberattacks agxtreme circumstances for which the network operators should beared The
future adoptionof the Network Code on Cybersecurity should provide the link between the certifi-
cation of productsas introduced in the EU cybersecurity regulatod the development of mini-
mum-security requirements for network operatars

1 Congdering the growing importance of cybersecurity, te@ergy CommunityEnC) adopted the

oProcedural Act of the Ministerial council of the EnC on the Establishment of an Energy Community

Coordination Group for Cybersecurity and Critical Infrastruétthiat transfers some of the obliga-
tionsfrom the EU cybersecurity regulatory framework to taeergy Community ContractingrBes
(EnC CPdyurthermore, he recognized need for cooperation between Bember StatesNIS9 and

the EnC CPs in identification oéetricity crisis, development of crisis scenarios andpigpared-
ness plans, a® 2 y & A R S NBeBulatioy (EU) RE9/941 of the European Parliament and of the
Council of 5 June 2019 on rpkeparedness in the electricity sector and repealing Directiv
2005/89/EG A a | &V ih Makn®@hizdtibn afybersecuritypracticesin the observed
CROSSBOW region

1 The existing links between electricity and cybersecurity legislatiorsider the interdependencies
between power systems and otheetworks and serviceshich may lead to cascading effects across
sectors andacrossborders. Tlerefore,implementation of incident notification procedures that will
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provide timely and relevant information e designatechationalauthority and to relevahauthor-

ities in neighbouring MSs Bubstantial for preventinghe cascading effectef cyber incidentsThe

incident reporting procedures introduced by the cybersecurityulatory frameworlare an obliga-
tion for the OESsand thereforefor TSOsThe findings presented in this report show thatresistent
cybersecurity policendestablished cybersecurifyrocedureswith clearly defined roles and tasks

TSO levedre prerequisite for effective notification procedures.

9 Building successful defenfm cyberattacksdepends strongly on the actions undertaken by com-
panies, their cybersecurity policies and the active implementation of standards and guidelines for
protection of devices and information networkEhis report poposes a cybersecurity framewdi
TSOs that should facilitapeerformingoperational cybersecurity activities at company leVéleanal-
yses in this report also show th@SO cybersecurity polishould be based on regular risksess-
ment procedureghat incorporate assessment of threats as welbadsessment ainpacts and con-
sequences to the systenThe latter isespeciallyimportant for development of cybersecurity
measures thahave justifiable costs. Also, the ability to assess impacts is esderitial definition
of the procedures for incident notification and for deterrimig the significance of the incident.

1 The investigations presented in this report and lessons learnt from past incidents show that the cy-
bersecurity at TSOs should be resultacholistic approach that integrates people, processes and
products. Rising awarenesand continuous educationf the employeesn the utilitiesshould de-
crease the risks emerging from social engineerimggich has becomene of the commoty used
approactes by attackersThe skills anknowledge of experts in operational technologies (OT) and
information technologies (IT) shoutdmbined to develop effective protection measures for critical
assets, especially industrial control systems.

1 Combining the cylmsecurity solutions implemented at product level with implementation of inter-
national standards and structured certification schemes will contribute to increased level of cyber-
security protection on network leveThis report provides a comprehensidescription and analyses
of the existingnternationalcybersecurity standards for power system communications

9 This reportdescribes the experiences iofiplementation of cybersecurity practices in traditional in-
dustriesand recommendations for their impvement It focuses on cybersecurity concepts
power plants and the processes for establishment of cybersecurity pragfanpower plants. The
report shows thathe cybersecurity plans for power plants should be based oragskssmenand
creating taget cybersecurityprofilesthat focus on desired cybersecuritytcomes Therefore the
cybersecurity plans for power plants are associated witloritizing anddetermining the actions
neededto address gaps and adjust existing cybersecurity pradiiceschieving thearget profile.

1 Thereport describes the cybersecurity measures implemented in the CROSSBOW pitddoates
on the cybersecurity measures in the CROSSB@W¢ area monitoring and awareness system
(WAMASYommunicationsand thecybersearity controls in the graphical interfaceisat are imple-
mented in various products. Furthermortie specifics of cybersecurity measures implemented in
the decentralized technologies of the CROSSBOW products are diserspd@sizing the achieved
high level of data integrity by blockchatechnologies

1 The report shows that thapplication of decentralized technologies, as blockchain, offers a perspec-
tive for introducing consensus mechanisms that successfully limit spread of errors within the network
and show high level of fault tolerancadditionally,the best practices of dentralized technologies
in preventing cascading effedtsintegrated systemare described
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ACER Agency for the Cooperation &nergy Regulators
AM Ancillary Market
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Regulation (EU) N&47/2013 of the European Parliament and of the Council o&dril 2013
Blueprint on guidelines for tranJEuropearn energy infrastructure amepealing Decision
No 1364/2006/EC and amending Regulations (ECj1842009, (EC) N614/2009 and (EC)
No 715/2009
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CENELEC European Committee for Electrotechnical Standardization
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ture Directive and assessment of the need to improve their protection
CSIRT Computer Security Incident Response Team
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ESM Joint Stock Company Power Plants of North Macedonia

EU European Union
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HTTPS Hypertext Transfer Protocol Secure

IACS Industrial Automation and Control Systems

IED Intelligent Electronic Device
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PLC Programmable Logic Controller

PMU Phasor Measurement Unit

Procedural Act Procedural Act of the Ministerial council of the EorCthe Establishment of an Energy Com

2018/2/MC-EnC munity Coordination Group for Cybersecurity and Critical Infrastructure

RBAC Rolebased Access Control

RPC Remote Procedure Call

RTU Remote Terminal Unit
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Acronym Explanation

SCADA Supervisory Control and Data Acquisition
SCCG Stakeholder Cybersecurity Cooperation Group
SG Smart Grid

SGTF EG2 Smart Grid Task Force Expert Group 2

SGAM Smart Grid Architectural Model

SGIS Smart Grid Information Security

SGTF2 Smart Grid Task Force Expert Group 2

SL Security Level

SPOC Single Point of Contact

SQL Structured Query Language

SQi SQL injection

SSH Secure Shell

SSL Secure Socket Layer

TC Technical Committee

TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security

TSO Transmission System Operator

USA United States of America

URWP Union Rolling Work Programme

VPN Virtual Private Network

WG Working Group

WAMAS Wide Area Monitoring and Awareness System
XSS Cross Site Scripting
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1 INTRODUCTION

1.1 Purpose of the Document

The dependency of power systems amformation and communication technologies (I@&} increased sig-
nificantly over the past few decaddasansformirg these systemito complex infrastructures thatansfer
data for the purpose ofpplying advanced control functiotisat ultimately increase their security of opera-
tion and continuity of electricity supply for the customers. The process dhliigition of power systems is
still ongoingput its effects have also changed the cybersdty landscape anthcreased the risks afisrup-
tions in the services provided lipfrastructure that is deemed as critical.

Theobjectiveof thisdocument is tanvestigatethe complex cybersecurity landscaged requiredorocesses

on company, nationaand European level with the aim to increase the power systgyhsrsecurity protec-
tion. Starting from theegulatory framework and the new obligations for TSOisdneasing their capability

to handle incidents and mitigate risks, this documeghthetises the obligations and recommendations
emerging from legislatiorf-urthermore, the documenprovides an overview of the relevant standards that
should be used to increase tlwybersecurity of communications in power systetg.utilizing experieres

of pastincidents in the energy sectothis documensummarizes lessons learnt and provides recommenda-
tionsfor the development of adequate cybersecurity policy based on a holistic approach.

The interdisciplinarand holisticapproach in developing @nestablishingybersecuritypolicy on company
i.e. TSO levelis based on integrating the skills and expertidghe peoplewithin the sector increasing of
the effectiveness ofhe processeselated to cybersecurity and ensurimgployment of productghat are
developed accordintp relevant international standard#n this context, the document also provides an over-
view of the cybersecurity characteristics of the products tw@istitutethe CROSSBO&osystem, focusing
onthe products thatare developed tdoe integrated with other systemsand providecollection of data across
the observed power systeysuchas the CREEBOW WAMAS$he graphicaliserinterfaces(GUIspf CROSS-
BOW productss well as on novelties introduced by decentraliiszhnologies ablockchain technology.

1.2 Scope of the Document

According to the EU legislation, critical infrastructure refers to assets and systems that are essential for the
well-being of the citizengl]. The disruption of theseystems would have a significant impact on maintaining

the safety and security of the citizens, their health, economic and social activities. Electricity transmission
systems are considered asitical because their operation directly impacts all the abawentioned func-

tions. Furthermore, disruptions in interconnected transmission systems may affect more than one country,

thus increasing the consequences and costs to the system and to society.

The successful cybattacks in power systems have mtftid effects. The disruption of the essential service
that power utilities deliver is the first and most significant effect, having in mind the interdependencies with
other services. The financial effects of undelivered electricity and potential equipment damagbe sig-
nificant, depending on the spatial effect of the incident and the targeted systems. As the transmission net-
works are interconnected, a cybattack on one system can have a cascading effect and spread on neigh-
bouring systems. The rising sensarafecurity and panic is the underlying element of many cditacks,

but the effect of cybeiattacks on power systems is even greater as huge number of people may be affected.

The secure and reliable operation of transmission systems relies on legacy systems and new technologies.
The existing electricity infrastructure is combined with sophisticated control systems and intelligent compo-
nents with bidirectional communication cabilities to ensure the secure and reliable operation of the trans-
mission systemsThe evolvingcyber security threats require implementation of adequate protection
measures that should reflect the mulictor environment of the contemporary power systeriis. counter-

D8.4 Cyber Security communication procedures and impact of disruption events



and storage units enabling a transnational Wholesale market

G;Sbow CROSS BOrder management of variable renewable energies

actthe cybersecurity risks, th€SOs should apply consistent cybersecurity policy on company Téneepol-

icy should bébased orrisk management proceduremd regular revisiosy, ensuringhat vulnerabilities are
detected,and adequateprotection measures are in plac@/hile this approach is recognized as acceptable
and effective for the CROSSBOW T&@sstill not regular practice in the whole region, as was alredgy
served andliscussed iDeliverable3.2 of this projecf2]. Aiming tobridge this gap, this document synthe-
sizes theegulatory framework that prescribes the obligations of the actors in electricity saogbproposes

a cybersecurity framework on TSO level. fidweew of standardsguidelines and practices, as well as experi-
ences from past incidents on the wider energy sector senget@lop recommendations that are applicable
for the TSOs

Considering the holistic approach in development of cybersectmatyeworksthat incorporates people,
processes and productihe products implemented by TS®Bould bedeveloped considering the require-
ments for data protection and cybersecurifyhe prodicts that are used for communicatipmonitoringand
control purposes have to include certain cybersecurity functionalities and ensure application of relevant
standards These recommendations are followed for alROSSBOWfoducts where communicatiobe-
tween devices igxpected Furthermore, thennovativetechnologies implemented in the CROSSBOW eco-
systemintroduce additional cybersecurity measures that reduce the possilideise of data and intrusions

in the information networksThese characteristics ttie products are essential for their further implemen-
tation by the TSO#s theTSOs are responsible for the operation, security and maintenance of the transmis-
sion systemsthey havethe responsibilityto use products that will not jeopardize teoperation due to
vulnerabilities tocybersecuritythreats.

The policy on company level should complement national actions to increase cybersecurity. This means that
exchange of information in networks of trust and raising awareness of current thsbatdd be established

on national leveand EU/international levelThe implementation of somgartsof the EU cybersecurity leg-
islationin the Western Balkan countriés supported by the Energy Community i®¢ariat (EnG). This cre-

ates a stimulatingenvironment to increase the cybersecurity capabilitissthese countriesand start the
implementation of the EU practices before the actadbption andmplementation of the relevant directives

and regulations.

1.3 Structure of the Document

The Chapter 2of this documentprovidesan overview of the cybersecurity legislation with emphasis on its
impacts on electricity sectom.he objective of tls Chapter is to extract the cybersecurity obligationsT&Os
that are stipulated in the legislatiomnd to investigatethe relations between relevargntities on national
andEUlevel.

The Chapter Provides an overview of assets and threatdhie energy sector, with emphasis gower
systemslt alsodescribes the current practices on incidents notificatibased on the identification of obli-
gationsfrom the legislation and relevant guidelines. Furthermore, this Chapter describes the notable inci-
dents in the energy sector and the lessons learnt from the analyses of the past incidents. The investigations
in this chapter are used to summarize the general impacts of cybersecurity aittqoia/er systems

The relevant standardguidelines and regulation in energy automatae described in Chapter. Fhese
assets areftentarget tocyberattacks, samplementtion of the relevant standards is essential in providing
certain level of security.nis chapterlsodescribes the current practices in industry related to cybersecurity.
The focus is otraditional industries, includingower plantsand establishment gbrograms for their cyber-
security,

The Chapter 8escribes the cybersecurity requirements in CROSSBOW products GRBAESBOWAMAS
is the product thatprovides data for the other products in the CROSSBOW ecosystem, the focus is on the
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cybersecurity reguiements and the applied cybersecurity practices in this prodagtthermore, the cyber-
security controls of the GUIs in CROSSBOW products are described inftetaibplementation of decen-
tralized technologiestroduces specific cybersecurity measunshjch are described in detail for the CROSS-
BOW Ancillary Market (AM) product.

The best practices for developing and deploying secuegfaces to reduceybersecurity risks in integrated
systems are presented in Chapter 6, along weheral recommendations from other European projects. This
chapter also includes proposal for a cybersecurity framework on TSO level, with descriptasksoaind
processeshat are required to develop consistent cybersecurity policy at company level.

The find chapter summarizes thimvestigations of the previous chapters and points out conclusions from
each of the chapters in the document.
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2 Legislation related to security afietworks and infrastructure

The effects ofcyber incidents may spread across various sedorsacross borderdiming to provide an
effective responseo cyber threats EUcybersecurity legislation has horizontal and intersectoral approach.
The following subchapters explaithe general features of the EU cybersecurity framework and the specifics
related to the electricity sector.

2.1 EU:Directive on theidentification anddesignation of Europeauritical infrastructure

ThedDirective 2008/114/EGnidentification and designation of European critical infrastructures and assess-
ment of the need to improve their protecti@n(Critical InfrastructureDirective [1] sets the EU proceder
identification and designation dEuropen critical infrastructure(EC) andestablisheshe approach foim-
provement of thér protection. The process of identification of ECls shazddsider the possible economic
and social effectsAs theCritical InfrastructureDirectiveapplies to the energy and transport sectpthe
identification processhould apply specific sectoral critef@ each ECIThe Critical Infrastructure Directive
sets the requirements for development of operator security plans and security liaisoardfiiceach ECI.
The operator security plan shouidentify critical assets of the ECI and develop protection measiies.
security liaisorrepresents the communication link between the ECI operator thedrelevant authority in
the country. Furthermorethe Critical Infrastructure Directive has been developethtilitate cooperation
between EU countrieagainstdisturbances orEClghat spread over two or more EU countrieadto in-
creasecooperation on EU level. THEJMSsshouldperform assessments aisks andreport biannually to
the EC theassessed risks direats and vulnerabilities.

Thekeypoints of the Criticdinfrastructure Directive have been discussethimDeliverable8.2 of this Project
[2], with emphasis on thebligationsof the designated ECISincethe completionof [2], the European Com-
mission(EChaspublished document on external evaluation of th@ritical Infrastructure Directivig]. Ac-
cordingto this document{3], the objective for creation afommon framework for identification andesig-
nation of ECI& not entirely fulfilled. Furthermore, fce the adoption of th€ritical Infrastructurdirective,
the circumstances and threats have changed significantly, so it can be concluded that at present its relevance
is partial.While its effects o national level are observable by the designated Bfdisthedevelopment of
protective measuresthe majorchallenge is the sectoral approach insteacaafystematic, wider approach
that considers both sectoral criticalities and intersectoral dependengiesording to[3], the Critical Infra-
structure Directivehas providedhe adequateenvironmentfor improvement of nationalegislation and ob-
ligationas well asncreasing the awareness all stakeholdersn EU MS#hat had noobligations for protec-
tion of critical infrastructues prior thetransposition of this DirectiveSignificant activities have been
performed to initialize anéchieveprotection ofEClswhich in some EU M$&gpanded to building resilience
as well.This is considered as added vabfahe Criticallnfrastructure Directive,especiallyconsidering that
the procesdor development offrameworks for protection o€ritical infrastructureon national level would
have required higher costs, longéme, and unnecessary use of resourcés addtion, its consistency to
other EU legislatiomelated to energy and transpoi$ evident

The evolution of threatas well as thatrong crossorder and interconnectedtructure of critical infrastruc-
ture and allthe services it delivers might reduce the relevance of the Critical Infrastructure Directive
future. Thereforethe developmenbf protection of ECls (total of IBClIs have beetfesignatedn the EU)
shouldenvisage epansion to othersectorsand tale interdependencies between sectors into accousiimi-

lar approach is alreadgresentedin the dDirective (EU) 2016/1148 of the European Parliament and of the
Council of 6 July 2016 concerning measures for a high common level of secodtwofk and information
systems across the Unién 6 b L {  [B]AANdBieéhallj ik Eevision of theEuropearProgramme folCrit-

ical Infrastructure protection (EPCIB] from 2013introduced the need toincrea® the crossborder inter-
dependenciess well as interdependenciegnongcritical infrastructuresindustry andstate actos. A step
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further would be introducingind buildingresilienceof the critical infrastructuressa naural extensiorof
the prevention, preparedness and resporggproach already in place.

2.2 EU: Directive orsecurity of network andinformation systems¢ NISDirective

The NIS Directivid] is the centrepiece of the EU legislation cybersecurityThekeyobjectivesand obliga-
tions of the NISDirectivehavealreadybeendiscussed ithe Deliverable 3.2 of this Projefd]. For the pur-
pose of this document, the ast importantaspects ar¢he incidentresponse proceduresndpracticeswvhich

are performed in cooperation betweenational competent authoritieNCAS) single points of contact
(SPOCegNnd ComputerSecuritylncident Responseeams (CSIRTIheEUMSs may designate one or more
NCAsand theirresponsilility is to monitor the implementation of the NIS Directive on national leweth
tasks ranging from incident reportingetting security measureseceiving and handling incident notifica-
tions, supevisionin implementationof the Directiveand identification ofOES. The SPOCs are responsible
for maintaining cros$order cooperation between EU MSs with regards to incidents notifications. The NCA
and the SPOC are the same entity if only one NCA igriéged on national levellhe designated national
CSIRTare responsible fomonitoring incidentsproviding early warningsesponding to incidentgperform-

ing risk and incident analyssnd participating in the CSIRTs Netwdrke network of CSIRTE established

to facilitate cooperation on incident reportingetween the EU countrieShe cooperation on EU leveas$
ensured byestablishment of theNIS Cooperation GroJd] consisting of representatives of EU Mg EC
and theEU Ayency forcybersecurity (ENISAince 208, the NIS Cooperation group has issued a number of
reference documents anguidelines to support thémplementation of the NIS Directiv&éhese documents
are discussed further in the text.

TheNISDirectivealsoenvisagesdentification anddesignation oOESsind digital servic@roviders the for-
merencompassing thaeetwork operatorsand suppliersn the electricity sectqgras defined irticle 2, points

4,6 and 19fthe d 5 A NB Ol A @ Sof therEardpean ®arli@ment and of the Council of 13 July 2009
concerning common rules for the internal market in electricity and repealing Directive 200354&ELC-
cordingto the provisions of the NIS Directi{4], theidentification of OESs is the first step in th@iotection.

The OESs hawbligationto maintain the securit of their network andinformationsystemsi.e.d i 2 NX a A a
at a given level of confidence, any action tleatnpromises the availability, authenticity, integrity or confi-
dentiality of stored or transmitted or processed data or the related services offered by, or accessible via,
GK2aS ySig2N] | yR!TheGESNAd obliyatey ave &ha apPripiite technicaland
organizationakapacitiesfor managing the security riskaf their networks and information systems and to
follow the outlined procedures foreporting incidentsthat impose significant impact on the services they
provide[4]. This means that they should notify the NCA or C&IRut unnecessary delay of any significant
incident and that they should take all appropriate measures to minimize impacts of incidents on their net-
works and systems.

2.3 EU:CQybersecurity Act

ThedRegulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on information and communications technology cybersecu-
rity certification and repealingRegulation (EU) No 526/2048ybersecurity A¢{7] entered in forceJune
2019and is the EU Regulation that is designeddmplement the NIS Direc&\4], introducing two newkey

aspecs: 1)permanent mandate foENISA, with new taskshd responsibilities in cybersecuyit2) EU rules

for certification of products, processes and servicENISAwas established by the Regulation (EC) No

1 NIS Directive: Article 4 (2)
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460/2004 and its tasks and mandate have been extersdgaeratimesuntil the adoption of the Cybersecu-
rity Act.

Accordingo the Cybersecurity A¢7], ENISAhall:
9 contribute tothe development and implementation of the Eybersecurity policy and law
1 support capacitybuildingon national and EU levietspeciallyoy supportingdevelopment ofCSIRY

1 support operational cooperation among EU MSswell as EU institutions, bodies, officagencies
and stakeholders

support the certification of ICT productervices and processes

contribute to increase of information and knowledge excharigetease ofpublic awarenessnd
promote education a cybersecurity

9 supportinternational cooperation \th third countries and internationabrganizations as well as
within international cooperation frameworlf®r issues related to cybersecurity.

In terms ofoperational cooperatiorni7], ENISA shall contribute the development of cooperativeesponse
at EU level and at EMSs leveto largescale cros$order incidents and crisiglated to cybersecurityThe
Cybersecurity Adtets the role of ENISA éstablishing and maintaining the certification procas&NISAs
responsible fordevelopment ofits technical backgrouw andcertification schemedn fact, ENISA shall pro-
vide guidelines and develop good practiaas requiremeits for ICT productdCTservices andCTprocesses
in cooperation with national authorities responsible for the certification proeagbthe relevant industryit
shall alsdacilitate the development o$tandards for risk management and security of ICT prodi€iser-
vices andCTprocessesWith regards to OESs, ENEBall cooperate with EU MSs and industryhe devel-
opment ofthe technical aspects of the security requirements for QE&scordancavith existing standards
and the NIS Directive provisions.

The development of the European Cybersecurity Certification Framework has the objective to create certifi-
cation schemes for ICT products, ICT services and ICT processes that shall be valick &b She lifecycle
of the scheme and the responsibilities of the relevant entities are presenteayiurel, [8].

Stakeholder Cybersecurity Certification ENISA

Group Ad hoc Working
Advises Commission on strategic priorities Group for each
and Union Rolling Work Programme on scheme
Certification

European ENISA
Consults Industry,

European
Commission

Union Rolling Commission ENISA
Work Programme > S
on Cybersecurity Requests ENISA to Prepares candidate Standardisation

Certification prepare Candidate scheme Bodies, other
Scheme stakeholders

Adopts* Candidate
Scheme

Figurel Lifecycle of the certification schemi@]

The certification schemes should fulfil clearly defined objectivgmcluding
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data protection

authorization of access andcording of accessed data, services and functions

identification of dependencies and vulnerabilities and their documentation

verification that ICT products, ICT services and ICT processes do not contain known vulnerabilities

restoration of availabilit and access to data, services and functions after incidents

=A =4 =4 4 -4 4

security of ICT products, ICT services and ICT processesalit and bydesign and ensuring that
they are provided with software and hardware with no publicly known vulnerabilities.

The cerification scheme should provide three levels of assurance for certified products (basic, substantial
and high). A provisional representation of the certification process for basic / substantial level of assurance
of a product is presented oRigure2. The Article 54 of the Cybersecurity At} prescribes the minimum
elements that should be contained in the European cybersecurity certificatbeme. The cybersecurity
certification is voluntary unless otherwise prescribed by EU or MSs law. The Cybersecyiityalsct pro-

vides the conditions to be met for mutual recognition of certification schemes with thirdtdes.

Elements of the Scheme

(incl. prod category, assurance level)

Evaluation Prodoct

: s By reference International,
an EU Specifies EU, national i
Certification 2 el Standards/
Scheme tech specs
Applies Assess conformity to
National i ifi Conformity Accredits
Cybiorsciirity Authorises & Notifies e it Naﬂ?;al
Certification —— Body —_— Acm tion
Authority (Eval. Facility) Y

1. Evaluates (applies evaluation process to
assess product's conformity with
requirements)

2. Certifies conformity

4. Certificate is
recognised in the EU ‘
- -
I Sscheme Governance B e Product m

I certification Procedure . Member State

Figure2 Provisional certification schemg8]

The objective of the establishment of the European Cybersecurity Certification Group (ECCG) is to aid and
advice the EC in the implementation of the Cybersecurity Act, especially in certification issues. According to
the Cybersecurity A¢7], ECCG shaltlvise ENISA and magquest ENISA to prepare candidate certification
schemes, adopt opinion on candidate schemes prepared by ENISA and adopt opinion addresséfiCto the
with regards to maintenance and review of existing scheniteshould also recommend ENISA to engage in
addressing gaps on certification in existing standards with international standardization organizations. Fur-
thermore, ECCG shall support the alignment of the certification schemes with international starfla@is.

has an essential role in capaehyilding and informatiorsharing with national certification authorities re-

lated to certification. ECCG is also responsible to follow developments and exchange information on good
practices in certification proceduress well as support the peer assessment mechanisms accaxalithg

rules for cybersecurity certification.
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The Cybersecurity A§T] also envisagesstablishment of a Stakeholdeylzrsecurity Cooperation Group
(SCCQGhat will have an advisory rolier the ECon strategiccybersecurityissuesand willassist in the prep-
aration of the Union rolling worgrogramme(URWP). The first version of ttlRWPFshould be published no
later than 28 June 2028nd its objective is tinclude a list of ICT products, ICT services and ICT prooesses
categoriego benefit from the European cybersecurity certification scheffigelist [7] shouldconsider ex-
isting nationalcybersecurityschemes relevant law and policymarket developmentthreats development
and requests fospecific candidate schemes form ECCG.

2.4 EU:Blueprint for rapid emergency response

ThedRegulation (EU) N&47/2013 of the European Parliament and of theuncil of 1April 2013 on guide-

lines for transEuropean energy infrastructure and repealing DecisioriB&1/2006/EC and amending Reg-
ulations (EC) N©13/2009, (EC) N814/2009 and (EC) Nt15/200% (Blueprin) [9] has been dopted in

2017 to facilitatetimely and effective respons® largescale cybersecuritgttacks. The Blueprir[®] pro-

videsi 22fa FyR OlA2ya Ay NBalLRyaS (G2 O2oSNBRSOMzZNAGeR
Sate to handle on its own or when it affects two or mdvkSs with such a wideanging impact of technical

2NJ LR EAGAOLE aA3aYAFAOIYOS GKIFG AG NBI dzA RNBhe BlieA YSE &
print [9] sets the objectives and modes of operatimtween EU MSs and EU institutions in response to{arge

scale incidents, including tHategrated Political Crisis Response (IPCR) arrangement at EU political level and
the general rapid alert systeARGURhat links all specialized emergency systems

The primary response tlarge-scale cybersecurity attacks and crisis is obligation of the EU MSs, but EU insti-
tutions gain substantial role in the process. Apart from the institutions and bodies responsipldiéar and

military intelligence the cooperation on technical level is supported by ENISA, CSIRTs Network and Computer
Emergency Response Team for the EU institutions EBIRThe recommendationfom the Blueprint9]

maybe summarized in the following key points:

1 EU MSs and EU institutions should establish EU Cybersecurity Crisis Response Framework based on
the Blueprint. The framework should identify actors and roles at technical, operational and strate-
gic/political levé and develop standard operating procedures for their cooperation.

1 EU MSs should address cybersecurity incident response througtvéilable national mechanisms
and provide procedures for cooperation on EU level. Furthermore, EU MSs should use thg existi
and developing EU programmes and mechanisms to ensure cooperation during actual crisis. EU MSs
are obligated to ensure efficient information flow in the context of crisis management.

1 EU MSs and ENISA shoatmbperate in development and adoption of commtaxonomy and re-
porting templates that will provide adequate information on the causes and impacts of the incidents.
The work should be done considering available guidelines developed by the NIS Cooperation Group.

1 EU MSs with support of ENISA should Umedpportunity to exercise their response to largeale
incidents and use lessons learned to improve the developed response practices.

The core objectives of thélueprintare to enable effective response, to share situational awareness, i.e.
sufficient inderstanding of events by relevant stakeholders on technagayational,and political level and

to agree on key public communication messages. These objectives should be admdtedorinciples of
proportionality, subsidiarity, complementaritand onfidentiality of information.

2 Recital (2), Blueprint for rapid emergency response
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The cybersecurity incidemeésponseat EU level is presented Figure3. The national activities and coopera-
tion at CSIRT Network level are carried out during the incident, based on the principles of proportionality and
subsidiarity, regardless of the activatiohtbe EU crisis management mechanisms.

| IX
A
‘ National Incident Handling / Crisis Mgt (National Incident Response Plan)

"" CSIRTs Network Cooperation (according to CSIRTs Network SOPs)
- | Monitoring IPCR - Political Coordination at EU level

I ARGUS Phase I ARGUS Phase II
o ) EEAS Crisis Response Mechanism
]

Member 2 CSIRTs \ EEAS
‘Q States “.‘ Network ' W IPCR Sl ARGUS o CRM

Figure3 Cybersecurity incidentesponseon EU leve[9]

2.5 EU: Directive on attacks against information systems

The dDirective 2013/40/EU of the Europedtarliament and of the Council of Auigust 2013 on attacks
against information systems and replacing Council Framework Decision 2005/222(IHtActive
2013/40/EU)10] establishes the minimunrules concerning the definitioaf criminal offencesnd relevant
sanctions The objective of th®irective 2013/40/EUk to harmonize the rulesn attacksagainst information
systemsacross Europand to improve the cooperation between relevant authoritiesEU MSs as well as
the EU agncies and bodiedn fact, this Directiv§10] complements e regulaive framework in cybersecu-
rity byintroducing criminal penaltiefr the actions that jeopardizmformation systemsThe subject matter
and scope of thdirective 2013/40/EUake into account the importance of EGisd the effects of large
scale attacksmthese systemstating thatthe crossborder impact of thecyberattacksshould bemitigated
with effectiveprotection anddefencemeasures andiscouraged bgffective sanctioning.

TheDirective 2013/40/Eldets the definitionand common elements of criminal offenc@egal system in-
terference, illegal data interference, illegaterception and illegal access to information systeaig)ing to
ensurea consistence in the approach of EU MSs in application of the Dirgi@ivEurthermae, the EU MSs

are obligated toset effective, adequate,and discouragingoenalties against cybeaattacksgiven their own
estimation on theseriousnessnd the effectof the action (minor vs. majarHowever, theminimum levels

of maximum penalties areprovided in the Directivgl0]. TheDirective 2013/40/El&lso recognizes that the
attacksmay be planned and organized in one place and executed in another, so appropriate jurisdiction is
establishedconsideringhe placewhere the attackeioffender)is physically pr&ent when committing the
offence the location of the targeted system, theationality and residence of the attackand the location

of the establishment of the legal person that benefits from difence.

The Repor{11] on the application of the Directive 2013/40/Ethtes that since the transposition of the
Directive by EU MSsa substantial progresa criminalizingof cyberattacksacross the EU has beeacom-
plished The analyses show thanprovements are expected itne use of the definitions of th®irective
2013/40/EU Furthermore, thechallengedor relating theactionsto offences andreaing common stand-
ardsfor penalizing cyberattackshould be metOther issues in implementation are related to administrative
issuesreporting and monitoring.
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2.6 EU:Next steps in cybersecurity regulatiornproposal for European Cybersecurity Industrial
Technology and Research Competence Centre and NetwbMational Coordination Cen-
tres

A Proposalfor a Regulation on establishment of a European Cybersecurity Industrial Technology and Re-
search Competence Centt€ompetence Centrggnd Network of National Coordination Centfég] is de-
veloped and ibuilds on the adopted NIS Directif and Cybersecurity A¢T]. It aimsto use the available
capacity across the BO support maintaining and developing the technologiadl industrial capacities re-

lated to cybersecurity, thus increasing the competitiveness of EU industries on global level andEd¢cure
Digital Market

According to thecurrent version of theProposal[12], the objectives of the Competence Censfeould be
carried out through various tasks aimitrgfacilitate and help in the coordination of the NetwarkNational
Coordination Centredo contribute to the cybersecurity part in the Digital Europe Progranji® and of
Horizon Europe Programnji#4] and to increase cybersecurity capabilities, knowledge and infrastructures at
the servie of industries, the public sector and the research commuityaddition, he objectives of the
Competence Centrevould beto contribute to largescale deployment of cybersecurity products and solu-
tions, to reduce skill gaps and increase cybersecuribpdedge and understanding, to reinforce cybersecu-
rity research and development at EU lesaldto help the cooperation and synergies between civil and de-
fence sectors.

TheProposal[12] envisages nomination of National Coordioa Centreby each MS and th&Cshall decide

for the accreditation of that entity as National Coordination Centre based on the critpialatedin the
proposedRegulation. The National Coordination Centre shall become a part of the Network of N&anal
ordination Centres, thus gaining the opportunity to access the technological expertise in cybersecurity, en-
gage with the industry and research community as well as to support the Coordination Centre and the Net-
work of Coordination Centres in fulfillinigeir objectives.

2.7 EU Cleanknergy for all Europeanpackage

Clean Energy for all Europeans is the new legislation package consisting of eight acts that address the energy
sector.The acts encompass energy performance of buildings, renewable energy, energy effieldgoy;

ernance system for integrated M@arnational energy and climate plans, electricity market design, risk pre-
parednesf the electricity sector anthtroduction of a stronger role of the Agency for the Cooperation of
Energy Regulators (ACER).

ThedRegulation (EU) 2019/941 of the European Parliament and of the Council of 5 June 2019m@pask
edness in the electricity sector and repealing Directive 2005/89[E%]} recognizesybemttacksamong ex-
GNBYS OANDdzvadlyoSa F2NJ GKS St SOGNROAGeE &agadsSvyay
national borders. Even where such crises start locally, their effects canyrapi@ad across borders. Some
extreme circumstances, such as cold spells, heat waves or cyberattacks, may affect entire regions at the same
0 A Y$heRegulation (EU) 2019/9415] actuallytakes into account the complemeantity with the NIS Di-
rective[4] and ensures that cybdncidents are recognized as risk and accounted for in the risk preparedness
plans. Further on, th®egulation (EU) 2019/9415] stipulates the establishment ®CA as well as devel-
opment of Methodolog for identifying regional electricity crisis scenativ8] by the European Network of
Transmission System Operators for ElectridiMTS€E). TheMethodology was proposed artias recently
(March 2020) beempproved by ACERhe Methodology16] has introduced cyberattacks as hazards that

3 Recital (2), Regulation (EU) 2019/941
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could initiate electricity crisis scenarids. they are listed undess 02y a SljdzSy G Al £ KI T I
j dzSy 0Sa 27F YItAOA2dzA |ASsequidd in thiRggRati TEUF2049/0415] 408 NI
based on the Methodologjl 6], the relevant regionaglectricity crisis scenarios should developed by EN-
TSCGEwithin the six months of the approval of the Methodologgd submit the proposals to the regional
security centres, TSOs, competent authorities and Electricity Coordination Group K&agsgl crisis sce-
nariosshould be developed by theCAwithin four months after the identification of the regional scenarios
and discussed with the relevant national authorities, includingitB©sThe regional and national electricity
crisis scenarios are the basis upon which thepigparedness plans are developdtheNCAof each EU MS

in cooperation with the relevant stakeholders develop theps&paredness plans that should prevent, pre-
pare and mitigatehe electricity crisis. ThRegulation (EU) 2019/9415] takes in consideratiothe need for
cooperation between EU MSs and®2Psn terms of identification of electricity crisis, development of crisis
scenarios and risgreparedness plansThese activities should result with solutions tkat not allow jeop-
ardizing the security oupply of EU MSs and EnC (¥s.thesepurposes.the ECmay inviteEnC CP®
participate inthe ECG.

oRegulation (EU) 2019/94% the European Parliament and of the Council of 5 June 2019 on the internal
market for electricitg [17] introduces cybersecurity within the tasks of ENJES@nd of the EDistribution
System OperatorDSOgntity. Namely, ENTSP has the task to promote cybersecurity and the tasks of EU
DSO entity include data management and protection and cyler#g in cooperation with relevant author-
ities and regulated entities-urthermore, the Regulation (EU) 2019/943] stipulates establishment dfet-

work Code on Cybersecurityith rules on minimum requirements, planning, mtmming, reporting and crisis
management.

NR 3
| 3¢

2.8 ECrecommendation oncybersecurityin the energy sector

The horizontal approach in cybersecurity introduced in the NIS Dirquibwdesthe essentiatonditions for
implementation of measures that shouidcreasethe cybersecurity in several sectors, including the energy
sector. However, each sector has certain specifics that need to be further addressed. The EC Recommenda-
tion on cybersecurity in the energy sec{dB] takes into accont the reatime requirements of the energy
systems, the possibility of cascading effects and the existence of both legacy andfdtateart technology,

and identifies the main actions that should increase the cybersecurity preparedness in the erctogyTée
recommendations introduced if18] are dedicated to energy network operators, which implies they should

be followed by all network operators, not only designated OESs.

The realtime operation of the energy sector ésgreat challenge in introducing cybersecurity measures. As
a2YS I OlAz2ya FyR O2YYlFIyRa Ay GKSasS aegadsSvya [-NB LIS
GAYSE TtAYAGlI GA2Y thaiha$i@bg adaresSaBugh adequaté sofutiodytisSegard,
the Recommendatioron cybersecurity in the energy sectid8] proposes that OESmplement the most
recent international standards for reime communicatio, cybersecurity and installation¥hey need to
provideadditional physical protection on legacy installatigusthathigh levelof cybersecurityis achieved

In addition, the Recommendation on cybersecurity in the energy s¢t8prescribeghat network opera-

tors consider the use of private versus public netwdidstele-protection. When public networks are used,
the network operatos shouldensure the allocation of specific bandwidihdthe required latency and com-
munication security. The Recommendatidi8] also prescribes organizing the system into several zones with
specific common time and process constrastsadequate measures are implemented for each zbvieere
applicable, thanetwork operatos should choose a secure communication protocol betwiberinstallations

and the management systen@d authentication protocol for machir@machine communicatiotthat are
adequate to the reatime constrains[18].

The possible disruptions caused by cyberattavley have cascadirgffects on the highly interconnected
electricity systems across Europe. Therefore, the Recommendation on cybersecurity in the enerd§8pctor

D8.4 Cyber Security communication procedures and impact of disruption events



and storage units enabling a transnational Wholesale market

G;Sbow CROSS BOrder management of variable renewable energies

proposes tkat network operatorsespecially designate@ESs alongith other relevant stakeholdershould

assess their interdependencies and criticality in case of successful cyberattack. They should set structured
communication procedures, including communicatiotCSIRTSs, which is in line with the NIS Direfdive
Furthermore, the Recommendatidi8] proposes that cybersecurity measures should reflect the assessed
level of criticality, with adequate nasures for new Internet of Things devicédso, thenetwork operatos

should consider theyberphysical effects to the systeshouldestablish andpply criteria that shalmprove

0KS adaeaitsSYw®a NBaAfASyOS

The coexistece of legacy and statef-the-art equipment is another challengetime process of development

and implememation of cybersecurity measures. The Recommendafit8] prescribes obligations fanet-

work operatos andfor technology providers. In fact, theetwork operatos and technology providers should
follow international cybersecurity standartisthe possible extent. @tomers and other stakeholders should
adopt a cybersecuritpriented approach for their systems/equment connected to the electricity network.

The technology providers are obligated to provide tested solutions for known cybersecurity issues for legacy
and new equipment free of charge. Thetwork operators are obligatedat[18]:

carefully consider the possible vulnerabilities when connecting legacy and new equijpment
conduct risk analyses on legacy equipment
update software and hardware whenever possjble

enable automated monitoring and analysis capabftitylegacy andnternet of Things deviceand

= =4 4 4 =4

take measures against attacks coming from malicioashtrolled consumer devices and applica-
tions.

The network operatos shouldcooperate with technology providerfar replacement of legacy systems if
assessed as usefidr cybersecurity reasons bgbnsideringhe essential functions of the systeffihe ten-

ders published by the network operators should be formulated in such manner that adequate care is taken
to introduce cybersecurity features of new equipment, ensuret tecurity updates are available and that

the obligations of the vendors are well known in advance.

2.9 EU:Network Code on Cybersecurity

The Regulation (EU) 2019/91F] prescribes the establishment seéctorspecific rules to tackle the issue of
cybersecurity for electricity systems, ietwork Code on CybersecurityThe Smart Grid Task Force Expert
Group Zhas been working on recommendations tbhe Network Code on Cyersecurityand thefinal version

of the (Recommendations to the European Commisg@mrthe Implementation of SecteBpecific Rules for
Cybersecurity Aspects of CreBsrder Electricity Flows, on Common Minimum Requirements, Planning,
Monitoring, Reportid | Y R/ NJ& a A BGTF IEgRecdBmeSdtidoris)l9pwas publishedlast year
(June 2019)

TheSGTF EQRecommendationgl9] on the structure of theNetwork Gode onGybersecurityare presented
in Figure4 andcan be summarizeds follows
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9 baseline protection for energy system operators: fulfil minimum security requirements as for the EU
Energy $stem in accordance with the Cybersecurity ¥¢and setup the information security man-
agement systems in accordanedth ISO/IEC 27001:2042ind include controlof the ISO/IEC
27002:2013and ISO/IEC 27019:2Istandards for risk management

9 advanced cybersecurity implementation for energy systems OESs: protect infrastructupeand
form risk management process for the related supply charsvideprotection against crosborder
and coss organizational risks through risk assessment and treatrparticipae in anearly warning
system

1 supportive elements and tools: use sectgrecific guidance on crisis management for operators and
implementsupply chain security for operators, use tool sasghe maturity of the cybersecurity
system implementation and direct its further development.

(" Protection of ][ Supply Chain )
R

Current Cybersecurity
Infrastructure isk Management )

4 3
Protection against Cross-Border and
Operators of Conformity to Cross-Organisational Risks
Essential Minimum >
ISO/IEC 27001

~
Services : ) cont . s.::umy Active Participation in the Early
| ) equirements Warning System

v

* 4 swportvecemens  f

Guidance on Guidance on Energy Cybersecurity
Crisis Management Supply Chain Security Maturity Framework

Figure4 Proposed structure of the Network Code on Cybersecufit9]

The baseline protection should be common for all network operators and provide minimum level of security
without limiting the decisions of the system operators to implement higher security meafl®gdt ako

takes in consideration that there are differences in the capabilities and capacities of system operators for
implementation of cybersecurity measures. Following the principles of baseline protection, the operators
should have cybersecurity practices amecesses implemented on organization level. This is ensured by

4 1SO/IEC 27001:2017 Information technology 1 Security techniques T Information security management systems -
Requirements, is the updated version of this standard (included corrections Cor 1:2014 and Cor 2:2015). The new version
is used further in the text

5 ISO/IEC 27002:2017 Information technology i Security techniques i Code of practice for information security controls,
is the updated version of this standard (included corrections Cor 1:2014 and Cor 2:2015). The new version is used further
in the text

6 ISO/IEC 27019:2020 Information technology i Security techniques i Information security controls for the energy utility
industry, is the updated version of this standard (included corrections 2019-08). The new version is used further in the text
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implementation of Information Security Management Systems (ISMS) according to International Standardi-
zation organization/International Electrotechnical Commission (ISO/IEC) 27001:2017andmiibls of the
ISO/IEC 27002:2017 and ISO/IEC 27019:2020 stafAdards

Risk assessment is essential tool of the ISMS and is used for uncovering the possible threats and for the
overall cybersecurity risk management. In accordance with the SGTF EG2 Recommefidfitims risks

should encompass #hrisks that are specific for the organization, the risks that are common for the trans-
mission and distribution systems and the risks that are industry specific. Therefore, the system operators
should maintain records of incidents and threats, while ENES@d EU DSO entity should keep records of
known basic risks and threats and ENISA should provide annual updates of threats for TSOs and DSOs. The
next step is to map the threats to the assets with the aim to decide which assets are already under minimum
or required level of protection and which assets require deployment of new/additional measures. In this
regard, the SGTF EG2 Recommendatjp@bpropose using an infrastructure network plan and categoriza-

tion of assets. As proped in[19] ACER in cooperation with ENTE@nd EU DSO entity, should align the
approach on categorization of assets with national regulatory agencies.

The baseline protectiokey feature ispplication of European cybersecyriertification schemeistroduced

in the Cybersecurity A¢t]. SGTEE@ Recommendationgl9] propose that system operators use certified
ICT products, processes and services, given that a cditificecheme is established and components are
available from at least two providers. However, the major challenge iestipgirement ofadequate support
during the whole life of the products, processes or servaras the requirement to replace componeri$
legacy systems that do not satisfy the minimsecurity requirementsTherefore, the minimursecurity re-
guirements are derived considering the implementation of standards on ISMS and risk management for the
network operators as well as implementationrefjuired technical standards that shall become part of the
certification scheme by equipment producelsiplementation of standards related to cybersecurity is also
a requirement for thedeployment companies (i.e. system integratobgcause of their intenediate func-
tions of integrating ICT products into the ICT infrastructure of the network operdibesSGTF EG2 Recom-
mendations[19] propose a methodology for determining the minimesacurity requirements for the com-
plex electricity systems whicimvolves active participation of ENT-&Cand the EU DSO entity as well as
cooperation with ENISA in terms dévelopment of certification same and cooperation with the EC for
interventions in international standards that should be applied in the certificafltre minimursecurity
requirements are based on the European reference architectureSraart Grid Architectural Mocdel
(SGAM), with defined role models for the infrastructurds it is a reference model, it does not have to reflect
current (deployed) infrastructure.

The advanced cybersecurity implementation for O&Sssists of four essential blocks asldould provide
protection beyondhe baseline protectionntendedfor all system operatcs. The firstblockrefers to protec-
tion of current infrastructure It should be based on the abeweentioned methodology for minimursecu-
rity requirements but implemented on current infrastructuretimar than the European reference architec-
ture. This meanthat the OESs should choose their products, services and processeswayickeviate from
the European cybersecurity certification schemethdy provide evidence that the level of protection is at
leastequalas the one defined with the minimwsecurity requirementsThe evidence should be derived
from the conducted ris assessment and riskanagement procedures described in the abewentioned
methodology. Accordingp the SGTF EG2 Recommendatifiry, NCA might recommend this ridkased
approach to all energy system operators.

7 More details on the standards mentioned in this section and other relevant standards is available in subsection 4.1 of
this document.
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The second building block addresghe objective to create trust in the components supply chain in the
energy sectorBesides the security of supply chains defined in international standards, SGTF EG2 Recommen-
dations[19] propose following ISO/IEC 27001:20ar supply chain risk management and review of controls

of 27002:20% and ISO/IEC 2791220 on regular basis. Identified riskhould be addressed with adequate
counter measures.

The third block is related to crof®rder and cros®rganizational cyber risk management. The objective is

to improve the resilience of the highly interconnedteetworks.In this context, theSGTF EG2 Recommen-
dations[19] propose establishment of a cybersecurity risk management advisory group for the electricity
sector that should contribute to identification and management of cfosgler and cros®rganizational

risks. The advisory group should define and then validate and maintain common risk identification and risk
impact assessment models that can be used by all operators. The group should contribute to building princi-
ples and gulelines on thepracticalimplementation ofcybersecurity measures.

The fourth block addresses the neefjparticipation of OESs and other operators in an early warning system,
which goes a step beyond the proposed information exchanges and proceduresimgniogn the imple-
mentation of the NIS Directiid].

The supportive elements of the Network Code on Cybersecurity are introduced with the aim to achieve con-
sistent application of the Code across EU MSs. The supportive eleimelide guidelines and best practices

on cybersecurity measures as well as tools to sst®e level of maturity of the implemented cybersecurity
measures and the level of implementation of the Network Code on Cybersecurity.

2.10EnCregulation: Energy Community Procedural Act related to cybersecurity

Considering thgrowing importance of cybersecurity, tiC adopted théProcedural Act fthe Ministerial
council of the EnC on the Establishment of an Energy Community Coordinatiom fGr Cybersecurity and
Critical Infrastructuré (Procedural Act 2018/2/MENC)20]. The main obligations emerging from the Pro-
cedural Act 2018/2/M€&EnCtransfer some of the obligations frof@ritical Infrastructure Directivfl] and
from the NIS Directivit]. Namely, these obligationisclude:

9 establishmentof a coordination group for cybersecurity and critical infrastructure within the EnC
(CyberCG) witlan aim to promote high level security of network and information systems and of
critical infrastructure

9 designaton ofone or moreNC/A andSPOGor the security of networland for critical infrastructures
by EnC CPand

9 designation of one or more national CSIRTSs.

For the electricity sector th&POGnNd NCAshould cover electricity generation, supply, market operation,
distribution, transmissiopand storage The Procedural Act 2018/2/MEn(j20] also introduces obligations
on the EnC CPs to identiyitical infrastructures in Bs and to report on the applied security measures and
operator security plansvhich is in accordance with Critical Infrastructure DiredijeFurthermore, the EnC
CPs should report on the obligations set to digital servicesgigers and electronic communications opera-
tors related to security requirements for energy trading and balancing servibesEnC CPs have the obliga-
tion to report on the identification process and the adopted criteria for significance of disru20hs

2.11Overview of cybersecurity framework with emphasis on electricity sector

TheFigure5 showsan overview of thegeneralrelationsemerging from thecybersecurityegulative frame-
work. The red lines showthe entities havingbligationsfrom the various legislative actshe blue lines rep-
resent cooperation and interdependencibgstween various enties and legislatiorand green lines show
outputsthat are envisaged bynplementation of thelegislative actsApart from adopted legislatiorkigure
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5 also includes the relevant legislation proposals which are discussed in the previous sections and which
should be adopted in near future.
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Figure5 Overview of major relationsand actorsin cybersecurityrelated legislationlandscape

The graphical representation froffigure5 shows the complementarity of the cybersecurity legislation and
the energy (electricity) related legislation. While the NIS Directive and the Cybersecurity Act lay down the
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essential obligations for EU MSs and European bodies/authorities in the field of cybersecurity, they also in-
troduce obligations for entities with bgrsecurity risks, as OESs, which also include TSOs. Additional obliga-
tions emerge from electricity legislation, especially from the Regulation (EU) 20195 risk prepared-

ness and the Recommendation on cybersecuritthenenergy sectofl18]. For examplefigure5 shows that

risk preparedness plans are developed on the basis of crisiasagwhich are established by cooperation

of relevant stakeholders of the electricity sector. The preparedness plans includeatidieks as extreme
circumstances for which the network operators should be prepared. Furthermore, the Recommendation on
cybersecurity in the energy sect$i8] takes into consideration the possible cascading effects of egber

tacks and recommends implementation of the incident reporting procedures established by the NIS Directive.

Another important aspect of the cybersecurity framework is that it includesdibrology suppliers (indus-

try) in the chain of responsible entities for achieving improvements in cybersecurity. The steps undertaken
with the adoption of the Recommendation on cybersecurity in the energy sector and the Proposal on Regu-
lation on establishrant of a European Cybersecurity Industrial Technology and Research Competence Centre
and Network of National Coordination Centow the increasing importance of aligning security measures

in ICT products and components at the stage of their developmedtproduction. Combining the cyberse-
curity solutions implemented at product level with implementation of international standards and structured
certification schemes will contribute to increased level of cybersecurity protection on network Teheel.
establishment of the Network Code on Cybersecurity should provide the links between the certification of
products, as proposed by the Cybersecurity Act, and the development of minsaaurity requirements for
network operators.
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3 Cyber incident communicationnoecedures and impact awareness

The operation of complex systems as contemporary power systems requires new tools and applications that
are basedn ICT. While the strong synergy between the electricity and ICT infrastructure enables the transi-
tion of the ppwer systems towards Smart Grig&Gs)it also increases the concerns for cybersecurity of these
systems. The electricity industry, technology providers, vendors, deployment and system integrator compa-
nies are all facing threats that are evolving very tasl jeopardize the functioning of the products, services

and operation of systems they design or use. This is the major reason why stakeholders from electricity and
ICT sectors are developing frameworks to assess risks of threats, increase securiizZarid® dzLJ a e a i
resilience. The efforts combine setting adequate legislation framewaork to enable stakeholders to assess risks
and mitigate consequences; establishing international standards for the entire chain starting from products
to systems; setting puriskmanagement processes based on good practice for the electricity sector and ena-
ble cooperation between various stakeholders. In fact, these efforts should help in building up trust between
stakeholders, improving procedures for cyber incidents reipgstincreasing systems preparedness and rais-

ing awareness on cyber hygiene.

3.1 Assetsandthreats

The assets used in power systems that are related to information systems have been already discussed in
Deliverable 3.2 of this Projef2]. This section provides additional input, aiming to provide sufficient infor-
mation for the overview and analyses of notable cybersecurity events in power systems.

3.1.1 Assets

The assets that are related to information and control systems indRe physical components of the elec-

tricity system (cables, relays, transformers, switches, automation, sensors, FACTS devices, etc.); operational
information about electrical assets (status indicators, alerts, events, disturbafarenation); historical in-
formation (data that is stored for further use/or as legislation requirement); trending information (all infor-
mation related to commercial issues); information system configuration (communication network topology,
internet protool (IP)addressesmediaaccess controMAQ addresses, user credentials & permissions, con-
figuration files, location data). The information systems amtilistry automation control system&{C$used

in power systems include software applications, vasigarvices for these applicatiorssjpervisory control

and data acquisitiofSCADPand other hardware componenfg], [21]. Their operation is based on ICT and
exchange of data.

3.1.1.1 Industrial Automation Control Systems SCADA

IACSSCADA are among the essential assets of power systems as they enable remote acquisition and control
of other assets or infrastructures. The basic building blocks of each SCADA systemsarmtadermiral

units RTUY the communication system, the master station/ central computer system andhahgan ma-

chines interfacgHMI). Modern SCADA systems also contatelligent electricity device§ ED3, data con-
centrators, various sensorngrogrammable logicontrollers PLCgand other hardware. Apart from the hard-

ware components, SCADA systems include software (functions) that enable data acquisition and control,
databases, software for generating reports and accounts as well as HMI functions. Furtheatwaneced
software functions are implemented in SCADA systems used by electricity generation, transmission and dis-
tribution companies. Because of their central role in power system control as building blocks of Energy Man-
agement Systems and Distribution Megement Systems, as well as due to their interdependencies to other
systems and infrastructure, provision of sufficient level of safety and security for these systems is crucial. The
security requirements of the IAGECADA should be considered duringtlievelopment and design phase

as well as during their implementation and operati@2], [23].
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Due to their architecture, communication systems and software applications, SCADA systems ardcsubject
many vulnerabilities. According {@4], there were 135 public vulnerabilities notified for IACS in 2015, com-
pared to 35 for the previous year. This is also highlighted by the fact that attacks against SCADA systems are
beaming more frequent on a global level, with factories, refineries and power plants being the most tar-
geted. According to Dell, the number of SCADA attacks has increased from 91,676 in 2012 to 675,186 in 2014
and the countries with the most incidents wernaland, the United Kingdom and the United Stadég&merica

(USA) The most often exploited vulnerability was buffer overflow, followed by lack of input validation and
information exposurd22]. The full spectrum of exploited inerabilities in this period is shown kigure6.
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Figure6 Exploited vulnerabilities between 2012 and 20]25]

3.1.2 Threats

Critical information systems are exposed to a wide variety of threats that can be both of a cyber or physical
nature, as well as accidental or malicious. As such, their threat landscape consists of intrusions during data
transfer, software and communicatioequipment malfunctions, field assets malfunctions, physical attacks
(physical destruction of equipment), system intrusion, user errors and abuse of data. Reference documents
provide lists of frequent threats that are relevant for the electricity sef2df, [26] including physical attacks,
accidental damage, natural or environmental disasters, failures or malfunctions of devices, systems and ser-
vices, outages, interception, nefarious activity degal threats.

Considering IACSCADA, the threat landscape encompasses SCADA communication hacking, communication
systems outages, user (insider) incidents, malware, exitsit rootkits, distributed denial of service and

data leakagg24]. The threats of SCADA systems are related to vulnerabilities as low use of intrusion detec-
tion systems, common vulnerabilities of ICT systems, low maintenance of firmware and software, legacy
RTUs security vulnerabilities, weak autheaticn methods in place, general lack of understanding of SCADA
system processes and operation and lack of training on cybersecurity by users, physical security of assets and
other vulnerabilitied24].
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Threats, of any naturezan often lead to data exfiltration, alteration, removal, and system-apisration.
Human error or bugs can occur due to poor training, applications development loopholes, monitoring issues,
lack of maintenanc§?2], [23]. However, it is common to associate cyber threats with malicious attacks, for
example using malware or exploiting an inside erf@blel summaizes the types of cyber threats and their
impact.

Tablel Cyber threat typeq27]

Overt attacks Disrupt, destroy, frighten Low High

Gain System Contrg  Remotelymodify and operate the system

Extortion Criminal motivation for monetary gain

Theft Criminal motivation for monetary gain

Unauthorised access to information and po

Intrusion . o .
trusio tential to exploit information

High Low

I FO1TSNAR YIe& ¢glyd F00Saa FT2N) YIHfAOA2dza AyuaSyd odz
ated with system control, extortion, theft and intrusion. The motivation behind these attacks is typically sor-
did gain. On the other hand, terroriattacks are usually associated with overt attacks as they are typically
driven to cause damage to critical systems of particular sery&&s[23]. Identification of threats also re-
quires identifcation of possible actors that are capalbdeperform the attacks, have the available resources
andthe potential interest for the attack.

Threats that are typical for the electricity sector includeb-based attacks, malware, phishindenial of
service insider threat,cyber espionage, ransomware and botnet. Accord2yj, the TSOs arat high risk
from malware, social engineering, including phishing and sjpasiter threats, espionage, ransomware and
botnet. The risks of web based attacks aredium while the denial of service threat risks are considered
low. Except welbased anddenial of service, all other threats pose higbksfor cascading The risks for
generation are relatively lower, whith only high risks of ransomware, medium risks of espionage,
ransomware, botnet and phishing and low risks of malware, denial of service antlagel attacks.

3.2 Current cyber incidents communication procedures

Once threats turn ira attacks, thecompanysystem under attack should alert the relevant national entities

about the incident The NIS Directive sets the principles of cyber incidents notification and reporting as a
crucial step in increasing the incident response capaloilitpational and EU level. The main actors and roles

in the process are entities designated as NCAs and SPOCs and national/sectoral CSIRTs who should cooperate
with the OESs following a notification of an incident. Details on the other obligations of dicéses are

available in the Deliverable 3.2 of this Projgit

The mandatory notification and reporting requirements set in the NIS Direetiveonsist of the following
three steps:

1 OES has thebligation to notify the NCA and/or the national CSIRT on incidents that have a significant
impact,

1 SPOC informs the SPOC of another EU MS when the incident has a significant impact on that other
EU MS,

T NCAs sent annual report to the NIS Cooperation Goouthe incident notifications by OESs.
The principles on incident notification and reporting are also present&agiare?.
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Figure7 Incident reporting process for OE$23]

It is essential that each EU MS appoints NCA or CSIRT to which an OES sends incidents notifications. The OE
should comply with this requirement for the incidents that compromise thavision of their essential ser-

vices. Furthermore, the OESs should be able to determine the significance of the incident based on several
key parameters. These parameters include

1 the number of affected users by the incident, which actually means the nuwifesers who have
been affected by the disruption of the essential service provided by the OES

9 the duration of the incidentand
1 the geographical area that is affected by the incident.

As presented ifrigure7, the national CSIRTs may send the OES technical information that could help the OES
in responding to the incident. The national CSIRT or NCA may inform the public about an incident should it
help in handlingan existing, ongoing incident or help in preventing other incidents in the future.

However, the institutional setip of the notification procedures depends on national circumstances and tra-
ditional governance models. The organizationahgetcan be cenalized, where a single entity is notified
about the cyber incident. The decentralized approach is based on incident reporting by s€0#68s report

to a sectoral authority and the SPOC is the central location that collects information and contagtsaH a

ities involved. Additionally, a mix of the previous approaches is implemented by some EU MSs, with one
authority being responsible for several sectors and the rest of the sectors having their own sectoral authori-
ties. The setp influences the overaihcident response capability on national level and should be built on
previous experiences on crisis management and experiences on dealing with past incidents, which may not
necessarily be cyber incidents. Relating incident communication requiremengsactites is a complex task

due to the variety of incidents and the split responsibilities among actors. The national legislation should
clearly define roles and actors involved to provide unobstructed information flow and fast response upon
incident notifcation.

The Guidelines on notification of Operators of Essential Services inc[@@hmiblished by the NIS Cooper-
ation group provide notification methods, technical considerations, guidelines on-lbardsr information
natification, procedures of annual reporting, information of the public and templates for notification. The
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overview of the general consecutive notification steps are presentdtbie2 and are based on the refer-
ence documents published by the NIS Cooperation Gf28[p[29].

Table2 Incident communication procedures based on recommendamis from[29], [28]

Use the set of three parameters proposed by NIS Directive: number of aféecsed by
the disruption of the essential service; time duration of the incident; geographical
affected by the incident

Use extended set of parameters: dependency of other OES sectors on the affected
impact on economic, societal afaiblic health; market share of the affected entity; in
portance of the entity for maintaining sufficient level of service taking into account g
native means for provision of the service

Parameters

Determine
significance

(options) Use sectoral parameters

General threshold (> afertain number of affected citizens)

Threshold Sectoral/subsector thresholds

No threshold

Phone call, email, email w/o attachment, online form, web service, paper, multiplg

Notification method .
tions

Technical and secu-| Encryption, authentication, confirmation
rity considerations

Nature of the cyber incident: type of threat (system failure, malicious actions)

Impact- describe the severity including affectedtical infrastructure and essential se

vice, scale of the incident (for example use Traffic Light Protocol); geographic s

Alert notifica- number of affected citizens and duration (star of significant incident until the incide|
tion no longer significant)

Reporting template | Contact information: organization, contact point in the organization); other parties
information (devel' may be inv0|ved
oped by NCA/CSIRT]|

Operational information: time of discovery; status (ongoing/resolved); incident de
(malware, source (inside/outside)); ongoing/taken mitigatiactions; support request
from national entities

Information sharing: affected IT assets

Expost sharing: mitigation actions taken; lessons learned

Notification confirmation A system to confirm the natification should be in place atitblevant authority

Using the same and/or additional means for notification the OES updates the NCA/
Follow-up notification with relevant information during the incident. An-@ost incident is generally a require
ment and should be submitted by theES.

Prior reporting the incident, the OES should assess the significance of the incident based on natigmal set
related to incident notifications. The challenge for operators might arise from the requirement to develop
processes that will include fast incitleimpact analyses that should be applied together with the processes

for incident handling. In fact, the procedures and practices on organizational (TSO) level are essential to pro-
vide information on the ongoing incidents without undue delays. Based ercdimducted activities for as-
sessment of the significance and threshold of the incident, the OES notifies the relevant entity on national
level.
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The notification method may differ and depends on the-gpt but it is advisable to provide more than one
notification method. This is especially important because during egtiacks, some of the IT systems might
become unavailable, while traditional means of conveying notifications as telephone calls, may face overload
of lines. All of the notification methodshould be assessed together with the technical considerations for
encryption, authentication and confirmation. For example, on one hand, telephone networks have generally
lower level of protection of information that is sensitive for the operator, butlea other hand they offer

the possibility for direct communication and confirmation that the notification is received. The actual tem-
plate depends on the national entity and the means of notification. It can be a checklist with questions that
are answereabver the phone or an online form that is checked/filled in. The process of confirmation is im-
portant to clarify that the notification has been received and to foHogvon the incident.

In the case of crodsorder cyber incidents, the SPOC is obligateddmmunicate with the SPOCs of the
other affected EU MSs. There is no proposed approach on the notification and exchange of information.
However, according tf28] there are several factors to be considered when developingstvorder notifi-

cation procedures. These factors include

1 timely sharing of information which should get to the stakeholders that may be affected
9 establishingzlear common procedures
1 coordination ofthe process by one of the actors involved.

The exchage of bilateral information may be based on the template used on national level and the proce-
dures of information exchange should depend on the impact of the incident. The information exchange
should be done carefully to preserve the confidentiality anel tommercial interests of the OESs that have
been affected. If not included as a part of a common procedure, the sender SPOC should provide detailed
instructions on information handling to the receiver SPOC in order to ensure confidentiality.

For the purpase of increasing cybersecurity on EU level, the NIS Cooperation Group collects annual reports
on notified incidents from EU MSs. The reports contain the information required in the notification template
already described iffable2. The reports provide the basis to analyse trends in cybersecurity, improve inci-
dent response on EU level on the bases of aggregated data and create strategic overview of ifR9flents

3.3 Overview of notable events

There have been a large number of incidents and it is important to share past experiences in order to better
prepare for potential threat$27]. A few examples frorthe energy sector that are notable from a technical
or political point of view are summarized below.

3.3.1 Hacking of the California Independent System Operator in 2001

The Californian electricity system operator was subject to a cyberattack that began onil2amgpwas only
detected 16 days later, on 11 May 2001. The intrusion happened through internet servers in California, as
well as routing through China Telec$a0].

The aim of the attack was to reach sensitive parts of theegydy writing software to circumvent the fire-

walls in place. The intrusion and delayed discovery were enabled by the lack of defensive measures. For
SEFYLX S (KS &deaidGSY RAR y20 AyOftdzZRS lyeé f2Hmx T2N
ised access. In addition, many ports into the system were open when these should have been restricted.

The system operator reported that the attack was blocked, and the vulnerabilities corrected. Nevertheless,
the attackers were nearly able to reachtioal components of the system and disrupt power delivery in the

grid.
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3.3.2 Worm infection in Davis-Besse nuclear power plant in 2003

The simpleSlammer worm was the reason that the safety parametisplay system in the Davigesse nu-

clear power plant in Ohistopped working for several hourshe DavisBesse plant had a firewall that pro-

tected the corporate network fronthe internet, but a consultant hadreated a connection behind the fire-

gl tf G2 G§KS O2WeSkhmdr wointriectgd$hé ¢oasMIyd Qa ySG 62 N] TFANAIG
it enteredthe power plant networlkand causedhe problem with the safety parametedisplaysystem The

power plant was not in operatioduringthat time, but still, the worm had prevented the operatorsfaslow

digital readouts from the equipment.

The Slammer worm did not introduce malicious payload, but iemjitself to new hosts by scanning IP
addresses and generatéxhffic that consumedavailable bandwidth. The worm used Microsoft SQL vulnera-
bility, for which a patch was already issued by Microsoft six months pricewhat. By installing the patch,
the vulnerability to the Slammer would have been removiEédrthermore, this incident shosd that some
nuclear power plants, bintroducing changes in their SCAAallow remote monitoring from corporate
network, haveunknowingly connected their control networks to the interrj@éd].

3.3.3 Infection of Iranianuranium errichment facilityin 2010

In 2010 the uranium enrichment factory in Natanz, Iran was infectedsliyxnetmalware possiblythrough

an infected flash driveRelying on an existence of a path between the office computers angribeess

control computers, lhe Stuxneinterfered with the PLCs of the process control systessulting indestruc-

tion of about 1000 centrifuges at Natanz facilifyhe attack is notable for its sophisticated approach and
shows thathigh reconnaissance pfocess systems mdpe a serious threat to critical infrastructuredtuxnet

targets vulnerabilities isome Siemens components used in management systems for various utilities, in-
cluding power plantslts creators introducedophisticated innovations thad y I 6 f SR A G (2 T 1
output, give specific commands to PLCs and used the Iranian supply cliafiectacthe components at their
source[31]. Experts reported that the worm was highly complex, suggesting it was dexttlop a nation

state, rather than independent attackers. Although tBiixnet malware was algound in computers in the

Buslehr nuclear power plant, it was not designed to attack its reaotorit managedi 2 Ay FSOG (KS
operating systenfi32].

Stuxnet has infected a number of other users apart from the Iranian uranium enrichment fdatémyia, it
affected about 10% of the systems running Siemens SC39DA he attack caused damagetire computer
infrastructure andmodified the control logic of the system

3.3.4 Attack on Bowman Dam power station in 2013

The control system of a small power station in the state of New York, USA, was infiltrated in 2013. The USA
government reported enough evidence to suggest that the attack was undertaken by members of the Iranian
Revolutionary Guards Corps that targetedatinstitutions in the country as well, perhaps as retaliation for

the Stuxnet attack described abof&].

The command and control system of the plant was reached through a cellular modem. The attackers had
remote access tdie control of the water gate and, therefore, were able to release water from the dam. This
did not happen, because the gate was disconnected for maintenance at the time of the[&vknt

3.3.5 Hacking of Korea Hydro and Nuclear Pavo®mpany in 2014

In December 2014he Korea Hydro and Nuclear Power Comphayg b&ome a victim of a cybeattack that
led to unauthorised release of blueprints of a nuclear reactimtails orplant support systems and personal
data of more than 10,008mployeed36]. Thehacker group aske$10 billion to stop the release of additional
data on critical infrastructure.
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Theattackerswere believed to be from North Korea and have started their atthc&ugh phishing email
campaign sent t@mployees of thireparty partnersand retired workers fronthe company.The email re-

quired password changevhich allowed the hackers to collecttddrom victims using th&imsuky malware

[36]. So, instead of attackindpe intranet of the company, which gecured by firewalls and other security
programs, the attackers usédy” | LILINB | OK |y 2 6y targetingivieakOesded at thipaO | A y 3 ¢
ties networksand retired workers computers for any useful data. While the attack did not cause any damage
Ay GKS 2LISNI GA2Yy 2 Fbreadk Shows 2hasystenfadighdshingitampaigris hayreisult

in theft of valuable data that could be used in future attacks.

3.3.6 Malware campaigns in the energy sector in USA and Europe in Zmi3l, 20162017

The Dragonfly group (or Energetic Bear), which is believed to be behind sexanahigns against energy
companies, has been active since 2011. In the beginning it targeted defence and aviation companies in USA
and Canada, but in 2013 it shifted its focus to the energy sector. It was exposed by Symanted3@R@%4

a cyberespionage campaign that targeted about 250 companies in USA and Europe. The three attack vectors
used in their campaign were spam emails, watering hole attacks and compromised third party s@@jare

The attacks started with spam campaign in the period February 2@ e 2013, during which seven differ-

ent organizations were attacked. The emails were sent to executives and senior employers and had PDF at-
tachments containing malware. All emails origirchfeom a single Gmail address. The attacks continued with

the socalled watering hole attacks in the period May 2G138pril 2014, by compromising energglated

legitimate web sites. The visitors of these web sites were redirected to compromised wehasteyy the

[ A3KGaz2dzi 9ELX 2A0G YAG 6KAOK SyloftSR GKS AyiGNHzAAZ2Y
[37]. The third attack vector was compromising legitimate software packages from three different industria
control systems equipment providers (two producers of PLCs and a company that develops systems that
manage wind farms and biogas plants). By inserting malware (trojans) into their software update packages,
the attackers found a new path to the energy doih Yy A S&a Q O2 YLJzi SNEX 6K2aS 26y S
the compromised software packages.

The second campaign which is attributed to the same group and recognized by Symantec as Dragonfly 2.0,
started at the end of December 2015 and intensified in 2[BB]. The attacks have been noticed in energy
companies in the USA, Switzerland and Turkey. As in the previous campaign, the attacks started with mali-
cious emails sent as New Year Party Invitations in December 2015 and contittuéfteveipam campaign in

2016 and 2017, with emails with energy specific contents or general business concerns. By opening the at-
0 OKYSytGas GKS @AOGAYQa ySise2N] ONBRSYyGAlfa ¢SNB
the Phishery toolkitvas used31]. As in the previous campaign, watering hole attacks were used for creden-
GALE GKSTFldod ¢KS ai2ftSy ONBRSYi(UAlfa 6SNB GKIFy dzaSR
chine. Dragonfly 2.0 shows that the capabilities of the ataskave increased, with potentials to access
operational systems and cause disruptions in future.

337 ! TN AySQa LJ2a#a6kNd2818A R O& 6 S NJ
The cyberattack on the Ukrainian power grid in December 2015 was an unprecedented event, from which

many lessonsan be learnt about the protection of SCADA systems. The attack resulted in a power blackout
in a part of the country, causing supply interruption to around 225,000 custof22}439].

According tahe report by HSAE[40], the attack was weltoordinated and required deep reconnaissance
of three distribution companies for over six months in preparation of the event. The event itself consisted of
a few separate partthat happened within 30 minutes of each other. The first step was sending a phishing

8 The Electric Information Sharing and Analysis Center: https://www.eisac.com/
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email that contained a malwarggged Word and Excel documenthese documents, opened on the busi-
ness network, planted BlackEnergy3 malware that stole user credentigdgsworth to mention that the
phishing campaigns started few months earlier, aiming to get credenHalging valid credentials, the at-
tackers were then able to access the industrial control system usiirgal private network VPN and suc-
cessfullytripped the breakers, as well as remotely disconnected the Uninterruptable Power Supply systems.

Another reason confirming that the attack was walordinated is that the attackers had previously installed
custom firmware on serigb-Ethernet devices atarious substations to knock these offline. In addition, they

used KillDisk to erase master boot records and delete some logs, effectively covering their tracks. Finally,
during the main event, they also employed a dewBservice(DoS)attack ontheuk f A GA SAQ (St SL
tems, disrupting their ability to communicate.

3.3.8 TRITON Malware

In 2019, HSAC warned of potential threats to critical infrastructure in the USA by a group of sophisticated
hackers known for using the malware TRITON. The Centrefiddnithauthorised scanning for entry points

into multiple U power grid targets in 2019 but has traced the activity back to 2018. Although this process
had been ongoing for perhaps more than a year, no indicators were found that an attack posing a threat to
power supply is imminent. Nevertheless, this activity met#mt owners of critical infrastructure must im-
plement adequate defensive measures in due tiaht].

TRITON was discovered by Schneider Electric after an attack on one of its industrial customers, as the mal-
ware targets its Ticonex Tricon safety controller firmware. TRITON contains a remote access Trojan (RAT),
which is considered the firgver RAT that can infect safety instrumented systems equipment. Similar to
Stuxnet, TRITON is a publicly identified malicious softwaredingets industrial control systems. It enables

the attacker to gain remote access teafety instrumented systemgorkstation and reprogram the control-
lers[22], [42], [43].

In the attack that revealed TRITON, the malware was deployed as a Python script in a zip file containing
standard Python libraries. Once access is obtained, the TRITON software can easily cause physical conse-
guences, for example by issuing a halntoand or intentionally uploading flawed code to a controller. How-

ever, in this case, the attacker continued trying to develop and deliver functioning control logic &afétg
instrumented systemsontrollers that at some point failed a conditional cke®his caused two controllers

G2 agAGOK G2 FFHAfSR &4FFS Y2RS |yR akKdzi R2gy GKS A
this was not the desired outcome, but instead they worked towards a specific goal beyond process shutdown.
Shuttingdown the industrial process prompted the company to investigate and lead to the discovery of TRI-
TON. The Schneider Electric controller in question is based on proprietary hardware and operating system,
which raises concerns over the way in which the meadwaas created42].

3.4 Cyber incidents and threats impact analyses

Attacks in the energgector are documented since the early eighties of the last cerfd#tyy The attacks in

the period between 198@nd 2000 were mostly result to internal sabotage, causing damage to control sys-
tems, disruption of operation in duration for several hours and physical damage to the facilities and the en-
vironment[44]. The trend begun to chge starting from 2000, as the objectives widened and included sab-
otage, theft, espionage, reconnaissance, blackmail and were mostly done by external atfddkers

The damage of a cybattack that targets several sectors cha extreme. The analyses[B8] show that in

2016 the total costs associated to cykmtacks in the USA were $17.36 million, in Germany $7.84 million, in
Japan $8.39 million, in the UK $7.21 million, in Brazil $5.27 malidrin Australia $4.3 million. The successful
cyberattack with the NotPetya malware in Ukraine in 2017 is estimated to have caused damage of over $10
billion. The attack hit the financial, health and electricity sectors, as 22 banks, four hospitalg pod/er
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companies have been attacked. The attack spread globally, as several large companies including the Danish
transport company Maersk, the French construction company Szafitin, the pharmaceutical company

Merck and other international companies attteir subsidiaries have been also infected, thus contributing

to the overall costs of the damage. The attack spread using the vulnerability of an accounting software
M.E.Doc that was developed by Ukrainian company. The attackers used the update setherbdE.Doc

as a back door for infiltrating the computers which had that software installed.

The successful cybattacks in power systems have mtftid effects. The disruption of the essential service
is the first and most significant effecthe intedependencies with other sectors and servisggnificantly
increasethe effects of cybeattacks on power systems and energy systems in gendoalever, these ef-
fects cannot be easily quantified and qualifiethe assessment dhternal costs associated wita cyber
attack should be donby the companies that have been victimslod attacksand then, theanalyses should
be expanded to albther affected sectors andservices However the companies are reluctanb disclog
details of cher-attacks aghat damages their reputationso the costand theeconomic and societal effects
of cyberattackscan be accessed only roughly in most of the caBks.financial effects of undelivered elec-
tricity and potential equipment damage may bensderable depending on thgeographical spread of the
incident and the targeted systemBhefinancialeffects can balsomeasured byhe downtime ofequipment
andthe affectedrelated servicesdependent on electricity supplhAs the transmission networlare inter-
connected, a cybeattack on one system can have a cascading effect and spread on neighbouring systems.
Thesenseof insecurity and panic is the underlying element of many c@ttarcks, but the effect of cyber
attacks on power systems is even greateremy people may be affecte@hese eventsnaydiminish the
trust in power systems and their capability to maintasontinuous operation.

Table3 showsgeneralvulnerabilities of the electricity sect@ndthe potential impacts, based on the review
in [33]. With the aim to increase the overall incident handling capability rigieassessment of threats should
alsoinclude an assessment tife possible impactthat the threats would have on the system. This approach
would enablethe companies to prioriie their cybersecurity investments addvelop measures that would
mitigate the impacts of future attacks with high likelihood.

The analyses of the attacks presented in sec8dhshow that the attacks may be related to geopolitical
reasons, as it is believed for Stuxnet in Iran and BlackEnergy in Ukraine. The analyses of these attacks indicate
state supported attacks rather than attacks from crimigedups[44]. The reasoning is backed by the fact

that such sophistication and deep knowledge of the targeted installation, as presented in the Stuxnet attack,
requires both IT and automation engineering skills as well adiggrte, data collection and considerable
material resources. The Ukrainian case also indicates that the operation was result of a several months of
preparation and availability of resources. The attack of the Korean Hydro and Nuclear Power Company was
attributed to another state, but its sophistication was not as high as the previously mentioned cases of Iran
and Ukraine. The case of the attack in South Korea shows that while critical infrastructures have sophisticated
protection measures in place, theirgiection can still be breached, especially by making confidential infor-
mation and data publicly available. Such attacks may be considered as an act of war from the state sponsoring
the attack and even become a reason for retaliation actions. Howevegd#mtification of the source of the

attack is a complex task which may be hindered by false flags, public availability of malware or groups requir-
ing publicity. According the analyses44], the costs for such attacks may bigher than the benefits for

the State that is behind the attack.

The attacks may have financial motives, especially industrial espionage, and data theft. Industrial espionage
can be done by software that can copy plant configurations, but the case &fdtean Hydro and Nuclear
tftlyd /2YLIlye aKz2g¢ga GKIFIG AG A& YdzOK SIFaASN G2 3Si
Although these documents were not the primary objective of the task, their theft could be used for other
purposes and futurettacks of critical infrastructure. Data theft and attacks on IACS may be motivated by
financial gains, but they require significant technical knowledge in IT, automation and energy (electricity)

D8.4 Cyber Security communication procedures and impact of disruption events



systems. The attacks through corporate networks using ranssmeaould possibly bring more financial ben-

efits than attacks to IACS.
Table3 Vulnerabilities and impacts in power systembased or33]
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3.5 Lessons learnt

The analyses of the notable incidents and possible impacts provide a valuable inthe ftakeholders in
the electricity sector. Thaftermathof each attack can serve asesson to avoid futurexposure and uncover
hidden vulnerabilities.

TheDragonflyattack as well as Black Energy and the attack in the Korean Hydro and Nuclear Power Company
show thatphishing immong the common approaches to steal valid network credentials that are further used

to compromise the networks. Furthermore, Dragly attackpointsout several important recommendations

for utilities, includind37], [38]:

1 Passwords with high privilegetiould be at least-80 charactersindinclude a mixture of letters and
numbers while users should not use the same passwords for various accounts and web sites

1 Unusedprofiles and related credentiathould be removegdensuring that the number @fdministra-
tive profiles is kept as low as possibdetwo-factor authenticaton should be applied as additional
level of security.

1 Deployment of update®n firewalls, antivirus programmes, malware detection and protection
should be done regularly.
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1 The employees should be educated to practice cyber hygiene and to be aware ddintpers of
phishing email campaigns. Furthermore, the cybersecurity protection policy should irdadaate
protection solutions for email threats.

1 Attacks may be mulstage following two or more threat paths (vectonshich requiresinderstand-
ing of exsting interdependencies in the systeffihe companies in the electricity sector shobdl
able to identify these interdependencies and thus minimize the rigksuiti-stage attacks.

The cyberattack on Ukrainian powetompaniescan serve to extract many lessons on critical infrastructure
vulnerabilities and defence. Somethése lessons are summarized belf89]:

1 An attack okuchscale takes a long time to prepare, extract information and embedvso. Thus,
appropriate measures to detect unusual behaviour in the system must be in place. Many network
security monitoring tools exist that can identify suspicious activity on SCADA systems, including un-
usual file transfers, PLC code updates or comnaartticontrol communication. Monitoring tools are
easy to implement in SCADA systems because data flows are typically static and predictable.

i The targeted companies did not use tfaxctor authentication for the VPN connections. Critical in-
frastructure must I more protected by using stricter authentication and limiting remote access to
essential staff.

T ¢KS | YAYGSNNHzZLIGAGES t 2SN {dzlJLJt & aeadSvyaz GKIF
remotely too. This can be regarded as another sourceailpferability. Since these systems can easily
be operated locally, remote command interfaces should be disabled.

9 It can be predicted what components of the grid are most likely to be targeted by attackers, or what
actions can cause significant interruptitemsupply. Therefore, unless these actions can be prevented
in real time, there needs to be contingency planning in such situations. This can be achieved by in-
corporating a cyber element in risk assessments, incident response and disaster recovery plans

After the incidentwith its equipment,Schneider Electric has developed a TRITON detection tool and recom-
mends certain measures to its customers. Some of these recommendations if¢Rjde

9 The customers should ensure thatbersecurity features in Triconex are always enabled
1 Safety systems must always be deployed on isolated networks

1 Physical controshould be incorporatetb limit access to the safety controllers and peripheral safety
equipment

Controllers shouldonly bey WLINRP INI YQ Y2RS. 6KSy GKA&A Aa ySOS

All ports and other means of data exchange with the isolated safety network must be limited to es-
sential use and scanned before use.

Several common recommendations emerge fritta analysed attackd he TSOs and ath companies from

the electricity sector should baware of the cyber threats and capalieassesthe potential cybersecurity
risksthat disruptthe services they provide. Consequentigk management shoulde the basisfor the de-
velopment of thecybersecurity policy on company levéhecontinuouseducation of employees ooyber
threats, especiallyaboutphishing and malwares substantiafor decreasing the chances for a successful at-
tack Monitoring of urusualand sispicious activitiegn communcation networksand devices withremote
control capabilityis an effective approach early detection and handlingf threats. In this context, moni-
toring of IACS andpplyingadequatecybersecurity measuras recommended fo mitigating potential risks

of attacks on SCADA field devicesrthermore, sharing information and following alerts froetevantna-
tional and international entities isssential in handling the incidents and decreasing the chances of their
spread among sectors araross bordersThe success of raising awareness in this manner depends strongly
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on thecommunication procedurefor incidents notification These procedureshould start at the utility level
and continueon national levelfollowing therequirements of the NIS Directive.
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4 Cyber securitystandards andoractices inpower industry

4.1 Cybersecurity standards for power system communications

With intelligent distribted technologies that enable remote control, monitoring and advanced analytics,
more critical data is crossing communication networks necessitating stronger security.

In the past, utilities primarily relied on serial communications or a dedicated andedatantrol and auto-
mation network. With the evolution in device technologies and support for more advanced data processing
mechanisms deployed at field and central locations, more data needs to be transferred from the field to a
central location45].

Thechanges as the deregulatiaf the energy sectoand the increase of distributed energy resources (DER)

have resulted in a lagnumber of different actors being involved in tloperation of electric power net-

works relyingboth on OT and IT. Business and operational processes communicate across the boundaries of
the OT actors and IT assets, increasingly using standard IT components, standardized IP based protocols and
public communication infrastructurgl6]. Consequentlythe power infrastructure is considerably more vul-
nerable to cybefattacks than in a world of isolated systems connected over a dedicated infrastructure.

4.1.1 Cybesecurity standards,guidelines andregulation inenergyautomation
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seamless interconnection and information exchange between the various actors and roles in energy automa-
tion systems. Different types of stdards are available describing organizational and technical security re-
guirements on one hand and on the other technical security standards providing specific technological solu-
tions and procedures for organizational and management aspects for the apgetvironmen{46].

Besides standardizatigtegislationis the other important aspec¢tvhich is typically country specific and ad-
dresses the secure operation of an infrastructure. This in turn is supported by a technigatyssalution.

In addition, existing Guidelines and Recommendations describe best practices for secure deployment and
operation of energy automation systems. Ideally, therariinterplay between the standardizatiothe reg-

ulation, and the guideline aisfities [46].

4.1.2 IEC 62351 standard: Power systems management and associated information exchange
Data and communication security

The IEC Technical Committee (TC) 57, Working Group (WG) 15 has developed the IEC 62351dsetisf stan

to provide security for power system data communications protocols, such as IECHU&M 60876, IEC

61850, IEC 61970, IEC 61968 and IEEE 1815 (DNP3). The different security objectives include authentication
of data transfer through digital sigtures, ensuring only authenticated access, prevention of eavesdropping,
prevention of playback and spoofing, and intrusion detecfn.

Overview of IEC 62351 parts and relation to power system communication protocoknisrgiigure. The
standard comprises several technical reports, which either provide an overview of applications or specific
solution examples which are related to following pg#8], [49]:
9 Part 1 and 2introduction and glossarythese two parts are more general and comprise the expla-
nation of threat scenarios and the definition of terms,

1 Part 901: Guidance for using rolbased access control (RBAC) specifically the handling of custom
based roles,

1 Part 962: Guidance for supporting deep packet inspectishen using encrypted communication
links,
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1 Part 903: Guidance on applying monitoring and logging in power systems (asimge network
management protocolad syslog),

Part 10:Overview and typical requirem#nto security architectures in power automation,

Part 12:Recommendations for the incorporation of DER in the power grid,

Part 13 Recommendations for editors of standards and specifications regarding the handling of se-

curity specific requirements in powsystems.

Figure8 Overview IEC 62351 Parts and Relation to power system communication prot¢48]s

Parts 3 to Gare directly related to dedicated protocols like IEC 61850 (IEC 68)5nd IEC 60878x (IEC
62351- 5) and their mappings to lower layer protocols likensmission Control Protocol/Internet Protocol
(TCP/IP(IEC 623513) andManufacturing Messag8pecificationNIMS) (IEC 623514)[48]:

91 Part 3: Profiling of the existing security protocol Transport Layer Security (TLS) to protect TCP based

communication. This part is used in conjunction with other parts of IEC 62®béreables a reise
of existing solutions.

9 Part 4: Utilizes part 3 to protect the TCP based IEC 61850 communicagimfild) and defines ad-
ditional security mechanisms on application layeip¢afiles) to protect endo-end security in sce-
narios with chssical communication (e.g., control centre to substation) or-h&bed approaches
(e.g., for the introduction of DER using publ&hbscribe mechanisms).

1 Part 5: Provides different solutions for the serial version (primarily IEC éB80Q, as well as pts

102 and 103) and for the networked versions protocols (IEC 6883 and DNP 3). Specifically,

the networked versions that run over TCP/IP can utilize the security measures described in IEC 62351
3, which includes confidentiality and integrity progitby TLS encryption. Therefore, the only addi-
tional requirement is authentication.

Part 6: Utilizes part 3 to protect the TCP based IEC 61850 communicapoofild in conjunction
with Part 4). Additionally, security mechanisms are defined to pragsoeric ObjectOriented Sub-
station EventGOOSEandsampled valu€S\) protocolssupporting multicast communication.

Part 11provides protection of XML based data which can be enhanced with RBAC elements as deéehd in
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